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Topic Break Down

Topic No. of Questions

Topic 1, Planning 6

Topic 2, Installation 5

Topic 3, Configuration 14

Topic 4, Security 18

Topic 5, API Creation 29

Topic 6, API Publishing 22

Total 94
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QUESTION NO: 1

How can the Developer Portal functionality be extended?

A. Add custom policies.

B. It cannot be extended.

C. Create and install custom modules.

D. Create and install custom extensions.

ANSWER: C 

Explanation:

Create and install custom modules is correct because the API Connect Version 5 Developer Portal is built on Drupal and is 
designed to be extended through Drupal modules. A module packages additional functionality that can be enabled in the 
portal, allowing an organization to implement portal-specific capabilities, integrations, workflow behavior, content-related 
features, or user-interface behavior that is not supplied by the standard portal installation. Custom modules provide a 
structured and maintainable extension mechanism: they can contain code, configuration, permissions, routes, and 
supporting assets, and they are installed and managed using the portal’s Drupal-based administration model. This approach 
keeps added functionality separated from the core portal product, which is important when maintaining or upgrading the 
environment. IBM’s Developer Portal documentation for API Connect Version 5 identifies the use of custom Drupal modules 
as the method for extending portal functionality. The underlying Drupal documentation also describes modules as the 
supported packaging mechanism for adding functionality to a Drupal site. See IBM’s Developer Portal extension guidance 
and the Drupal module installation documentation.

QUESTION NO: 2

An administrator wants to allow the developers to log into the Developer Portal with Google credentials. The first step is to 
enable a Portal Delegated User Registry in the API Manager UI.

After that, what must be done to enable this functionality?

A. Integrate with Google Authenticator with required code.

B. Get the Client ID and Client secret for OpenID Connect.

C. Download Google authorization module for IBM API Connect.

D. Set Authorized JavaScript Origins and Authorized Redirect URIs.

ANSWER: B 

Explanation:

Get the Client ID and Client secret for OpenID Connect. A Portal Delegated User Registry relies on an external identity 
provider to authenticate Developer Portal users. When Google is selected as that provider, the administrator must register or 
use an OAuth 2.0/OpenID Connect client in Google Cloud. Google issues a client ID, which identifies the Developer Portal 
application during sign-in, and a client secret, which the portal uses to authenticate its authorization-code exchange with 
Google.

These credentials are then entered in the delegated user-registry configuration in API Manager. This establishes the trust 
relationship needed for the portal to redirect a developer to Google for authentication and to receive identity information after 
the developer signs in. OpenID Connect builds on OAuth 2.0 and supplies the ID-token-based identity layer needed to 
associate the authenticated Google user with a portal account. The client credentials must be kept secure because they 
identify the portal’s OAuth client integration.

Google’s OAuth documentation describes creating OAuth client credentials and obtaining the client ID and client secret: 
Google OAuth 2.0 documentation. The OpenID Connect identity flow and ID-token model are specified by the OpenID 
Connect Core specification.
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QUESTION NO: 3

Which two activities can an application developer perform by using the Developer Portal? (Select two.)

A. Discover published APIs and Products.

B. Create and manage applications.

C. Configure Gateway services.

D. Define an API assembly.

E. Create provider organizations.

ANSWER: A B 

Explanation:

An application developer can discover published APIs and Products and create and manage applications in the 
Developer Portal. The portal is the consumer-facing component of API Connect. It provides documentation for APIs that 
have been published to the associated Catalog and enables developers to create applications that can be subscribed to 
Product Plans.

Provider-side activities, such as defining API assemblies and configuring Gateway services, are performed by API providers 
and administrators in API Manager or other API Connect administration facilities. The Developer Portal supports API 
consumption and application onboarding rather than API implementation and gateway administration. See the IBM API 
Connect Developer Portal overview.

QUESTION NO: 4

Which two HTTP request methods are defined as idempotent methods? (Select two.)

A. POST

B. PUT

C. DELETE

D. PATCH

E. CONNECT

ANSWER: B C 

Explanation:

PUT is idempotent because repeating an identical PUT request has the same intended effect as making the request once: it 
creates or replaces the resource representation at the target URI.

DELETE is also idempotent. Repeating a DELETE request after the resource has already been deleted can produce a 
different response status, but the intended state of the resource remains deleted. POST is not defined as idempotent 
because repeating a POST can create multiple subordinate resources or cause multiple processing actions. See RFC 9110 
HTTP idempotent methods.

QUESTION NO: 5

An API must be invoked from a browser application hosted on a different origin.

Which two statements are true regarding Cross-Origin Resource Sharing (CORS)? (Select two.)

A. A browser can send an OPTIONS request as a preflight request.
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B. The Access-Control-Allow-Origin response header identifies allowed origins.

C. CORS encrypts the request and response payload.

D. CORS removes the need to authenticate an API consumer.

E. CORS permits every browser origin without server configuration.

ANSWER: A B 

Explanation:

A browser can send an OPTIONS request as a CORS preflight request before sending the actual request. The preflight 
allows the browser to determine whether the target API permits the origin, HTTP method, and request headers that the 
browser application intends to use.

The Access-Control-Allow-Origin response header identifies the origins that are allowed to access the resource. An API 
Connect CORS configuration can be used to return the appropriate CORS headers for browser-based API consumers. 
CORS does not encrypt traffic and does not replace API authentication or authorization; HTTPS and the API security 
configuration remain necessary. See the Mozilla CORS documentation and the IBM API Connect Version 5 documentation.

QUESTION NO: 6

Which two top-level Swagger 2.0 objects can be used to define reusable response and model content for an API? (Select 
two.)

A. definitions

B. responses

C. requests

D. operations

E. schemas

ANSWER: A B 

Explanation:

The responses object can contain reusable response definitions that operations reference by using $ref. This supports a 
consistent response contract for common conditions, such as validation failures or authorization errors, without repeating the 
complete response definition in every operation.

The definitions object contains reusable model schemas. API operations can reference these schemas in parameters and 
responses, allowing a single data model to be reused throughout the API definition. Reuse improves maintainability because 
a schema or response can be updated in one defined location. In Swagger 2.0, schemas is not the top-level reusable-model 
object; that naming is associated with later OpenAPI versions. See the Swagger 2.0 specification.

QUESTION NO: 7

What format do the TLS certificates and keys have to be in to be used for the Developer Portal?

A. .der

B. .key

C. .cert

D. .pem
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ANSWER: D 

Explanation:

The TLS certificates and private keys used by the API Connect Developer Portal must be in Privacy-Enhanced Mail format, 
normally identified by the .pem extension. PEM is a text-based container format that represents certificate and key material 
using Base64 encoding enclosed in header and footer lines such as -----BEGIN CERTIFICATE----- and -----BEGIN 
PRIVATE KEY-----. This format is appropriate because the Developer Portal configuration and its associated web-server 
components expect certificate-chain and private-key content in PEM form when TLS is configured.

A PEM certificate file can contain the server certificate and, when required, intermediate CA certificates in a chain. The 
corresponding private key must also be supplied in PEM encoding and must match the public key in the server certificate. 
Using this format enables the Portal to establish HTTPS connections securely and to present the complete trust chain to 
client browsers. IBM’s API Connect documentation for the Developer Portal installation describes supplying certificates and 
keys in PEM format. General technical details of PEM encoding and its certificate/key labels are also documented by 
OpenSSL. See the IBM API Connect Developer Portal TLS documentation and the OpenSSL PEM documentation.

QUESTION NO: 8

An API must transform a JSON request body into the message structure expected by a back-end service before the request 
is invoked.

Which built-in assembly policy is best suited for this requirement?

A. Map

B. Invoke

C. Rate Limit

D. Activity Log

ANSWER: A 

Explanation:

Map is the appropriate policy because it transforms message content between a source structure and a target structure. It 
can map fields from the input JSON message into the format required by a back-end service and can also be used to 
transform a back-end response into the API response format.

A Map policy helps isolate back-end message formats from the API contract presented to consumers. This enables the API 
to maintain a stable external interface even when the back-end request or response structure differs. See the IBM API 
Connect Version 5 documentation for API assembly development information.

QUESTION NO: 9

When can a developer use X-Override-Host header with the Developer Portal API call?

A. Using the HTTP protocol

B. Unable to be authenticated

C. DNS record cannot be set up

D. Should not be used as it has been deprecated

ANSWER: C 

Explanation:

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F669
https://www.ibm.com/docs/en/api-connect/saas?topic=portal-configuring-custom-tls-certificate
https://docs.openssl.org/3.0/man1/openssl-pem/
https://www.ibm.com/docs/en/api-connect/5.0.x
https://www.ibm.com/docs/en/api-connect/5.0.x


dumpsboss.co | Demo Exam - Page 7 of 7

“DNS record cannot be set up” is correct. The X-Override-Host request header is intended for situations in which a 
Developer Portal API request must be directed to a particular host but the required host name cannot be resolved through 
normal DNS configuration. It lets the caller supply the host value needed by the API request, enabling access while DNS 
setup is unavailable or impractical—for example, during a temporary deployment, migration, or controlled test environment.

This header is therefore a targeted connectivity mechanism rather than a general-purpose API authentication or transport 
setting. The developer still makes the Portal API call using the appropriate endpoint and credentials; the header provides the 
host override necessary when a DNS record for the relevant Portal host cannot be created or made available. IBM’s API 
Connect documentation describes the headers and conventions used when making API calls, including use of host-override 
behavior for environments where normal name resolution is not possible. See the IBM API Connect API calls documentation 
at IBM Knowledge Center: API calls and the current IBM API Connect documentation landing page at IBM Documentation: 
API Connect.
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