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QUESTION NO: 1

Refer to the exhibit.

Potentially Suspicious Activity +
—\ ' 1
%)
4)1 0
2
3 0

From the VMware Carbon Black Cloud console, what page do you go to after clicking the Non-Malware bar in the Potentially
Suspicious Activity chart?

A. Notifications page with the selected alert filtered
B. Reputations page with the selected reputation filtered
C. Investigate page with the selected reputation filtered

D. Alerts page with the selected alert filtered

ANSWER: D
Explanation:

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (15)

QUESTION NO: 2

In VMware Carbon Black Cloud, what is the search field you would use when searching for a command line?
A. command_line:

B. full_cmdline:

C. process_cmdline:

D. process_commandline:

ANSWER: D
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Explanation:

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (29)

QUESTION NO: 3

Which three are components of the NSX-T Software-defined Firewall? (Choose three.)
A. NSX Distributed IDS

B. NSX Identity Firewall

C. NSX Edge Firewall

D. NSX Intelligence

E. NSX Distributed Firewall

F. NSX Identity Manager

ANSWER: ADE

Explanation:

Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/products/nsx/vmware-nsx-datasheet.pdf

QUESTION NO: 4 - (DRAG DROP)

DRAG DROP

Drag and drop the Cyber Kill events on the left into their proper sequential order on the right.

Select and Place:
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Event order
Actions on Objectives
First
Exploitation
Second
Install/Run
Third
Reconnaissance
Fourth
Weaponization
Fifth
Delivery
Sixth
Command & Control
Seventh

ANSWER:
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Event order

Reconnaissance First

Weaponization Second
. | .

Delivery Third
I Exploitation Fourth

Install/Run Fifth

| Command & Control Sixth

Actions on Objectives Seventh

Explanation:

QUESTION NO: 5

Which two are true about a VMware Service-defined Firewall? (Choose two.)

A. A firewall that allows you to use 3rd party features like IDS/IPS, threat protection, anti-bot, and anti-virus solutions
B. A firewall that blocks external access into your internal network based on IP services

C. A firewall that enforces policy for North-South traffic

D. A firewall that is auto scalable as new workloads are deployed

E. A firewall that provides East-West protection between internal applications

ANSWER: AE

Explanation:

Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/products/vmware-nsx-service-defined-
firewall.pdf
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QUESTION NO: 6

When filtering firewall rules after selecting an object to filter by, which four columns does the filter search? (Choose four.)
A. Services

B. Action

C. Protocol

D. Log

E. Applied To

F. Source

G. Destinations

ANSWER: AEF G

Explanation:

Filter Firewall Rules in Manager Mode  » f i

YWiMware NSX T Data Center 3.1 «~

I Manager mode (5 & ted in thie M5X Manager

Reference: https://docs.vmware.com/en/VMware-NSX-T-Data-Center/3.1/administration/GUID-BF564729-868B-4136-9AD0-
857C47078FB3.html

QUESTION NO: 7

In a Workspace ONE deployment, Per App Tunnel uses the Native Platform API for which platforms?
A. iOS & Android only

B. iOS, Android, MacOS & Windows

C. i0S & MacOS only

D. Android & Windows only
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ANSWER: A
Explanation:

VIV

LA & & & J i i i

 Getting Started with Workspace
DHNE Tunnel

Reference: https://techzone.vmware.com/deploying-vmware-workspace-one-tunnel-workspace-one-operational-
tutorial# 1223703

QUESTION NO: 8

Micro segmentation is under which pillar of trust in VMware’s 5 pillars of Zero Trust?
A. User

B. Session/Transport

C. Application

D. Device

ANSWER: B

Explanation:

Reference: https://events.afcea.org/Augusta20/CUSTOM/pdf/Dell%20Technologies%20-%20ZeroTrust.pdf

QUESTION NO: 9

Which three are industry best practices of Zero Trust framework? (Choose three.)

A. Employee machines need to have a passcode profile setup

B. Employee machines on Internal network are trusted and have access to all internal resources
C. Employee machines are checked for compliance before they get access to applications

D. Employees are not required to provide MFA to access internal resources over VPN
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E. Employees get access to only the required resources to get their job done

ANSWER: ACE

QUESTION NO: 10

Which VMware product allows you to query an endpoint like a database?
A. VMware NSX-T Data Center

B. VMware Carbon Black Audit & Remediation

C. VMware Workspace ONE UEM

D. VMware Carbon Black Endpoint Standard

ANSWER: C
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