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QUESTION NO: 1

White box testing is commonly used with which of the following cloud delivery models? SELECT ALL THAT APPLY
A. Infrastructure-as-a-Service (laaS)

B. Platform-as-a-Service (PaaS)

C. Software-as-a-Service (SaaS)

D. Replicated Software-as-a-Service (SaaS)

ANSWER: AB

QUESTION NO: 2

Which of the following mechanisms are combined in a cloud balancing architecture? SELECT ALL THAT APPLY
A. automated scaling listener

B. failover system

C. multi-device broker

D. pay-for-use monitor

ANSWER: AB

QUESTION NO: 3

A virtual server is a form of software that emulates a(n) computer. Select
the correct answer.

A. virtual monitoring, on-premise
B. virtual monitoring, cloud-based
C. virtualization, physical

D. virtualization, logical

ANSWER: C

QUESTION NO: 4
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Which of the following are security threats that are directly related to the multitenancy cloud characteristic? SELECT ALL
THAT APPLY

A. XML parser attack
B. virtualization attack
C. overlapping trust boundary

D. information leakage

ANSWER: B C

QUESTION NO: 5

Which of the following statements are true about the state management database mechanism? SELECT ALL THAT APPLY

A. Software programs can off-load state data to a state management database in order to reduce the amount of runtime
memory they consume.

B. The use of a state management database can improve scalability.
C. State management databases rely on the use of virtualization software.

D. The use of state management databases requires a ready-made environment.

ANSWER: AB

QUESTION NO: 6

Messages being sent from a cloud service consumer to a cloud service are intercepted and maliciously altered by an
intermediary service. This is an example of which cloud security threat? Select the correct answer.

A. denial of service
B. insufficient authorization
C. virtualization attack

D. None of the above.

ANSWER: D

QUESTION NO: 7

Which of the following cloud computing mechanisms are directly associated with the realization of the elasticity cloud
characteristic? SELECT ALL THAT APPLY

A. virtual server
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B. automated scaling listener
C. resource replication

D. pay-for-use monitor

ANSWER: ABCD

QUESTION NO: 8

Two redundantly deployed cloud services need to be configured so that they are kept in sync with each other. Which of the
following roles would be most suitable for this task? Select the correct answer.

A. cloud service consumer
B. cloud service owner
C. cloud resource administrator

D. None of the above.

ANSWER: C

QUESTION NO: 9

A successful attack on a virtual server within a public cloud will negatively impact multiple cloud consumers, as long as none
of the cloud consumers share the same trust boundary that encompasses the underlying physical server. Select the correct
answer.

A. True

B. False

ANSWER: B

QUESTION NO: 10

Which of the following cloud computing mechanisms helps enable on-demand usage by allowing cloud services to be
configured to support higher usage thresholds automatically, and within pre-defined parameters? Select the correct answer.

A. pay-for-use monitor
B. automated scaling listener
C. multi-device broker

D. resource replication
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ANSWER: B
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