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QUESTION NO: 1

Service A provides a data retrieval capability that can be used by a range of service consumers, including Service Consumer
A. In order to retrieve the necessary data, Service Consumer A first sends a request message to Service A (1). Service A
then exchanges request and response messages with Service B (2, 3), Service C (4, 5), and Service D (6. 7). After receiving
all three response messages from Services B. C. and D, Service A assembles the collected data into a response message
that it returns to Service Consumer A (8).
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The owner of Service A charges service consumers for each usage of the data retrieval capability. Recently, the owner of
Service Consumer A has complained that the data returned by Service A is incorrect, incomplete, and from invalid sources.
As evidence, the Service Consumer A owner has presented the owner of Service A with sample messages containing the
incorrect and incomplete contents. As a result, the Service Consumer A owner has refused to pay the usage fees.
Subsequent to an internal investigation, the owner of Service A determines that the data returned by Service A is
consistently correct and complete. There are suspicions that the Service Consumer A owner is altering the original
messages and issuing these complaints fraudulently in order to avoid paying the usage fees.

How can the owner of Service A prove that Service A is returning correct and complete data and that this data originated
from the correct sources?

A. Apply the Data Origin Authentication and the Data Confidentiality patterns to ensure that request and response messages
exchanged between Service A and Services B. C, and D are digitally signed and encrypted. This guarantees message
integrity and confidentiality.

B. Apply the Data Origin Authentication pattern to verily that request and response messages exchanged by Service
Consumer A and Service A and exchanged by Service A and Services B, C, and D originated from the claimed sources and
have not been altered prior to transmission. Also, enhance the Service A architecture so that all messages sent to its service
consumers are logged.

C. Apply the Brokered Authentication pattern to send the security credentials of Service Consumer A to Services B, C, and
D. Service A can carry out the brokered authentication logic and therefore act as the intermediary security broker. Upon
receiving Service Consumer A's request message, Service A can further verify the credentials against an external certificate
authority, if the request is authenticated. Service A can create a signed SAML assertion containing Service Consumer A's
credentials and the authorization information. Service A then forwards the original request message and the signed SAML
assertion to Services B, C, and D.

D. The service contract of Service A can be extended with an ignorable WS-Policy assertion that states that all request and
response messages are logged by Service A and that false complaints will be prosecuted.

ANSWER: B
Explanation:
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Apply the Data Origin Authentication pattern to verify that request and response messages exchanged by Service Consumer
A and Service A, and by Service A and Services B, C, and D, originated from the claimed sources and have not been altered
prior to transmission. Also, enhance the Service A architecture so that all messages sent to its service consumers are
logged. This directly creates the evidence needed for the dispute. Data-origin authentication is commonly implemented
through digital signatures. A valid signature binds a message to the signer’s private key and protects the signed content
against undetected modification; verification establishes both the claimed origin and message integrity. Service A can
therefore validate the messages received from its downstream sources and retain evidence of the specific source data used
to construct its result. Signing the response delivered to the consumer enables Service A to demonstrate that the challenged
content does not match the response it issued if the consumer has altered it. Logging each outbound response preserves a
contemporaneous record of the complete assembled payload, correlated to the request and retained signature material. For
stronger evidentiary value, these logs should be access-controlled, tamper-evident, timestamped, and retained under an
appropriate audit policy. The W3C XML Signature specification describes how XML signatures provide integrity and signer
authentication, while OASIS WS-Security defines their use in SOAP message security.

QUESTION NO: 2

A SOAP service uses XML Encryption to protect a message element. The encrypted data contains a reference to an
encrypted symmetric key that is intended for the service's public-key certificate.

Which component is responsible for recovering the symmetric key used to decrypt the protected message element?
A. The service's private key
B. The service's public key
C. The sender's private key

D. The certificate authority's public key

ANSWER: A

Explanation:

The service uses its private key to decrypt the encrypted symmetric key. The recovered symmetric key is then used to
decrypt the encrypted message data. The service's public key cannot perform this decryption operation.

QUESTION NO: 3

A REST service uses OAuth 2.0 bearer access tokens. Security policy requires that a stolen access token cannot be used by
an attacker from a different client environment.

Which OAuth-related mechanism best addresses this requirement?
A. DPoP-bound access tokens

B. Longer access-token expiration periods

C. An unsigned JWT access token

D. A client secret included in each resource request

ANSWER: A

Explanation:

Demonstration of Proof-of-Possession (DPoP) binds an access token to a public key and requires the client to present a
signed proof when using the token. A party that steals only the token cannot successfully use it without the associated
private key.

For more information, see RFC 9449: OAuth 2.0 Demonstrating Proof of Possession.
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QUESTION NO: 4

Service Consumer A sends a request message to Service A (1), after which Service A sends a request message to Service
B (2). Service B forwards the message to have its contents calculated by Service C (3). After receiving the results of the
calculations via a response message from Service C (4), Service B then requests additional data by sending a request
message to Service D (5). Service D retrieves the necessary data from Database A (6), formats it into an XML document,
and sends the response message containing the XML-formatted data to Service B (7). Service B appends this XML
document with the calculation results received from Service C, and then records the entire contents of the XML document
into Database B (8). Finally, Service B sends a response message to Service A (9) and Service A sends a response
message to Service Consumer A (10).

Services A, B and D are agnostic services that belong to Organization A and are also being reused in other service
compositions. Service C is a publicly accessible calculation service that resides outside of the organizational boundary.
Database A is a shared database used by other systems within Organization A and Database B is dedicated to exclusive
access by Service B.
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Recently, Service D received request messages containing improperly formatted database retrieval requests. All of these
request messages contained data that originated from Service C. There is a strong suspicion that an attacker from outside of
the organization has been attempting to carry out SOL injection attacks. Furthermore, it has been decided that each service
that writes data to a database must keep a separate log file that records a timestamp of each database record change.
Because of a data privacy disclosure requirement used by Organization A, the service contracts of these services need to
indicate that this logging activity may occur.

How can the service composition architecture be improved to avoid SQL injection attacks originating from Service C - and -
how can the data privacy disclosure requirement be fulfilled?

A. Apply the Service Perimeter Guard pattern together with the Message Screening pattern in order to establish a perimeter
service with message screening logic. Position the perimeter service between Service C and Service B. The message
screening logic rejects or filters out potentially harmful content in messages sent from Service C, prior to being forwarded to
Service B. Secondly, update the service contracts for Services B and D with an optional WS-Policy assertion that provides
service consumers with the option of complying to the logging requirements.

B. Apply the Data Origin Authentication pattern to authenticate data received from Service C. Service C digitally signs any
data sent in response messages to Service Service B can then verify that the data has not been modified during transit and
that it originated from Service C. Secondly, update the service contracts for Services B and D with an ignorable WS-Policy
assertion that communicates the possibility of the logging activity.

C. Apply the Data Origin Authentication pattern to authenticate data received from Service Service C digitally signs any data
sent in response messages to Service B. Service B can then verify that the data has not been modified during transit and
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that it originated from Service Secondly, update the service contracts for Services B and D with an ignorable WS-Policy
assertion that communicates the possibility of the logging activity. The service contracts for Services B and D are updated
with an optional WS-Policy assertion that provides service consumers with the option of complying to the logging
requirements.

D. Apply the Message Screening pattern in order to establish a service agent with message screening logic. Position the
service agent between Service C and Service B. The service agent's message screening logic can reject or filter out
potentially harmful content in messages sent from Service C, before being processed by Service B. Secondly, update the
service contracts for Services B and D with an ignorable WS-Policy assertion that communicates the possibility of the
logging activity.

ANSWER: D

Explanation:

Apply the Message Screening pattern in order to establish a service agent with message screening logic. Position the
service agent between Service C and Service B. The service agent's message screening logic can reject or filter out
potentially harmful content in messages sent from Service C, before being processed by Service B. Secondly, update the
service contracts for Services B and D with an ignorable WS-Policy assertion that communicates the possibility of the
logging activity.

This approach places a dedicated intermediary at the trust boundary between the externally accessible calculation service
and the internal composition. Its screening logic validates incoming message content before Service B can combine that
content with a request sent to Service D. Validation and filtering at this point prevents untrusted values from propagating into
database-retrieval processing, while preserving the reuse and autonomy of the agnostic services. This is consistent with the
general secure-design principle that all externally supplied input must be treated as untrusted and validated before it reaches
data-access functions; parameterized database operations should also be used as defense in depth. See the OWASP SQL
Injection Prevention Cheat Sheet.

The separate database-change logs are an operational behavior that consumers must be informed about, not a capability
they must opt into. An ignorable WS-Policy assertion publishes this possible logging behavior in the relevant service
contracts without making support for the assertion mandatory for every consumer. WS-Policy defines policy assertions and
supports optional/ignorable assertions for policy expression processing; see the W3C WS-Policy Framework.

QUESTION NO: 5

Service Consumer A submits a request message with security credentials to Service A (1). The identity store that Service A
needs to use in order to authenticate the security credentials can only be accessed via a legacy system that resides in a
different service inventory. Therefore, to authenticate Service Consumer A, Service A must first forward the security
credentials to the legacy system (2). The legacy system then returns the requested identity to Service A (3). Service A
authenticates Service Consumer A against the identity received from the legacy system. If the authentication is successful,
Service A retrieves the requested data from Database A (4), and returns the data in a response message sent back to
Service Consumer A (5).

Service A belongs to Service Inventory A which further belongs to Security Domain A and the legacy system belongs to
Service Inventory B which further belongs to Security Domain B. (The legacy system is encapsulated by other services
within Service Inventory B, which are not shown in the diagram.) These two security domains trust each other.
Communication between Service A and the legacy system is kept confidential using transport-layer security.
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It was recently discovered that a malicious attacker, posing as Service Consumer A, has been accessing Service A. An
investigation revealed that these attacks occurred because security credentials supplied by Service Consumer A were
transmitted in plaintext. Furthermore, vulnerabilities to replay attacks and malicious intermediaries have been detected.

Which of the following statements describes a solution that can counter these types of attacks? Also, list the industry
standards required by the proposed solution.

A. Apply the Data Origin Authentication pattern together with the Data Confidentiality pattern in order to establish message-
layer security that guarantees the confidentiality and integrity of messages exchanged by Service Consumer A and Service
A. Further, a security policy can be created to require that security credentials submitted to Service A must be digitally
signed and encrypted and also contain a timestamp to validate the actual time the request was issued. Industry standards
that can be used for this solution are WS-Security, WS-Policy, WS-SecurityPolicy, XML-Encryption, and XML-Signature.

B. Apply the Service Perimeter Guard pattern together with the Trusted Subsystem pattern to establish a perimeter service
that can perform security functions on behalf of Service A. The ultility service can verify the validity of the request messages
from Service Consumer A by authenticating the request message against an identity store. If the request message is
authenticated, the utility service then sends it to Service A for further processing. All communications between Service A and
Service Consumer A can be encrypted using the public key of the intended recipient, and signed using the private key of the
sender. Industry standards that can be used for this solution are XML-Encryption, XML-Signature, and WS-Trust.

C. Apply the Service Perimeter Guard pattern to establish a perimeter service that can perform security functions on behalf
of Service A. Next, apply the Data Confidentiality pattern so that the security credential information provided by Service
Consumer A with the request message is encrypted with the secret key shared between the perimeter service and Service
Consumer A. The perimeter service evaluates the credentials and if successfully authenticated, forwards the request
message to Service A. Transport-layer security is used to protect message exchanges between Service A and Service
Consumer A.

D. Apply the Trusted Subsystem pattern together with the Data Origin Authentication pattern in order to establish a utility
service that performs the security processing on behalf of Service A. Service Consumer A must digitally sign all request
messages and encrypt the credential information using the public key of the utility service. The utility service can then verify
the security credentials and the digital signature to establish the validity of the request message. If the request message is
permitted, the utility service establishes a composite trust domain that encompasses Service Consumer A, Service A,
Database A, and the legacy system. Because all communications remain within a single trust domain, malicious
intermediaries will not be able to gain access to any exchanged data.

ANSWER: A

Explanation:

Apply the Data Origin Authentication pattern together with the Data Confidentiality pattern in order to establish message-
layer security that guarantees the confidentiality and integrity of messages exchanged by Service Consumer A and Service
A. Further, a security policy can be created to require that security credentials submitted to Service A must be digitally
signed and encrypted and also contain a timestamp to validate the actual time the request was issued. Industry standards
that can be used for this solution are WS-Security, WS-Policy, WS-SecurityPolicy, XML-Encryption, and XML-Signature. This
is the appropriate solution because it protects the security-sensitive portions of the SOAP message independently of the
transport path. Encrypting credentials prevents their disclosure to an intermediary or an observer, while an XML digital
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signature provides verifiable message origin and integrity, allowing Service A to detect a credential-bearing request that was
altered or was not produced by the asserted consumer. A signed timestamp establishes a bounded validity period for the
request, enabling the service to reject stale messages and thereby reducing replay exposure. WS-Security defines the
SOAP security-header mechanisms for using signatures, encryption, timestamps, and security tokens; WS-Policy and WS-
SecurityPolicy express these requirements as enforceable service policy assertions. XML Signature and XML Encryption
provide the underlying standardized message-level cryptographic formats. These controls remain effective across the
trusted-domain boundary and during message forwarding, rather than relying only on a point-to-point transport channel. See
the OASIS WS-Security specification and the W3C XML Encryption specification.
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