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Topic Break Down

Topic No. of Questions
Topic 1, Check Point Technology Overview 158
Topic 2, Deployment Platforms and Security Policies | 73
Topic 3, Monitoring Traffic and Connections 33
Topic 4, Network Address Translations 5
Topic 5, User Management and Authentication 21
Topic 6, Using SmartUpdate 3
Topic 7, Implementing Identity Awareness 8
Topic 8, Configuring VPN tunnels 45
Topic 9, Resolving security administration issues 18
Topic 10, Mixed questions Set A 134
Topic 11, Mixed Questions Set B 200
Topic 12, Mixed Questions Set C 55
Total 753
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QUESTION NO: 1

Check Point Clustering protocol, works on:
A. UDP 18184

B. TCP 8116

C. UDP 8116

D. TCP 18184

ANSWER: C

QUESTION NO: 2

In cryptography, the Rivest, Shamir, Adelman (RSA) scheme has which of the following? Select all that apply.
A. A symmetric-cipher system

B. A secret-key encryption-algorithm system

C. A public-key encryption-algorithm system

D. An asymmetric-cipher system

ANSWER: C D

QUESTION NO: 3

Which internal user authentication protocols are supported in SSL VPN?
A. Check Point Password, SecurlD, LDAP, RADIUS, TACACS

B. Check Point Password, SecurlD, L2TP, RADIUS, TACACS

C. Check Point Password, SecurlD, Active Directory, RADIUS, TACACS

D. Point Password, SecurlD, OS Password, RADIUS, TACACS

ANSWER: D
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QUESTION NO: 4

If you check the box "Use Aggressive Mode", in the IKE Properties dialog box:

A. The standard three-packet IKE Phase 1 exchange is replaced by a six-packet exchange.
B. The standard six-packet IKE Phase 2 exchange is replaced by a three-packet exchange.
C. The standard three-packet IKE Phase 2 exchange is replaced by a six-packet exchange.
D. The standard six-packet IKE Phase 1 exchange is replaced by a three-packet exchange.

E. The standard six-packet IKE Phase 1 exchange is replaced by a twelve-packet exchange.

ANSWER: D

QUESTION NO: 5

Central License management allows a Security Administrator to perform which of the following? Select all that apply.
A. Attach and/or delete only NGX Central licenses to a remote module (not Local licenses)

B. Check for expired licenses

C. Add or remove a license to or from the license repository

D. Sort licenses and view license properties

E. Delete both NGX Local licenses and Central licenses from a remote module

F. Attach both NGX Central and Local licenses to a remote module

ANSWER: ABCD

QUESTION NO: 6

A Full Connectivity Upgrade of a cluster:

A. Treats each individual cluster member as an individual gateway.

B. Requires breaking the cluster and upgrading members independently.
C. Is only supported in minor version upgrades (R70 to R71, R71 to R77).

D. Upgrades all cluster members except one at the same time.
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ANSWER: C

QUESTION NO: 7

You are preparing to deploy a VPN-1 Pro Gateway for VPN-1 NGX.

You have five systems to choose from for the new Gateway, and you must conform to the following requirements:
Operating-system vendor's license agreement Check Point's license agreement

Minimum operating-system hardware specification Minimum Gateway hardware specification

Gateway installed on a supported operating system (OS) Which machine meets ALL of the following requirements?
A. Processor: 1.1 GHz RAM: 512MB Hard disk: 10 GB OS: Windows 2000 Workstation

B. Processor: 2.0 GHz RAM: 512MB Hard disk: 10 GB OS: Windows ME

C. Processor: 1.5 GHz RAM: 256 MB Hard disk: 20 GB OS: Red Hat Linux 8.0

D. Processor: 1.67 GHz RAM: 128 MB Hard disk: 5 GB OS: FreeBSD

E. Processor: 2.2 GHz RAM: 256 MB Hard disk: 20 GB OS: Windows 2000 Server

ANSWER: E

QUESTION NO: 8

Public keys and digital certificates provide which of the following? Select three.
A. Non repudiation

B. Data integrity

C. Availability

D. Authentication

ANSWER: ABD

QUESTION NO: 9

Consider the following actions that VPN-1 NGX can take when it control packets. The Policy Package has been configured
for Traditional Mode VPN.

Identify the options that includes the available actions. Select four.
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A. Allow

B. Reject

C. Client auth
D. Decrypt

E. Accept

F. Drop

G. Encrypt
H. Hold

l. Proxy

ANSWER:BEF G

QUESTION NO: 10

Which of the following is part of the PKI? Select all that apply.
A. User certificate

B. Attribute Certificate

C. Certificate Revocation Lists

D. Public-key certificate

ANSWER: ACD

QUESTION NO: 11

Exhibit:

Cluster Mode:oOMew High Availability (Prdmary Up»

Mumher Unigue IF Address Azsigned Load
1 {locall 192 _168.1.1 B:
2 192 _168.1.2 i@8@:
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From the following output of cphaprob state, which ClusterXL mode is this?
A. Unicast mode

B. Multicast mode

C. New mode

D. Legacy mode

ANSWER: A

QUESTION NO: 12

Which of the following are supported with the office mode? Select all that apply.
A. SecureClient

B. L2TP

C. Transparent Mode

D. Gopher

E. SSL Network Extender

ANSWER: ABE

QUESTION NO: 13

What is the command to enter the router shell?
A. gated

B. routerd

C. clirouter

D. router

ANSWER: D

QUESTION NO: 14
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Using the output below, what does the red flag indicate for the MS08-067 Protection?
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A. It indicates this is for follow up
B. It indicates this protection is for a new 0-day vulnerability
C. It indicates this protection's severity level was modified from the default setting by the administrator

D. It indicates this protection is a critical

ANSWER: A

QUESTION NO: 15

When synchronizing clusters, which of the following statements are true? Select all that apply.
A. Only cluster members running on the same OS platform can be synchronized.
B. Client Auth or Session Auth connections through a cluster member will be lost of the cluster member fails.

C. The state of connections using resources is maintained by a Security Server, so these connections cannot be
synchronized.

D. In the case of a failover, accounting information on the failed member may be lost despite a properly
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ANSWER: ABC

QUESTION NO: 16

What can be said about RSA algorithms? Select all that apply.
A. Long keys can be used in RSA for enhances security

B. Short keys can be used for RSA efficiency.

C. RSA is faster to compute than DES

D. RSA's key length is variable.

ANSWER: ABD

QUESTION NO: 17

Which of the following are valid PKI architectures?
A. mesh architecture

B. Bridge architecture

C. Gateway architecture

D. Hierarchical architecture

ANSWER: ACD

QUESTION NO: 18

Which of the following SSL Network Extender server-side prerequisites are correct? Select all that apply.

A. The VPN1-Gateway must be configured to work with Visitor Mode

B. The specific VPN-1 Security Gateway must be configured as a member of the VPN-1 Remote Access Community.
C. There are distinctly separate access rules required for Secure Client users vs. SSL Network Extender users.

D. To use Integrity Clientless Security (ICS), you must install the ICS server or configuration tool.

ANSWER: ABD
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QUESTION NO: 19

For Management High Availability, if an Active SMS goes down, does the Standby SMS automatically take over?
A. Yes, if you set up VRRP

B. Yes, if you set up ClusterXL

C. No, the transition should be initiated manually

D. Yes, if you set up SecureXL

ANSWER: C

QUESTION NO: 20

What is the benefit to running SmartEvent in Learning Mode?

A. There is no SmartEvent Learning Mode

B. To generate a report with system Event Policy modification suggestions

C. To run SmartEvent, with a step-by-step online configuration guide for training/setup purposes

D. To run SmartEvent with preloaded sample data in a test environment

ANSWER: B
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