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QUESTION NO: 1

Which two statements are correct regarding FortiGate HA cluster virtual IP addresses? (Choose two.)

A. Heartbeat interfaces have virtual IP addresses that are manually assigned.

B. A change in the virtual IP address happens when a FortiGate device joins or leaves the cluster.

C. Virtual IP addresses are used to distinguish between cluster members.

D. The primary device in the cluster is always assigned IP address 169.254.0.1.

ANSWER: B D 

QUESTION NO: 2

In which two ways can RPF checking be disabled? (Choose two )

A. Enable anti-replay in firewall policy.

B. Disable the RPF check at the FortiGate interface level for the source check

C. Enable asymmetric routing.

D. Disable strict-arc-check under system settings.

ANSWER: B C 

Explanation:

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD33955

QUESTION NO: 3

Refer to the exhibit.
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Which contains a Performance SLA configuration.

An administrator has configured a performance SLA on FortiGate. Which failed to generate any traffic. Why is FortiGate not 
generating any traffic for the performance SLA?

A. Participants configured are not SD-WAN members.

B. There may not be a static route to route the performance SLA traffic.

C. The Ping protocol is not supported for the public servers that are configured.

D. You need to turn on the Enable probe packets switch.

ANSWER: D 

Explanation:

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/478384/performance-sla-linkmonitoring

QUESTION NO: 4

The HTTP inspection process in web filtering follows a specific order when multiple features are enabled in the web filter 
profile.

What order must FortiGate use when the web filter profile has features enabled, such as safe search?

A. DNS-based web filter and proxy-based web filter

B. Static URL filter, FortiGuard category filter, and advanced filters

C. Static domain filter, SSL inspection filter, and external connectors filters

D. FortiGuard category filter and rating filter

ANSWER: B 
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Explanation:

Reference: https://fortinet121.rssing.com/chan-67705148/all_p1.html

QUESTION NO: 5

Which of the following SD-WAN load –balancing method use interface weight value to distribute traffic? (Choose two.)

A. Source IP

B. Spillover

C. Volume

D. Session

ANSWER: C D 

Explanation:

https://docs.fortinet.com/document/fortigate/6.0.0/handbook/49719/configuring-sd-wan-load-balancing

QUESTION NO: 6

To complete the final step of a Security Fabric configuration, an administrator must authorize all the devices on

which device?

A. FortiManager

B. Root FortiGate

C. FortiAnalyzer

D. Downstream FortiGate

ANSWER: B 

QUESTION NO: 7

Refer to the exhibits.

Exhibit A.
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Exhibit B.
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The SSL VPN connection fails when a user attempts to connect to it.

What should the user do to successfully connect to SSL VPN?

A. Change the SSL VPN port on the client.

B. Change the Server IP address.

C. Change the idle-timeout.

D. Change the Server IP address.

ANSWER: A 

Explanation:

Reference: https://docs.fortinet.com/document/fortigate/5.4.0/cookbook/150494

QUESTION NO: 8

Which statement about the IP authentication header (AH) used by IPsec is true?

A. AH does not provide any data integrity or encryption.

B. AH does not support perfect forward secrecy.

https://dumpsboss.co/


DumpsBoss - Pass Your Next Certification Exam Fast!
dumpsboss.co

C. AH provides data integrity bur no encryption.

D. AH provides strong data integrity but weak encryption.

ANSWER: C 

QUESTION NO: 9

Which statements best describe auto discovery VPN (ADVPN). (Choose two.)

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes.

B. ADVPN is only supported with IKEv2.

C. Tunnels are negotiated dynamically between spokes.

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are defined 
in advance.

ANSWER: A C 

QUESTION NO: 10

What types of traffic and attacks can be blocked by a web application firewall (WAF) profile? (Choose three.)

A. Traffic to botnetservers

B. Traffic to inappropriate web sites

C. Server information disclosure attacks

D. Credit card data leaks

E. SQL injection attacks

ANSWER: C D E 
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