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QUESTION NO: 1

Anderson, a security engineer, was Instructed to monitor all incoming and outgoing traffic on the organization's network to
identify any suspicious traffic. For this purpose, he employed an analysis technique using which he analyzed packet header
fields such as IP options, IP protocols, IP fragmentation flags, offset, and identification to check whether any fields are
altered in transit.

Identify the type of attack signature analysis performed by Anderson in the above scenario.

A. Context-based signature analysis

B. Atomic-signature-based analysis

C. Composite-signature-based analysis

D. Content-based signature analysis

ANSWER: D

QUESTION NO: 2

Johnson, an attacker, performed online research for the contact details of reputed cybersecurity firms. He found the contact
number of sibertech.org and dialed the number, claiming himself to represent a technical support team from a vendor. He
warned that a specific server is about to be compromised and requested sibertech.org to follow the provided instructions.
Consequently, he prompted the victim to execute unusual commands and install malicious files, which were then used to
collect and pass critical Information to Johnson's machine. What is the social engineering technique Steve employed in the
above scenario?

A. Quid pro quo

B. Diversion theft

C. Elicitation

D. Phishing

ANSWER: A

QUESTION NO: 3

You are Harris working for a web development company. You have been assigned to perform a task for vulnerability
assessment on the given IP address 20.20.10.26. Select the vulnerability that may affect the website according to the
severity factor.

Hint: Greenbone web credentials: admin/password

A. TCP timestamps
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B. Anonymous FTP Login Reporting
C. FTP Unencrypted Cleartext Login

D. UDP timestamps

ANSWER: C

QUESTION NO: 4

Shawn, a forensic officer, was appointed to investigate a crime scene that had occurred at a coffee shop. As a part of
investigation, Shawn collected the mobile device from the victim, which may contain potential evidence to identify the
culprits.

Which of the following points must Shawn follow while preserving the digital evidence? (Choose three.)
A. Never record the screen display of the device

B. Turn the device ON if it is OFF

C. Do not leave the device as it is if it is ON

D. Make sure that the device is charged

ANSWER: BCD

QUESTION NO: 5

Andre, a security professional, was tasked with segregating the employees' names, phone numbers, and credit card
numbers before sharing the database with clients. For this purpose, he implemented a deidentification technique that can
replace the critical information in database fields with special characters such as asterisks (*) and hashes (#).

Which of the following techniques was employed by Andre in the above scenario?

A. Tokenization

B. Masking

C. Hashing

D. Bucketing

ANSWER: B

QUESTION NO: 6

Zion belongs to a category of employees who are responsible for implementing and managing the physical security
equipment installed around the facility. He was instructed by the management to check the functionality of equipment related
to physical security. Identify the designation of Zion.
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A. Supervisor
B. Chief information security officer
C. Guard

D. Safety officer

ANSWER: C
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