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Topic 3, Migration of SAP Workloads to AWS 21
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QUESTION NO: 1

A company wants to deploy an SAP HANA database on AWS by using AWS Launch Wizard for SAP An SAP solutions
architect needs to run a custom post-deployment script on the Amazon EC2 instance that Launch Wizard provisions.

Which actions can the SAP solutions architect take to provide the post-deployment script m the Launch Wizard console?
(Select TWO.)

A. Provide the FTP URL of the script

B. Provide the HTTPS URL of the script on a web server
C. Provide the Amazon S3 URL of the script

D. Write the script inline

E. Upload the script

ANSWER: B E

Explanation:

AWS Launch Wizard for SAP supports supplying a custom post-deployment configuration script in two ways: the architect
can enter an HTTPS URL pointing to the script on a web server, or upload the script directly through the Launch Wizard
console. In either case, Launch Wizard retrieves and runs the script after it provisions the SAP HANA deployment resources.
This lets the deployment automate instance-specific work that is not part of the standard Launch Wizard configuration, such
as installing supporting software, applying operating-system settings, registering monitoring agents, or performing
organization-specific SAP configuration tasks.

Using an HTTPS URL is useful when the organization centrally hosts and versions its automation scripts. Uploading a script
is useful when the script is maintained locally or when supplying it directly as part of the deployment workflow is more
practical. The script should be designed to run unattended, be appropriate for the target operating system, and obtain any
required permissions or dependencies during execution. AWS documents post-deployment configuration as part of the SAP
deployment workflow in the AWS Launch Wizard for SAP User Guide. Additional SAP HANA deployment guidance is
available in the SAP HANA deployment documentation.

QUESTION NO: 2

A company wants to migrate its on-premises servers to AWS. These servers include SAP ERP Central Component (SAP
ECC) on Oracle Database. The company is running SAP ECC application servers and Oracle Database servers on AlX. The
company must migrate the SAP workloads to AWS with minimal changes.

Which solution will meet these requirements?

A. Perform a heterogeneous migration for SAP on AWS Specify the SAP ECC application servers to run on SUSE Linux
Enterprise Server Specify Oracle Database to run on Oracle Enterprise Linux on a Dedicated Host

B. Perform a homogeneous migration for SAP on AWS Specify the SAP ECC application servers and Oracle Database to
run on AlX

C. Perform a heterogeneous migration for SAP on AWS Specify the SAP ECC application servers and Oracle Database to
run on Oracle Enterprise Linux.

D. Perform a heterogeneous migration for SAP on AWS Specify the SAP ECC application servers and Oracle Database to
run on Windows.

ANSWER: A

Explanation:

Perform a heterogeneous migration for SAP on AWS Specify the SAP ECC application servers to run on SUSE
Linux Enterprise Server Specify Oracle Database to run on Oracle Enterprise Linux on a Dedicated Host is correct
because Amazon EC2 does not provide AlX as a supported operating system for hosting SAP workloads. Moving the SAP
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application tier and Oracle Database tier from AlX to supported Linux operating systems is therefore a heterogeneous SAP
system migration. This approach retains SAP ECC and Oracle Database rather than requiring an application or database-
platform replacement, which keeps the scope of change focused on the operating-system transition and the required SAP
system-copy procedure.

SUSE Linux Enterprise Server is a supported and commonly deployed operating system for SAP application servers on
AWS. Oracle Database can run on Oracle Enterprise Linux in EC2. Using an EC2 Dedicated Host provides physical-server
visibility and control that can be important when the organization must apply existing Oracle bring-your-own-license
entitlements under its licensing terms. The migration should use SAP-supported heterogeneous system-copy methods,
including export/import and post-copy validation, to ensure the target SAP system is consistent and supported. AWS
documents SAP workload architecture and supported deployment considerations in its SAP on AWS documentation, and
describes host tenancy and Dedicated Host capabilities in the Amazon EC2 Dedicated Hosts documentation.

QUESTION NO: 3

A company is migrating an SAP NetWeaver ABAP system on Oracle Database from an on-premises data center to AWS.
The company will retain Oracle Database and Red Hat Enterprise Linux on the target system. The company needs to
minimize the outage during the final migration window.

Which actions should the company take to meet these requirements? (Select TWO.)

A. Use SAP Software Provisioning Manager to perform a homogeneous system copy to the AWS target environment.
B. Use parallel export and import processing during the SAP system copy.

C. Use SAP HANA system replication to replicate the Oracle database to AWS.

D. Use AWS Database Migration Service to convert the Oracle database to Amazon Aurora during cutover.

E. Use an Amazon Machine Image created from the on-premises Oracle server as the target SAP database.

ANSWER: AB

Explanation:

Use SAP Software Provisioning Manager to perform a homogeneous system copy because the source and target retain the
same database platform and operating system family. Software Provisioning Manager supports SAP system-copy
procedures that export the source system and import it into the target environment.

Use parallel export and import processing to reduce the overall duration of the migration. Parallel processing allows multiple
export and import packages to be processed concurrently, which can shorten the downtime compared with a sequential
system-copy procedure. The target infrastructure can be prepared in AWS before the cutover. See SAP Software
Provisioning Manager documentation and AWS Prescriptive Guidance for SAP NetWeaver migration.

QUESTION NO: 4

A company is moving to the AWS Cloud gradually. The company has multiple SAP landscapes on VMware The company
already has sandbox development and QA systems on AWS The company's production system is still running on premises.
The company has 2 months to cut over the entre landscape to the AWS Cloud

The company has adopted a hybrid architecture for the next 2 months and needs to synchronize its shared file systems
between the landscapes These shared file systems include trans directory mounts, /software directory mounts, and third-
party integration mounts in the on-premises landscape the company has NFS mounts between the servers On the AWS
infrastructure side the company is using Amazon Elastic File System (Amazon EFS) to share the common files

An SAP solutions architect needs to design a solution to schedule transfer of these shared files bidirectional four times each
day. The data transfer must be encrypted

Which solution will meet these requirements?

A. Write an rsync script Schedule the script through cron for four times each day in the on-premises VMware servers to
transfer the data from on premises to AWS
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B. Install an AWS DataSync agent on the on-premises VMware platform. Configure scheduled DataSync tasks in each
direction between the on-premises NFS server and Amazon EFS on AWS.

C. Order an AWS Snowcone device Use the Snowcone device to transfer data between the on-premises servers and AWS

D. Set up a separate AWS Direct Connect connection for synchronization between the on-premises servers and AWS

ANSWER: B

Explanation:

Install an AWS DataSync agent on the on-premises VMware platform and configure scheduled DataSync tasks in each
direction between the on-premises NFS server and Amazon EFS on AWS. AWS DataSync is designed for online, automated
data movement between supported on-premises storage systems, including NFS file servers, and AWS storage services
such as Amazon EFS. Deploying the agent as a virtual machine in the VMware environment provides DataSync with access
to the on-premises NFS exports, while an Amazon EFS location provides the AWS-side endpoint. Because a DataSync task
transfers data in one direction, two tasks—one for NFS to EFS and another for EFS to NFS—support the required
bidirectional synchronization. Each task can be scheduled to run four times daily during the hybrid migration period.
DataSync encrypts data in transit using Transport Layer Security (TLS), satisfying the encryption requirement without
requiring custom synchronization tooling. It also performs incremental transfers and integrity validation, which is useful for
repeatedly synchronizing SAP shared directories while production remains on premises. See the AWS DataSync User Guide
and Creating an NFS location for DataSync.

QUESTION NO: 5

A company has deployed a highly available SAP NetWeaver system on SAP HANA into a VPC The system is distributed
across multiple Availability Zones within a single AWS Region SAP NetWeaver is running on SUSE Linux Enterprise Server
for SAP SUSE Linux Enterprise High Availability Extension is configured to protect SAP ASCS and ERS instances and uses
the overlay IP address concept The SAP shared dies sapmnt and . usrsap. trans are hosted on an Amazon Elastic File
System (Amazon EFS) tile system

The company needs a solution that uses already-existing private connectivity to the VPC. The SAP NetWeaver system must
be accessible through the SAP GUI client tool.

Which solutions will meet these requirements? (Select TWO)

A. Deploy an Application Load Balancer Configure the overlay IP address as a target

B. Deploy a Network Load Balancer Configure the overlay IP address as a target

C. Use an Amazon Route 53 private zone Create an A record that has the overlay IP address as a target

D. Use AWS Transit Gateway Configure the overlay IP address as a static route in the transit gateway route table Specify
the VPC as a target

E. Use a NAT gateway Configure the overlay IP address as a target

ANSWER: B D

Explanation:

Deploying a Network Load Balancer and configuring the overlay IP address as a target supports SAP GUI connectivity
because SAP GUI uses SAP’s DIAG protocol over TCP rather than HTTP or HTTPS. A Network Load Balancer operates at
Layer 4 and can forward TCP traffic to IP targets, allowing an internal load balancer to provide a private, highly available
entry point reachable through the company’s existing private network connection. As Pacemaker moves the overlay address
during an ASCS failover, the load balancer continues to send traffic to that address, which is routed to the active cluster
node.

Using AWS Transit Gateway with a static route for the overlay IP address also provides direct private connectivity to the
active SAP service. The Transit Gateway route table can contain a more-specific route for the overlay address that points to
the VPC attachment. This enables traffic arriving from connected networks, such as on-premises networks connected
through Transit Gateway, to reach the VPC routing configuration that directs the overlay IP to the current active ASCS
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instance. This approach preserves the overlay IP as the stable SAP GUI destination while allowing Pacemaker-managed
failover between Availability Zones.

See Network Load Balancer target groups and Transit Gateway route tables.

QUESTION NO: 6

A company is hosting an SAP HANA database on AWS. The company is automating operational tasks including backup and
system refreshes. The company wants to use SAP HANA Studio to perform data backup of an SAP HANA tenant database
to a backint interface. The SAP HANA database is running in multi-tenant database container (MDO mode. The company
receives the following error message during an attempt to perform the backup.

What should an SAP solutions architect do to resolve this issue?

A. Set the execute permission for AWS Backint agent binary aws-backint-agent and for the launcher script aws-backint-
agent-launcher sh in the installation directory

B. Verify the installation steps Create symbolic links (symlinks)

C. Ensure that the catalog_backup_using_backint SAP HANA parameter is set to true. Ensure that the
data_backup_parameter_file and log_backup_parameter_file parameters have the correct path location in the global.ini file.

D. Add the SAP HANA system to SAP HANA Studio Select multiple container mode and then try to initiate the backup again

ANSWER: C

Explanation:

Ensure that the catalog backup using backint SAP HANA parameter is set to true and that the

data backup parameter file and log backup parameter file parameters specify the correct paths in
global.ini. This is required because SAP HANA must have a valid Backint parameter file associated with its data and log
backup operations before it can invoke the Backint interface. The parameter file supplies the AWS Backint Agent with its
operational configuration, including the target Amazon S3 location and related backup settings. In a multiple-container SAP
HANA system, these backup settings must be available to the tenant database whose backup is being initiated. Enabling
catalog backups through Backint also ensures that the backup catalog is protected consistently with the database backups,
which is important for recovery operations. After updating the configuration, apply it using SAP HANA configuration tools or
SQL with reconfiguration, then retry the backup from SAP HANA Studio. AWS documents the required SAP HANA
configuration parameters and parameter-file setup for the AWS Backint Agent in its AWS Backint Agent for SAP HANA
documentation. Additional SAP HANA backup and recovery guidance is available in the AWS SAP HANA backup and
recovery documentation.

QUESTION NO: 7

A company is using SAP NetWeaver with Java on AWS The company has updated its generation of Amazon EC2 instances
to the most recent generation of EC2 instances When the company tries to start SAP the startup fails The log indicates that
the SAP license expired Of is not valid.

What is the reason for this issue?

A. The instance ID changed as part of the EC2 generation change

B. The instance's hypervisor changed from Xen to Nitro

C. The SAP Java Virtual Machine (SAP JVM) is not compatible with the new instance type

D. An EC2 generation change is not supported for SAP Java-based systems
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ANSWER: D

Explanation:

An EC2 generation change is not supported for SAP Java-based systems is correct. SAP NetWeaver Application
Server Java has licensing and platform dependencies that make an in-place EC2 instance-generation change unsupported.
The SAP Java system license is associated with the system’s hardware-key characteristics. Moving the workload to a
different EC2 generation can alter the virtualized hardware attributes used when SAP validates that license. As a result, SAP
can report that its license is expired or invalid during startup even though the license was valid before the infrastructure
change.

For SAP Java-based workloads, the supported approach is to plan the target infrastructure and perform an appropriate SAP
migration, system copy, or newly provisioned deployment process, including obtaining and applying the license required for
the target system where applicable. Treating a generation change as a routine in-place resize is not a supported lifecycle
operation for this SAP stack. AWS documents SAP-specific EC2 planning considerations in the SAP on AWS General
Reference Guide and provides SAP NetWeaver deployment guidance in the SAP NetWeaver on AWS documentation.

QUESTION NO: 8

An SAP solutions architect is designing an SAP HANA scale-out architecture for SAP Business Warehouse (SAP BW) on
SAP HANA on AWS. The SAP solutions architect identifies the design as a three-node scale out deployment of x1e 32xlarge
Amazon EC2 instances

The SAP solutions architect must ensure that the SAP HANA scale-out nodes can achieve the low-latency and high-
throughput network performance that are necessary for node-to-node communication

Which combination of steps should the SAP solutions architect take to meet these requirements? (Select TWO.)
A. Create a cluster placement group Launch the instances into the cluster placement group

B. Create a spread placement group Launch the instances into the spread placement group

C. Create a partition placement group Launch the instances into the partition placement group

D. Based on the operating system version verify that enhanced networking is enabled on all the nodes

E. Switch to a different instance family that provides network throughput that is greater than 25 Gbps

ANSWER: AD

Explanation:

Creating a cluster placement group and launching the SAP HANA nodes into it provides the appropriate EC2 placement
strategy for a tightly coupled scale-out workload. A cluster placement group places instances close together within a single
Availability Zone, enabling the low network latency and high packet-per-second performance needed for communication
between SAP HANA worker and standby nodes. All nodes must be launched into the placement group; an existing instance
cannot be moved into one later.

Verifying that enhanced networking is enabled on every node ensures the operating system uses the supported high-
performance network adapter driver and capabilities for the selected instance type. Enhanced networking uses single root
I/O virtualization or the Elastic Network Adapter, depending on the instance and operating system support, to provide higher
bandwidth, higher packet rates, and lower latency than conventional virtualized networking. This complements physical
proximity from the cluster placement group and helps the scale-out cluster use the networking capacity available on the
x1e.32xlarge instances. AWS documents cluster placement groups as intended for applications that benefit from low network
latency and high network throughput, and documents enhanced networking as the mechanism for optimized EC2 network
performance. See Amazon EC2 placement groups and Enhanced networking on Linux.
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