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QUESTION NO: 1 - (DRAG DROP)

Match the Fibre Channel (FC) layers with their respective features.

ANSWER:

QUESTION NO: 2

Which data deduplication method would a cloud service provider use when storing back up data at their location?

A. Source-based

B. Target-based

C. Application-based

D. Agent-based
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ANSWER: A 

Explanation:

Cloud service providers use source-based method when performing a backup from consumer’s location to their location.

QUESTION NO: 3

What is a function of VM hardening?

A. Isolate VM storage media to ensure data validity

B. Isolate VM storage media to prevent data leaks

C. Change the default configuration of the VM to enhance security

D. Implement access control list across the VMs to enhance security

ANSWER: C 

QUESTION NO: 4

What is a function of the application hardening process'? 

A. Perform penetration testing and validate OS patch management

B. Disable unnecessary application features or services

C. Isolate VM network to ensure the default VM configurations are unchanged

D. Validate unused application files and programs to ensure consistency

ANSWER: B 

Explanation:

Application hardening is the process of configuring an application to reduce its attack surface and make it more secure. The 
process involves several steps, including removing unnecessary features or services, enabling security features, configuring 
access controls, and implementing secure coding practices. By disabling unnecessary features or services, the application 
becomes less vulnerable to attacks that exploit these features or services. For example, an application that does not need to 
run as a privileged user should be configured to run with limited privileges. Additionally, disabling or removing unused or 
unnecessary application files and programs can help reduce the attack surface. This makes it harder for attackers to exploit 
vulnerabilities in the application. Penetration testing and patch management are also important components of application 
hardening, but they are not the primary function of the process. Reference: Section 4.2 Security Hardening and Monitoring, 
page 228.

QUESTION NO: 5

What is a benefit of using an existing Ethernet network infrastructure for storage connectivity?
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A. Provides a dedicated network for storage

B. Ensures security by allowing only localized data movement

C. Ensures lossless transmission of FC traffic

D. Reduces overall cost of the network infrastructure

ANSWER: D 

QUESTION NO: 6

Which interface does an SCM device use to connect to intelligent storage system controllers?

A. NVMe

B. SATA

C. SAS

D. FC

ANSWER: C 

QUESTION NO: 7

What is an accurate statement about the Do-It-Yourself approach for building modern Infrastructure?

A. Utilizes preconfigured preinstalled and prepackaged vendor ready solutions

B. Combines the datacenter components into a single standalone computing platform managed by software

C. Utilizes products and services from the vendors that provide specific functions with more configuration options

D. Combines datacenter components into a distributed infrastructure platform managed by software

ANSWER: C 

QUESTION NO: 8

The Ethernet switch has eight ports and all ports must be operational for 24 hours, from Monday through Friday. However, a 
failure of Port 4 occurs as follows:

Monday = 8 PM to 11 PM -

Wednesday = 7 PM to 10 PM -

Thursday = 6 AM to 12 PM -
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What is the MTTR of Port 4?

A. 28 hours

B. 2 hours

C. 38 hours

D. 4 hours

ANSWER: D 

QUESTION NO: 9

A company's assets are continuously under attack.

To deploy a security control mechanism to protect these assets, what should be considered?

A. Minimize the work factor

B. Easy access to assets by authorized users

C. Limited access to assets by unauthorized users

D. Maximize the attack surface

ANSWER: B 

QUESTION NO: 10

Refer to the Exhibit:
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What type of data protection is represented?

A. Deduplication

B. Migration

C. Archiving

D. Backup

ANSWER: D 
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