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QUESTION NO: 1

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the administrator notices 
that some of the switches in the network continue to send traffic to the former primary device.

What can the administrator do to fix this problem?

A. Configure remote link monitoring to detect an issue in the forwarding path.

B. Configure set send-garp-on-failover enable under config system ha on both cluster members.

C. Verify that the speed and duplex settings match between the FortiGate interfaces and the connected switch ports.

D. Configure set link-failed-signal enable under config system ha on both cluster members.

ANSWER: D 

Explanation:

Virtual MAC Address and Failover - The new primary broadcasts Gratuitous ARP packets to notify the network that each 
virtual MAC is now reachable through a different switch port. - Some high-end switches might not clear their MAC table 
correctly after a failover - Solution: Force former primary to shut down all its interfaces for one second when the failover 
happens (excluding heartbeat and reserved management interfaces): #Config system ha set link-failed-signal enable end - 
This simulates a link failure that clears the related entries from MAC table of the switches.

QUESTION NO: 2

Which the following events can trigger the election of a new primary unit in a HA cluster? (Choose two.)

A. Primary unit stops sending HA heartbeat keepalives.

B. The FortiGuard license for the primary unit is updated.

C. One of the monitored interfaces in the primary unit is disconnected.

D. A secondary unit is removed from the HA cluster.

ANSWER: A C 

QUESTION NO: 3

Refer to the exhibit, which contains partial outputs from two routing debug commands.
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Why is the port2 default route not in the second command's output?

A. It has a higher priority value than the default route using port1.

B. It is disabled in the FortiGate configuration.

C. It has a lower priority value than the default route using port1.

D. It has a higher distance than the default route using port1.

ANSWER: D 

QUESTION NO: 4

Refer to the exhibit, which contains partial output from an IKE real-time debug.
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Which two statements about this debug output are correct? (Choose two.)

A. The remote gateway IP address is 10.0.0.1.

B. The initiator provided remote as its IPsec peer ID.

C. It shows a phase 1 negotiation.

D. The negotiation is using AES128 encryption with CBC hash.

ANSWER: B C 

QUESTION NO: 5

Examine the output of the ‘get router info ospf interface’ command shown in the exhibit; then answer the question below.
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Which statements are true regarding the above output? (Choose two.)

A. The port4 interface is connected to the OSPF backbone area.

B. The local FortiGate has been elected as the OSPF backup designated router.

C. There are at least 5 OSPF routers connected to the port4 network.

D. Two OSPF routers are down in the port4 network.

ANSWER: A C 

Explanation:

on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create 
adjacency only with 2 (with DR and BDR). 2 neighbors DRother (not down).

QUESTION NO: 6

Refer to the exhibit, which shows a partial web filter profile configuration.
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Which action will FortiGate take if a user attempts to access www.dropbox.com, which is categorized as File Sharing and 
Storage?

A. FortiGate will block the connection, based on the FortiGuard category based filter configuration.

B. FortiGate will block the connection as an invalid URL.

C. FortiGate will exempt the connection, based on the Web Content Filter configuration.

D. FortiGate will allow the connection, based on the URL Filter configuration.

ANSWER: A 

Explanation:

Enterprise_Firewall_7.0_Study_Guide-Online.pdf p 351 url filter -> FortiGuard Web Filter -> Web Content Filter -> Advanced 
Filter Options Allow -> Block
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QUESTION NO: 7

Which two statements about conserve mode are true? (Choose two.)

A. FortiGate starts taking the configured action for new sessions requiring content inspection when the system memory 
reaches the configured red threshold.

B. FortiGate starts dropping all new sessions when the system memory reaches the configured red threshold.

C. FortiGate enters conserve mode when the system memory reaches the configured extreme threshold.

D. FortiGate exits conserve mode when the system memory goes below the configured green threshold.

ANSWER: A D 

QUESTION NO: 8

Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF multi-access network is 
true?

A. FortiGate first checks the OSPF ID to elect a DR.

B. Non-DR and non-BDR routers will form full adjacencies to DR and BDR only.

C. BDR is responsible for forwarding link state information from one router to another.

D. Only the DR receives link state information from non-DR routers.

ANSWER: B 

QUESTION NO: 9

Refer to the exhibit, which contains the output of the diagnose vpn tunnel list.

Which command will capture ESP traffic for the VPN named DialUp_0?

A. diagnose sniffer packet any ‘esp and host 10.200.3.2’

B. diagnose sniffer packet any ‘ip proto 50’

C. diagnose sniffer packet any ‘host 10.0.10.10’

D. diagnose sniffer packet any ‘port 4500’

ANSWER: D 

QUESTION NO: 10

Refer to the exhibit, which contains the partial output of the get vpn ipsec tunnel details command.
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Based on the output, which two statements are correct? (Choose two.)

A. The npu_flag for this tunnel is 03.

B. Different SPI values are a result of auto-negotiation being disabled for phase 2 selectors.

C. Anti-replay is enabled.

D. The npu_flag for this tunnel is 02.

ANSWER: A C 

https://dumpsboss.co/

