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QUESTION NO: 1

Refer to exhibits.

Exhibit A.
| Link Status
Check interval 500 ms
Eailures before inactive © 3
Restore link after O 2 checkl(s)

:
Actions when Inactive ‘
|

Update static route © @

Exhibit B.

Exhibit A, which shows the SD-WAN performance SLA and exhibit B shows the health of the participating SD-WAN
members.

Based on the exhibits, which statement is correct?

A. The dead member interface stays unavailable until an administrator manually brings the interface back.
B. The SLA state of port2 has exceeded three consecutive unanswered requests from the SLA server.

C. Port2 needs to wait 500 milliseconds to change the status from alive to dead.

D. Check interval is the time to wait before a packet sent by a member interface considered as lost.

ANSWER: B

QUESTION NO: 2

Which two statements reflect the benefits of implementing the ADVPN solution to replace conventional VPN topologies?
(Choose two )

A. It creates redundant tunnels between hub-and-spokes, in case failure takes place on the primary links.
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B. It dynamically assigns cost and weight between the hub and the spokes, based on the physical distance.
C. It ensures that spoke-to-spoke traffic no longer needs to flow through the tunnels through the hub.

D. It provides direct connectivity between all sites by creating on-demand tunnels between spokes.

ANSWER: CD

QUESTION NO: 3

When attempting to establish an IPsec tunnel to FortiGate, all remote users match the FIRST_VPN IPsec VPN. This
includes remote users that want to connect to the SECOND_VPN IPsec VPN.Which two configuration changes must you
make on both IPsec VPNs so that remote users can connect to their intended IPsec VPN? (Choose two.)

A. Configure different proposals.

B. Configure a unique peer ID.

C. Change the IKE mode to aggressive.

D. Configure different Diffie Hellman groups.

ANSWER: B C

QUESTION NO: 4

Refer to exhibits.
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emioitaExnvics | NN

Edit Policy |
Name @ | Internet Access |
Incoming interface ! port3 v
| Outgoing interface ‘ @) virtual-wan link v
h, e =all X
| . +
. Destination = all X
| -
| l
i Schedule  Ce always gl
| Service l'Il ALL g X

Action N s 20 (/) DENY
Inspection Mode Proxy-based

Firewall / Network Options
NAT L @)

. IP Pool Configuration Use Outgoing Interface Address Rt Tnl(4

Preserve Source Port (D

' Protocol Options | default v
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Edit Traffic Shaping Policy

Name inbound_outbound_shaper
Status (1 MSELIE I @ Disabled
Comments | Write a comment... | o

If Traffic Matches:

Source = all X

Destination = all X |

Schedule (I

Service 2] ALL X
+
Application €@ +
URL Category | Streaming Media and Download x|
+
Then:
Action ELIBSLEL I Assign Shaping Class ID |
Outgoing interface ‘ virtual-wan link X
+
Shared shaper @K ) ‘ guarantee-10mbps v

Exhibit A shows the firewall policy and exhibit B shows the traffic shaping policy.

The traffic shaping policy is being applied to all outbound traffic; however, inbound traffic is not being evaluated by the
shaping policy.

Based on the exhibits, what configuration change must be made in which policy so that traffic shaping can be applied to
inbound traffic?
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A. Create a new firewall policy, and the select the SD-WAN zone as Incoming Interface.
B. In the traffic shaping policy, select Assign Shaping Class ID as Action.
C. In the firewall policy, select Proxy-based as Inspection Mode.

D. In the traffic shaping policy, enable Reverse shaper, and then select the traffic shaper to use.

ANSWER: D

QUESTION NO: 5

Refer to the exhibit.

Which statement about the command route-tag in the SD-WAN rule is true?

A. It enables the SD-WAN rule to load balance and assign traffic with a route tag
B. It tags each route and references the tag in the routing table.
C. It uses route tags for a BGP community and assigns the SD-WAN rules with same tag.

D. It ensures route tags match the SD-WAN rule based on the rule order

ANSWER: C

QUESTION NO: 6

What would best describe the SD-WAN traffic shaping mode that bases itself on a percentage of available bandwidth?
A. Per-IP shaping mode

B. Reverse policy shaping mode

C. Interface-based shaping mode
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D. Shared policy shaping mode

ANSWER: C

QUESTION NO: 7

Which two interfaces are considered overlay links? (Choose two.)
A. IPsec

B. Physical

C.LAG

D. GRE

ANSWER: AD

QUESTION NO: 8

Which two statements about SD-WAN central management are true? (Choose two.)
A. It does not allow you to monitor the status of SD-WAN members.

B. It is enabled or disabled on a per-ADOM basis.

C. It is enabled by default.

D. It uses templates to configure SD-WAN on managed devices.

ANSWER: BD

QUESTION NO: 9

Refer to the exhibit.

Which two statements about the debug output are true? (Choose two)
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A. The debug output shows per-IP shaper values and real-time readings.
B. FortiGate provides statistics and reading based on historical traffic logs.
C. Traffic being controlled by the traffic shaper is under 100 KB/s.

D. This traffic shaper drops traffic that exceeds the set limits.

ANSWER: CD

QUESTION NO: 10

Which statement is correct about the SD-WAN and ADVPN?

A. ADVPN interface can be a member of SD-WAN interface.

B. Dynamic VPN is not supported as an SD-Wan interface.

C. Spoke support dynamic VPN as a static interface.

D. Hub FortiGate is limited to use ADVPN as SD-WAN member interface.

ANSWER: A
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