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Topic Break Down

Topic No. of Questions

Topic 1, Planning 19

Topic 2, Installation 6

Topic 3, Configuration 28

Topic 4, Administration 24

Topic 5, Troubleshooting 4

Total 81
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QUESTION NO: 1

Which two of these authentication types are valid for RADIUS authentication? (Choose two.)

A. MSCHAP

B. ASCII

C. TCP

D. PAP

E. XML

ANSWER: A D 

Explanation:

MSCHAP and PAP are valid RADIUS authentication types. RADIUS is an AAA protocol that carries authentication requests 
from a client or network access device to a RADIUS server. Password Authentication Protocol (PAP) is a standard RADIUS-
supported method in which the user password is included in the Access-Request in a form protected using the shared secret 
between the RADIUS client and server. Microsoft Challenge-Handshake Authentication Protocol (MSCHAP) is also 
supported in RADIUS deployments, particularly where Microsoft-oriented directory and remote-access environments are 
used. It uses a challenge-response mechanism rather than transmitting the password in the PAP-style form.

When configuring external RADIUS authentication for QRadar, the authentication method selected must match the method 
accepted by the configured RADIUS service and its backing identity store. This alignment allows QRadar to send credentials 
in a form the RADIUS server can validate and to receive the corresponding access decision. IBM’s QRadar documentation 
describes configuring external authentication services, including RADIUS, while the IETF RADIUS specification defines PAP 
handling and the RADIUS Access-Request/Access-Accept exchange. See IBM QRadar SIEM documentation and RFC 
2865: Remote Authentication Dial In User Service (RADIUS).

QUESTION NO: 2

A deployment professional changes a log source configuration on the QRadar Console.

What must be done for the configuration change to be propagated to the managed hosts?

A. Deploy the configuration changes.

B. Restart the QRadar Console only.

C. Clear all offenses.

D. Reinstall the Device Support Module.

ANSWER: A 

Explanation:

The deployment professional must deploy the configuration changes. QRadar stores administrative changes on the 
Console until they are deployed. The deployment process distributes the relevant configuration to managed hosts and 
causes the affected QRadar services to use the updated configuration.

This process is important in distributed deployments because Event Collectors, Event Processors, Flow Processors, and 
other managed hosts require a consistent copy of the active configuration. Saving a change in the user interface alone does 
not necessarily activate it across the deployment.

IBM documents deployment changes in the QRadar Deploy Changes documentation.

QUESTION NO: 3
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On a Microsoft Windows 2019 server, a WinCollect agent is installed, which polls events locally. Its profile is set to Maximum 
EPS and the average EPS is 5000.

What is the minimum RAM requirement for this Windows 2019 server?

A. 8 GB

B. 2 GB

C. 4 GB

D. 6 GB

ANSWER: D 

Explanation:

6 GB is the minimum RAM requirement for the Windows Server 2019 host in this scenario. WinCollect sizing is determined 
not only by the Windows operating system, but also by how the agent collects events and the event-processing rate 
configured for the agent. A locally polling agent reads Windows events on its own host, and the Maximum EPS profile 
reserves resources for high-throughput event collection. At an average rate of 5,000 events per second, the host falls into 
the sizing level that requires 6 GB of memory. This allocation provides memory for the WinCollect service, event 
subscriptions and polling activity, temporary event queues, and the operating system while maintaining reliable forwarding to 
QRadar. The requirement applies to the Windows endpoint where the WinCollect agent runs; it is separate from the 
hardware sizing requirements for QRadar managed hosts or appliances. IBM’s WinCollect documentation provides the agent 
system requirements and sizing guidance, including memory considerations tied to event volume and collection 
configuration. See the IBM QRadar WinCollect system requirements and the IBM QRadar WinCollect overview.

QUESTION NO: 4

Which of these views is provided by the DSM Editor?

A. Event Mappings tab, Flow tab, Protocols

B. Workspace, Event Mappings tab, Configuration tab

C. Dashboard, Event properties, Configuration tab

D. Workspace, Flow tab, Event properties

ANSWER: B 

Explanation:

Workspace, Event Mappings tab, Configuration tab is correct because these are the primary views available in the 
QRadar DSM Editor application. The Workspace is the main working area for building and testing parsing expressions 
against sample log events. It enables an administrator to inspect event payloads and develop or refine the regular 
expressions and capture groups used by a device support module. The Event Mappings tab is used to associate parsed 
event information with QRadar event categories and QIDs, so that normalized events are classified appropriately for 
searches, rules, and offense processing. The Configuration tab contains DSM Editor settings and configuration controls that 
support the editing and testing workflow. Together, these views support the full DSM customization process: extracting data 
from a raw event, mapping the event to QRadar’s normalized taxonomy, and maintaining the editor’s configuration. IBM 
describes DSM Editor as the tool for creating and editing DSM parsing customizations and event mappings; see the IBM 
QRadar DSM Editor documentation and the IBM documentation on device support modules.

QUESTION NO: 5

Which two functions are performed by QRadar log source discovery for unallocated syslog events? (Choose two.)

A. Analyze event payloads against installed DSMs
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B. Assign an appropriate log source type to a discovered log source

C. Create custom correlation rules for the source

D. Assign a security profile to the log source owner

E. Create a new network hierarchy object

ANSWER: A B 

Explanation:

For unallocated syslog events, log source discovery can analyze the event payload against installed DSMs and assign 
an appropriate log source type when a new log source is identified. This process helps QRadar recognize supported 
devices and create log source definitions with the appropriate parsing support. Discovery does not create correlation rules or 
assign a user security profile. See the IBM QRadar log source discovery documentation.

QUESTION NO: 6 - (DRAG DROP)

What is the correct order of these steps to get the X-Force API Access Key and Password?

ANSWER:
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Explanation:

Obtaining X-Force Exchange API credentials follows the normal authenticated account-management path. First, sign in at 
the X-Force Exchange site so that the service can associate all subsequent actions with the correct user account. Once 
signed in, open the user menu. This menu is the account navigation entry point and provides access to the settings area 
where account-level preferences and API credential management are maintained.

Next, open Settings and then select API Access. The API Access page is where X-Force Exchange lets an authenticated 
user manage programmatic access credentials. To create a distinct credential set, provide a meaningful name for the API 
key. A descriptive name is useful because it identifies the application, integration, or environment that will use the credentials 
and supports later credential administration. After the name has been entered, select Generate. Generating is the final action 
because it creates the API Access Key and associated password only after the authenticated account context and the 
requested key name have been supplied.

The resulting order is therefore: log in at X-Force Exchange; click Show User Menu; click Settings; click API Access; enter a 
name for the API key; and click Generate. This sequence ensures that the credentials are created from the correct account 
settings page and are tied to the intended named API-key entry. IBM QRadar integrations use X-Force API credentials to 
authenticate requests for X-Force intelligence and related enrichment functions, so preserving this account workflow is 
important for creating usable credentials. See the IBM QRadar X-Force Exchange documentation for product context.

QUESTION NO: 7

A company plans to collect event data from two remote sites that have slow WAN links. These remote sites do not generate 
many events per second. The company’s deployment professional wants to deploy a system that can use EPS limiters to 
send events to the Event Processor to overcome WAN limitations.

What type of appliance can be used to meet this requirement?

A. Packet Capture appliance

B. Data Gateway

C. Flow Collector

D. Disconnected Log Collector

ANSWER: B 
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Explanation:

Data Gateway is the appropriate appliance for this requirement because it is designed to collect data from remote locations 
and forward that data to a QRadar Event Processor. In a distributed deployment, a Data Gateway can be placed close to the 
remote log sources so event collection occurs locally rather than requiring every source to communicate directly across the 
WAN. This architecture is especially useful for remote offices that have constrained network capacity but relatively low event 
volumes.

A key capability for this scenario is the ability to apply an events-per-second limiter. The limiter controls the rate at which the 
Data Gateway forwards events toward the Event Processor, helping prevent the slow WAN connection from being saturated. 
Events are therefore sent at a controlled rate that is compatible with the available bandwidth while the central Event 
Processor remains responsible for further event processing and correlation within the QRadar deployment. IBM describes 
Data Gateway as a component for collecting event and flow data in distributed environments, including remote locations. 
See the IBM QRadar Data Gateway documentation and the IBM distributed deployment overview.

QUESTION NO: 8

Which two statements are true about QRadar domains? (Choose two.)

A. Domains can restrict user visibility to selected data.

B. Domains can assign events by using a custom event property.

C. Domains determine the DSM that parses an event.

D. Domains replace the need for security profiles.

E. Domains determine the physical Ariel storage location.

ANSWER: A B 

Explanation:

Domains provide logical data separation in QRadar. They can restrict user visibility to a defined portion of event and 
flow data, and QRadar can assign events to a domain by using a custom event property. The custom-property 
approach is useful when a shared log source sends events for multiple business units or tenants. Domains do not replace 
log source types and do not determine the physical storage location of Ariel data. See the IBM QRadar domain management 
documentation.
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