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QUESTION NO: 1

Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.

Zero Trust Tagging Rule Set

Name ompliance

Tag Endpoint 45 @ Compliant ’
Enabled o

Comments

Type Value
Antivirus Software 1 AV Software is installed and running
05 vVersion 1 Windows Server 2012 R2

31 'Windows 10

Rule Logic @

1 and 3) or 2 ") Reset

Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that only Windows 10 is running.

B. The endpoint must satisfy that only AV software is installed and running.

C. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.

D. The endpoint must satisfy that only Windows Server 2012 R2 is running.

ANSWER: B C

QUESTION NO: 2
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Which two VPN types can a FortiClient endpoint user inmate from the Windows command prompt? (Choose two)

A.L2TP
B. PPTP
C. IPSec
D. SSL VPN

ANSWER: CD

QUESTION NO: 3

Which two statements are true about ZTNA? (Choose two.)
A. ZTNA provides role-based access

B. ZTNA manages access for remote users only

C. ZTNA manages access through the client only

D. ZTNA provides a security posture check

ANSWER: AD

QUESTION NO: 4

Refer to the exhibits.
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Which show the Zero Trust Tag Monitor and the FortiClient GUI status.

Remote-Client is tagged as Remote-Users on the FortiClient EMS Zero Trust Tag Monitor.
What must an administrator do to show the tag on the FortiClient GUI?

A. Update tagging rule logic to enable tag visibility

B. Change the FortiClient system settings to enable tag visibility

C. Change the endpoint control setting to enable tag visibility

D. Change the user identity settings to enable tag visibility

ANSWER: B

QUESTION NO: 5

An administrator is required to maintain a software vulnerability on the endpoints, without showing the feature on the
FortiClient dashboard. What must the administrator do to achieve this requirement?

A. Disable select the vulnerability scan feature in the deployment package
B. Use the default endpoint profile
C. Select the vulnerability scan feature in the deployment package, but disable the feature on the endpoint profile

D. Click the hide icon on the vulnerability scan tab

ANSWER: D
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QUESTION NO: 6

Refer to the exhibit.

w /B0 9:85:05 MM Motlce Firewall date=28wx - xx-xx Time=-09:05:84 logver=2 type-trafflc level=-notice sessionid-34251368
hostname=din-Internal uld=CTFIOZE1DIEBAFQSATTE JDADGIOZBEDT devid-FCTERO3611939390 fgtserial -FOVMO10000042532 regip=-N/A
srcnamg=firefox.exe srcproduct=Firefox srcip=18.8.1.18 srcport=62481 direction=outbound destinationip=199.59 148.E2 renctename=H/4
destinationport=80 user=idministrator@TRAININGAD. TRAINING. LA proto=f rowdbyte=M/& sentbytes=N/& uvtmaction=blocked utmevent=appfirewall
threat=Tuitter vd=root fetver=5.4.0.0780 si="Microsaft Windows Server 2812 R2 Standsrd Editios, 6d-bit (bulld 9688)"
usingpolicy="default” service=http

I
o fanf 2B D:@5:54 AM  Motice Flrewall date=20on-xx-x%x time=09 :05:53 logver=2 type=traffic level=notice sessionid=34252368
hostname=Win-Internal wid=C7F3026103E04F05ATTEIBADGIOZEEDT devid=FCTEOO3I611939390 fgtserial-FEVMO100B004Z532 regip=H/a
srcname=firefox.exe sroproduct=Flrefox srcip=18.0.1.10 srcport=-62425 direction-outbound destinationip=184.25.62.28 resctename=h i
destinationport=443 yser=Administrator@TRAININGAD, TRAINING . LAB proto=& rovdbyte=N/A4 sentbyte=N/A utmaction=blocked
utmevent=appfiresall threat=Proxy.Websites vd=root fotwer=5.4.8.8788 os="Microsoft Windows Server 20812 RZ Standard Edition, 64-bit
{build 968@)~ uvsingpolicy="default” service=https

w30 D3B3 AM Hotice Firewall date=2xxw-wn-wx time=83:F8:22 logver=2 typestraffic levelsnotice sessionid=26453064
hostname=Win-Internal wid=CTF302B1D3EBAFASATTEIRADG2O2BEDT devid=FCTBRE3611939390 fgtserial=-FEWMB10080042532 regip=N/A
srcname=firefox. exe sreproduct=Firefox srcip=10.8.1.10 srcport=6275%9 direction=outbound destinationip=288.71.44.31 resctenase=N/L
destinationport=80 user=Administrator@TRAININGAD. TRAINING. LAS proto=6 rowdbyte=N /A sentbyte=N/ 8 uvtmaction=blocked utmevent=appfirewall
threat=YahooGames vd=reot fotver=5.4.0.0780 os="Hicrosoft Windows Server 2012 RI Standard Editlon, 64-bit (bulld S60)"
usingpolicy="default” service=htip

Based on the FortiClient logs shown in the exhibit which application is blocked by the application firewall?
A. Twitter

B. Facebook

C. Internet Explorer

D. Firefox

ANSWER: D

QUESTION NO: 7

Which three types of antivirus scans are available on FortiClient? (Choose three )
A. Proxy scan

B. Full scan

C. Custom scan

D. Flow scan

E. Quick scan

ANSWER: B C

QUESTION NO: 8
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An administrator has a requirement to add user authentication to the ZTNA access for remote or off-fabric users Which
FortiGate feature is required m addition to ZTNA?

A. FortiGate FSSO
B. FortiGate certificates
C. FortiGate explicit proxy

D. FortiGate endpoint control

ANSWER: C

QUESTION NO: 9

An administrator is required to maintain a software inventory on the endpoints. without showing the feature on the FortiClient
dashboard What must the administrator do to achieve this requirement?

A. The administrator must use default endpoint profile
B. The administrator must not select the vulnerability scan feature in the deployment package.

C. The administrator must select the vulnerability scan feature in the deployment package, but disable the feature on the
endpoint profile

D. The administrator must click the hide icon on the vulnerability scan tab

ANSWER: D

QUESTION NO: 10

Which two third-party tools can an administrator use to deploy FortiClient? (Choose two.)
A. Microsoft Windows Installer

B. Microsoft SCCM

C. Microsoft Active Directory GPO

D. QR code generator

ANSWER: B C
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