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Topic Break Down

Topic No. of Questions

Topic 1, Planning and Designing a Cloud Solution 4

Topic 2, Designing Cloud Infrastructure 35

Topic 3, Designing Cloud Applications 25

Topic 4, Security 22

Topic 5, Migration 3

Total 89
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QUESTION NO: 1

How is access to the IBM Cloud Container Registry controlled?

A. Watson service credentials

B. An open-source system named Cloud Foundry

C. A platform-built using Docker to run and manage your applications

D. IBM Cloud Identity and Access Management (IAM)

ANSWER: D 

Explanation:

IBM Cloud Container Registry access is controlled through IBM Cloud Identity and Access Management (IAM). IAM provides 
the centralized authorization model for registry actions, allowing account owners and administrators to grant users, access 
groups, service IDs, and trusted profiles the specific platform and service permissions needed to work with namespaces and 
container images. For example, policies can authorize an identity to view images, push images to a namespace, or manage 
registry resources, following the principle of least privilege. Registry authentication uses an IBM Cloud API key or an IAM 
access token; after authentication, IAM evaluates the identity’s access policies before permitting the requested registry 
operation. This approach enables consistent governance and auditing across IBM Cloud services, rather than managing 
unrelated registry-specific credentials. IBM documents that Container Registry integrates with IAM and that users require the 
applicable IAM access to access namespaces and images. See the IBM Cloud Container Registry IAM access 
documentation and the IBM Cloud IAM overview for policy, identity, and role concepts.

QUESTION NO: 2

The customer decided to remove the Caveonix RiskForesight all-in-one service from the IBM Cloud and move to a 
distributed model for VMware Solutions. By default, IBM automatically deletes only the single deployed all-in-one Caveonix 
VM and the dedicated private subnet that was ordered for it.What are the key considerations? (Select Two)

A. If you used the IP addresses of the dedicated private subnet on additional VMs, those VMs must be assigned new IP 
addresses to continue to function

B. Old configurations can be deleted and migrated to a new environment

C. If you scaled out the Caveonix VM into multiple VMs, those additional VMs are not removed

D. Delete the VM and Storage allocation, Cavenoix RiskForesight will discontinue data gathering and services are deemed 
stopped

E. Unsubscribe the license and remove the instance of all-in-one deployment in the VMware solutions, release the IP 
address to DHCP, DNS servers

ANSWER: A C 

Explanation:

The key considerations are that any additional virtual machines using addresses from the Caveonix-dedicated private subnet 
must receive replacement network addressing, and that Caveonix virtual machines created beyond the original all-in-one 
deployment remain in the environment. The automated removal process has a deliberately limited scope: it removes the 
original all-in-one Caveonix virtual machine and the private subnet provisioned specifically with that deployment. Therefore, 
workloads that were later configured to use that subnet cannot retain connectivity through addresses that belong to a subnet 
being removed; they need valid addresses and associated network configuration on an available subnet before the deletion 
occurs. Similarly, scaling the original deployment into separate or additional Caveonix virtual machines creates resources 
outside the single default all-in-one VM targeted by the automatic cleanup. Those resources must be identified and handled 
separately as part of the migration to the distributed model. This approach protects customer-created or subsequently 
deployed resources from unintended deletion while requiring the customer to plan networking and cleanup for dependent 
workloads. IBM Cloud VMware Solutions documentation describes the service environment and the customer responsibilities 
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involved in managing deployed VMware resources: IBM Cloud for VMware Solutions documentation. IBM Cloud also 
provides guidance on private networking concepts and configuration: IBM Cloud networking documentation.

QUESTION NO: 3

Which two benefits are provided by IBM Event Streams? (Choose two.)

A. Decouple producers and consumers

B. Retain and replay event data

C. Replace relational database transaction processing

D. Eliminate the need to define topic retention policies

E. Provide synchronous block storage for virtual servers

ANSWER: A B 

Explanation:

Decouple producers and consumers is correct because applications can publish events to Kafka topics without requiring 
direct knowledge of the consuming applications. Consumers can process those events independently and at their own pace, 
which supports more flexible and resilient application integration.

Retain and replay event data is also correct. Apache Kafka topics retain event records for a configured period, allowing 
consumers to read events from an offset and, when needed, replay historical events. This is useful for rebuilding 
downstream state, recovering from consumer failures, and adding new consumers to an existing event stream. IBM Event 
Streams is IBM Cloud's managed Apache Kafka offering. See the IBM Event Streams overview.

QUESTION NO: 4

Which two capabilities are provided by IBM Cloud Secrets Manager? (Choose two.)

A. Store arbitrary secrets

B. Automatically rotate supported secrets

C. Expose secret payloads to all users in an account

D. Replace network security groups

E. Provide public DNS resolution for VPCs

ANSWER: A B 

Explanation:

Storing arbitrary secrets is a core Secrets Manager capability. Arbitrary secrets can hold sensitive values such as API 
keys, passwords, tokens, and other application credentials so that they do not need to be hardcoded into application source 
code or deployment configuration.

Automatically rotating supported secrets is also supported through secret rotation configurations. Rotation helps reduce 
the risk associated with long-lived credentials by periodically replacing secret values according to a configured schedule and 
integration. Applications should be designed to retrieve current secrets securely rather than retaining old values indefinitely. 
See the IBM Cloud Secrets Manager documentation and the IBM Cloud Secrets Manager rotation documentation.

QUESTION NO: 5
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Which are two benefits of IBM Cloud Functions? (Choose two.)

A. Scale up or down automatically

B. Visual debugging

C. Based on Kubernetes

D. Focus on code, not infrastructure

E. Out-of-the-box connectors to several databases

ANSWER: A D 

Explanation:

IBM Cloud Functions provides a serverless, event-driven execution model in which developers deploy individual actions 
without provisioning or administering servers. Scale up or down automatically is a core benefit because the platform 
allocates execution capacity in response to incoming events and workload demand. This elasticity lets an application handle 
variable request volumes while avoiding the need to manually configure, maintain, or preallocate compute instances for 
normal function execution.

Focus on code, not infrastructure is also a central serverless benefit. Developers concentrate on writing action logic and 
defining triggers or event sources, while the cloud platform manages the underlying runtime environment, execution 
infrastructure, availability handling, and scaling behavior. This reduces operational overhead and can accelerate delivery of 
small, independently deployable pieces of application functionality. IBM describes Cloud Functions as a serverless 
programming platform for developing lightweight, event-driven applications, and its documentation explains the action-based 
model used to run code in response to events. See the IBM Cloud Functions overview and the IBM Cloud Functions actions 
documentation.

QUESTION NO: 6

When managing file storage in IBM Cloud, what are "Authorized" hosts?

A. Hosts given volume access to a virtual volume storage

B. Hosts that are authorized to be used to access file storage virtual machines

C. Hosts directly connected to a particular volume

D. Hosts given access to a particular volume

ANSWER: D 

Explanation:

Hosts given access to a particular volume are “Authorized” hosts in IBM Cloud File Storage. File Storage is accessed over 
the network through supported file-sharing protocols, and IBM Cloud uses an authorization list to control which infrastructure 
hosts may connect to and mount an individual file share. Adding a host to the volume’s authorized-host list grants that host 
permission to access that specific storage volume; it does not grant unrestricted access to all file shares in the account. This 
host-based control is an important part of securing file storage because it limits connectivity to the compute instances or bare 
metal servers that have a legitimate workload requirement for the share. Administrators manage these entries at the volume 
level and can add, modify, or remove authorizations as application deployment or access requirements change. IBM 
documents that an authorized host is associated with a File Storage volume and identifies the host that can access it. For 
implementation details and the relevant access-management concepts, see the IBM Cloud File Storage documentation and 
the IBM Cloud guide for authorizing hosts to access a file share.

QUESTION NO: 7

A Dialog Skill in Watson Assistant can make a web service call via which of the following?
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A. Webhook

B. Web service definition language

C. A Dialog Skill in Watson Assistant can make a web service call via which of the following?

D. SOAP Endpoint

ANSWER: A 

Explanation:

Webhook is correct because a Watson Assistant dialog skill uses a webhook to invoke an external HTTP-based service 
while a customer is interacting with the assistant. A webhook can be configured from the dialog node that needs external 
data or business processing, such as looking up an order, retrieving account information, or submitting a request to a 
backend application. Watson Assistant sends an HTTP request to the configured URL, including relevant context and input 
data in JSON format, and the external service returns a JSON response. The dialog can then use values from that response 
to set context variables, tailor the reply, or determine the next step in the conversation. This integration approach lets the 
dialog retain its conversational flow while delegating dynamic, real-time operations to an API or custom middleware service. 
The webhook endpoint must be publicly reachable over HTTPS and should implement suitable authentication and validation 
controls for production use. IBM’s dialog webhook documentation describes configuring a webhook at a dialog node and 
using the response in the conversation: Calling a webhook from a dialog node. For the broader product documentation and 
integration guidance, see IBM watsonx Assistant documentation.

QUESTION NO: 8

A development team needs to run a containerized data-processing task whenever a new batch of files arrives. Each 
execution must run to completion and then stop. Which IBM Cloud Code Engine resource is most appropriate?

A. Job

B. Application

C. Project

D. Private endpoint

ANSWER: A 

Explanation:

Job is correct because an IBM Cloud Code Engine job runs a containerized workload to completion and then terminates. 
Jobs are suitable for batch processing, data transformation, scheduled tasks, and other finite workloads that do not need to 
remain available to receive HTTP requests. A job can be started manually, through automation, or on a schedule by using a 
job run. In contrast, a Code Engine application is intended for workloads that serve requests continuously, while a function is 
intended for event-driven code execution. See the IBM Cloud Code Engine jobs documentation.
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