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QUESTION NO: 1

Recently, your e-commerce web application has been receiving significantly more traffic than usual. Users are reporting they
often encounter a 503 Service Error when trying to access your site. Sometimes the site is very slow.

You check your instance pool configuration to confirm that the maximum number of instances is configured to allow 20
compute instances. Currently, 14 compute instances have been provisioned by the instance pool.

You also confirm that current CPU utilization across all hosts exceeds the scale-out threshold you set in your auto-scaling
policy. However, the instance pool is not provisioning any new instances.

What can you check to determine why the application is NOT functioning properly? (Choose the best answer.)
A. Verify that the new offer feature code did not introduce any performance bugs.

B. Verify that the database is accessible.

C. Verify that the compute resource quota has not been exceeded.

D. Verify that the Quality Assurance team is not currently performing load-testing against production.

ANSWER: C

QUESTION NO: 2

Which two statements about the Oracle Cloud Infrastructure (OCI) Command Line Interface (CLI) are TRUE? (Choose two.)
A. You can run CLI commands from inside OCI Regions only.

B. You can filter CLI output using the JMESPath query option for JSON.

C. The CLI provides an automatic way to connect with instances provisioned on OCI.

D. The CLI allows you to use the Python language to interact with OCI APls.

E. The CLI provides the same core functionality as the Console, plus additional commands.

ANSWER: B E

Explanation:

https://docs.oracle.com/en-us/iaas/Content/API/SDKDocs/cliusing.htm

https://blogs.oracle.com/cloud-infrastructure/post/exploring-the-search-and-query-features-of-oracle-cloud-infrastructure-
command-line-interface

QUESTION NO: 3
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You are asked to implement the disaster recovery (DR) and business continuity requirements for Oracle Cloud Infrastructure
(OCI) Block Volumes. Two OCI regions being used: a primary/source region and a DR/ destination region. The requirements
are:

Which design will help you meet these requirements? (Choose the best answer.)

A. Clone block volumes. Use Object Storage lifecycle management to automatically move clone objects to Archive Storage.
Copy Archive Storage buckets from source region to destination at regular intervals.

B. Clone block volumes. Copy block volume clones from source region to destination region at regular intervals.
C. Back up block volumes. Copy block volume backups from source region to destination region at regular intervals.

D. Back up block volumes. Use Object Storage lifecycle management to automatically move backup objects to Archive
Storage. Copy Archive Storage buckets from source region to destination at regular intervals.

ANSWER: C

Explanation:

https://docs.oracle.com/en-us/iaas/Content/Block/Tasks/copyingvolumebackupcrossregion.htm

QUESTION NO: 4

You are using Oracle Cloud Infrastructure (OCI) console to set up an alarm on a budget to track your OCI spending.
Which two are valid targets for creating a budget in OCI? (Choose two.)

A. Select group as the type of target for your budget.

B. Select Tenancy as the type of target for your budget.

C. Select user as the type of target for your budget.

D. Select Cost-Tracking Tags as the type of target for your budget.

E. Select Compartment as the type of target for your budget.

ANSWER: D E

Explanation:

https://docs.oracle.com/en-us/iaas/Content/Billing/Concepts/budgetsoverview.htm

QUESTION NO: 5

You have been monitoring your company’s applications running in Oracle Cloud Infrastructure (OCI) and notice that the
application is using OCI Traffic Management service. This service uses a traffic steering policy to distribute the DNS traffic
based on subnet addresses in a rule set.

Which steering policy is in use in this particular case? (Choose the best answer.)
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A. Load Balancing policy
B. Geolocation steering
C. ASN steering policy

D. IP Prefix steering

ANSWER: D

Explanation:

IP Prefix steering policies enable customers to steer DNS traffic based on the IP Prefix of the originating query.

QUESTION NO: 6

Your team implemented a SaaS application that requires a whole system deployment for each new customer. The
infrastructure provisioning is already automated via Terraform, and now you have been asked to develop an Ansible
playbook to centralize configuration file management and deployment.

What is the most effective way to ensure your playbooks are utilizing up-to-date and accurate inventory? (Choose the best
answer.)

A. Export an inventory list from the Oracle Cloud Infrastructure Web console.
B. Export an inventory list using Terraform apply command.

C. Implement a Command Line Interface script to list all the resources and run it within Ansible to generate a dynamic
inventory list.

D. Download the dynamic inventory script provided by Oracle Cloud Infrastructure and include it in the playbook invocation
command.

ANSWER: D

Explanation:

https://docs.oracle.com/en-us/iaas/Content/API/SDKDocs/ansibleinventoryscript.htm

QUESTION NO: 7

Which two statements are TRUE about Object Storage data security and encryption in Oracle Cloud Infrastructure (OCI)?
(Choose two.)

A. Client-side encryption is managed by the customer.
B. Data needs to be decrypted on the client side before retrieving it.
C. OCI Vault Management is used by default to provide data security.

D. All traffic to and from Object Storage service is encrypted using TLS.
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E. A VPN connection to OCl is required to ensure secure data transfer to an object storage bucket.

ANSWER: AD

QUESTION NO: 8

You have a web application running on Oracle Cloud Infrastructure (OCI) that lets users log in with a username and
password. You notice that an attacker has tried to use SQL comment “--" to alter the database query, remove the password
check and log in as a user. You decide to prevent any future attacks.

Which of the following OCI services or features would you choose to safeguard your application? (Choose the best answer.)
A. Network Security Group

B. Data Safe

C. Web Application Framework (WAF)

D. Vault

ANSWER: C

Explanation:

WAF provides you with the ability to create and manage rules for internet threats including Cross-Site Scripting (XSS), SQL
Injection and other OWASP-defined vulnerabilities.

Reference:

https://docs.oracle.com/en-
us/iaas/Content/WAF/Concepts/overview.htm#Overview of the Web Application Firewall Service

QUESTION NO: 9
Your company has restructured its HR departments. As part of this change, you also need to re-organize compartments

within Oracle Cloud Infrastructure (OCI) to align them to the company’s new organizational structure. The following change is
required:
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QCl Tenancy (root compartment) QCI Tenancy (root compartment)

Project A ! Project_B Project_A Project B

Team_X Team_X J

Compartment Team_x needs to be moved under a new parent compartment, Project B

The tenancy has the following policies defined for compartments Project_ A and Project_B: Policy1: Allow group G1 to
manage instance-family in compartment HR:Project_A Policy2: Allow group G2 to manage instance-family in compartment
HR:Project_B Which two statements describe the impacts after the compartment Team_x is moved? (Choose two.)

A. Group G2 can now manage instance-families in compartment Project B and compartment Team_X

B. Group G1 can now manage instance-families in compartment Project_A, compartment Project B and

compartment Team_X

C. Group G1 can now manage instance-families in compartment Project_A but not in compartment Team_x

D. Group G2 can now manage instance-families in compartment Project_A but not in compartment Team_x

E. Group G2 can now manage instance-families in compartment Project_B, compartment Project_ A and compartment
Team_X

ANSWER: AC

QUESTION NO: 10

One of the compute instances that you have deployed on Oracle Cloud Infrastructure (OCI) is malfunctioning. You have
created a console connection to remotely troubleshoot it.

Which two statements about console connections are TRUE? (Choose two.)
A. It is not possible to use VNC console connections to connect to Bare Metal Instances.

B. VNC console connection uses SSH port forwarding to create a secure connection from your local system to the VNC
server attached to your instance’s console.

C. Itis not possible to connect to the serial console to an instance running Microsoft Windows, however VNC console
connection can be used.

D. For security purpose, the console connection will not let you edit system configuration files.
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E. If you do not disconnect from the session, your serial console connection will automatically be terminated after 24 hours.

ANSWER: B E

Explanation:

https://docs.oracle.com/en-us/iaas/Content/Compute/References/serialconsole.htm
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