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QUESTION NO: 1

On which option do you set Oracle Cloud Infrastructure Budget?
A. Compartments

B. Instances

C. Free-form tags

D. Tenancy

ANSWER: A
Explanation:
How Budgets Work

Budgets are set on cost-tracking tags or on compartments (including the root compartment) to track all spending in that cost-
tracking tag or for that compartment and its children.

https://docs.oracle.com/en-us/iaas/Content/Billing/Concepts/budgetsoverview.htm

QUESTION NO: 2

Which statements are CORRECT about Multi-Factor Authentication in OCI ? Select TWO correct answers
A. Members of the Administrators group can disable MFA for other users

B. Users cannot enable MFA for themselves

C. A user can register multiple devices to use for MFA.

D. Members of the Administrators group cannot enable MFA for another user

ANSWER: AD

Explanation:

Managing Multi-Factor Authentication

This topic describes how users can manage multi-factor authentication {MFA] in Oracle Cloud
Infrastructure

Required IAM Policy

Only the user can enable multi-factor authentication (MFA) for their own account. Users can also disable
MFA for their own accounts, Members of the Administrators group can disable MFA tor other users, but
they cannot enable MFA for another user,
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Working with MFA

Keep the following in mind when you enable MFA:

* ‘You must install a supported authenticater app on the mobile device you intend to register for MFA.

+ Each user must enable MFA for themselves using a device they will have access to every time they
sign in. An administrator cannot enable MFA for another user.

+ Toenable MFA, you use your mobile device's authenticator app to scan a QR code that is generated
hrtllllﬂlm-d mnmmmmﬁm-mmmmmu
1AM

When creating an OCI Vault, which factors may lead to select the Virtual Private Vault ? Select TWO correct answers
A. Need for more than 9211 key versions

B. Greater degree of isolation

C. To mask PIl data for non-production environment

D. Ability to back up the vault

'ANSWER: B D

Explanation:

Vaults are logical entities whene the Vault service creates and durably s50res oeys and secrets. The type
of vault you have determirees teatures and funchionality such as degrees of storage isolation, scoess to
management and encryption, scalabiity. and the bty 1o back up The type of viult you have slo
#ffects pricing You cannot Change & vaull's type ST yOu Creste the vault

The Wisult service offers different vault types to McCommodate your onpaniTation’s needs and Sudget All
VIl Types eriune The SECLrTY and integrity of the encrypion ieys 8nd Secrets Inat vaults siore. A
virtual private vault is a0 Holsted DarTition on & hardware Security modiule [HSM). Vaults otherwise share
ParTRionE on the HESM with othed vlts

Virtunt private vaults inchude 1000 kery versions by detault B you on't requine the grester degres of
mummmm
DrEe VBUY e LA TANAEE COM By Dving hr by #rtion individully, B vou need them (Key
VErsions Count toward your ey it and CoNtE A ey Slwilys CONTANS BT Est 0N BCTHE kiry version
Sirndarty, & 36Cret shwiys his 51 MEEt 0N SECAE vErSion. Howesver, Temits On SeChEtS Spply 1O 1N banancy,
rathed than s vt )

The Vault service desigrates vaults a5 an Oracie Cloud Infrastructune rewoure

With regard to WAF in OCI, which of the following statements are NOT customer's responsibility? Select TWO answers.

A. Configure WAF policies for websites
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B. WAF edge nodes with High Availability
C. Configure Bot Management strategies for a website traffic

D. Import latest OWASP Core Rule Sets

ANSWER: B D

QUESTION NO: 5

As a solutions architect, you need to assist operations team to write an | AM policy to give users in group-uat1 and group-
uat2 access to manage all resources in the compartment Uat. Which is the CORRECT IAM policy ?

A. Allow any-user to manage all resources in tenancy where target.compartment= Uat
B. Allow any-user to manage all resources in compartment Uat where request.group=/group-uat/*
C. Allow group /group-uat*/ to manage all resources in compartment Uat

D. Allow group group-uat1 group-uat2 to manage all resources in compartment Uat

ANSWER: D

QUESTION NO: 6

Oracle Object Storage achieves data durability by which of the mechanisms ? Select TWO correct answers
A. Service Gateway

B. Redundant Storage across availability domains

C. Redundant Array of Independent Disks

D. Object Versioning

ANSWER: BD
Explanation:
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QUESTION NO: 7

Which resources can be used to create and manage from Vault Service ? Select TWO correct answers
A. Secret

B. IAM

C. Keys
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D. Cloud Guard

ANSWER: AC
Explanation:
Vault
o e e i e L g e [
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QUESTION NO: 8

Logical isolation for resources is provided by which OCI feature?
A. Tenancy

B. Availability Zone

C. Region

D. Compartments

ANSWER: D

QUESTION NO: 9

Which type of software do you use to centrally distribute and monitor the patch level of systems throughout the enterprise?
A. Network Monitor software

B. Web Application Firewall

C. Patch Management software

D. Recovery Manager software

ANSWER: C

Explanation:
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https://docs.oracle.com/cd/E11857 01/em.111/e18710/T531901T7535649.htm

QUESTION NO: 10

Which statement is not true about Cloud Security Posture?

A. Problems contain data about the specific type of issue that was found.

B. Problems can be resolved, dismissed, or remediated.

C. Problems are defined by the type of detector that creates them: activity or configuration.

D. Problems are created when Cloud Guard discovers a deviation from a responder rule.

ANSWER: D

Explanation:

https://www.oracle.com/security/cloud-security/what-is-cspm/
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