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QUESTION NO: 1

Can you implement a complete IPv6 deployment without IPv4 addresses?
A. No. SmartCenter cannot be accessed from everywhere on the Internet.
B. Yes. Only one TCP stack (IPv6 or IPv4) can be used at the same time.
C. Yes, There is no requirement for managing IPv4 addresses.

D. No. IPv4 addresses are required for management.

ANSWER: C

QUESTION NO: 2

You want to establish a VPN, using certificates. Your VPN will exchange certificates with an external partner. Which of the
following activities should you do first?

A. Exchange exported CA keys and use them to create a new server object to represent your partner’s Certificate Authority
(CA).

B. Create a new logical-server object to represent your partner’'s CA.
C. Manually import your partner’'s Access Control List.

D. Manually import your partner’s Certificate Revocation List.

ANSWER: A

QUESTION NO: 3

After filtering a fw monitor trace by port and IP, a packet is displayed three times; in the i, I, and o inspection points, but not in
the O inspection point. Which is the likely source of the issue?

A. The packet has been sent out through a VPN tunnel unencrypted.
B. An IPSO ACL has blocked the packet’s outbound passage.
C. A SmartDefense module has blocked the packet.

D. It is due to NAT.

ANSWER: D
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QUESTION NO: 4

Your organization’s disaster recovery plan needs an update to the backup and restore section to reap the new distributed
R80 installation benefits. Your plan must meet the following required and desired objectives:

Required Objective: The Security Policy repository must be backed up no less frequently than every 24 hours.
Desired Objective: The R80 components that enforce the Security Policies should be backed up at least once a week.
Desired Objective: Back up R80 logs at least once a week.

Your disaster recovery plan is as follows:

- Use the cron utility to run the command upgrade_export each night on the Security Management Servers.

- Configure the organization's routine back up software to back up the files created by the command upgrade_export.
- Configure the GAIA back up utility to back up the Security Gateways every Saturday night.

- Use the cron utility to run the command upgrade_export each Saturday night on the log servers.

- Configure an automatic, nightly logswitch.

- Configure the organization's routine back up software to back up the switched logs every night.

Upon evaluation, your plan:

A. Meets the required objective and only one desired objective.

B. Meets the required objective but does not meet either desired objective.

C. Does not meet the required objective.

D. Meets the required objective and both desired objectives.

ANSWER: D

QUESTION NO: 5

Which Check Point address translation method is necessary if you want to connect from a host on the Internet via HTTP to a
server with a reserved (RFC 1918) IP address on your DMZ?

A. Dynamic Source Address Translation
B. Hide Address Translation
C. Port Address Translation

D. Static Destination Address Translation

ANSWER: D
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QUESTION NO: 6

Where does the security administrator activate Identity Awareness within SmartDashboard?
A. Gateway Object > General Properties

B. Security Management Server > Identity Awareness

C. Policy > Global Properties > Identity Awareness

D. LDAP Server Object > General Properties

ANSWER: A

QUESTION NO: 7

What is a feature that enables VPN connections to successfully maintain a private and secure VPN session without
employing Stateful Inspection?

A. Stateful Mode
B. VPN Routing Mode
C. Wire Mode

D. Stateless Mode

ANSWER: C

Explanation:

Wire Mode is a VPN-1 NGX feature that enables VPN connections to successfully fail over, bypassing Security Gateway
enforcement. This improves performance and reduces downtime. Based on a trusted source and destination, Wire Mode
uses internal interfaces and VPN Communities to maintain a private and secure VPN session, without employing Stateful
Inspection. Since Stateful Inspection no longer takes place, dynamic-routing protocols that do not survive state verification in
non-Wire Mode configurations can now be deployed. The VPN connection is no different from any other connections along a
dedicated wire, thus the meaning of "Wire Mode".

References:

QUESTION NO: 8

Which one of these features is NOT associated with the Check Point URL Filtering and Application Control Blade?
A. Detects and blocks malware by correlating multiple detection engines before users are affected.

B. Configure rules to limit the available network bandwidth for specified users or groups.

C. Use UserCheck to help users understand that certain websites are against the company’s security policy.

D. Make rules to allow or block applications and Internet sites for individual applications, categories, and risk levels.
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ANSWER: A
Explanation:
Use the URL Filtering and Application Control Software Blades to:

References:

QUESTION NO: 9

Your customer, Mr. Smith needs access to other networks and should be able to use all services. Session authentication is
not suitable. You select Client Authentication with HTTP. The standard authentication port for client HTTP authentication
(Port 900) is already in use. You want to use Port 9001 but are having connectivity problems. Why are you having problems?

g @london: fopt /CPsuite-R7T0 /e 1/ conf :Iglﬁj
[Expertllondon] # cd $FUDIR/cont -]
[Expercl london] # cat fwauthd.conf

21 fwssd in.afcpd wait o

80 fwsad in.ahttpd vait -2

213 fwssd in.arlogind walit 0

25 fwaad in.asmtpd wait 1]

2525 fwssd in.emaild.smtp Balt 0

110 fussd in.emaild.pop3 wait 0

23 fwssd in.atelnetd wait o

259 fusad in.aclientd vait o0

10081 fwsad in.lhttpd wait o

9001 fwsad in.ahcliencd vait o

o fwaad in.pingd respawn 0

] fussd in.asessiond respawvn 0

o fwsad in.sufpd respawvn 0

(] fwsad in.aciurpd respawn 0

] vpn wprnd respavn O

o twasd rado respawn 0

o stormd stormd respawn 0O

(] 1gwd 1gwd respawvn O

) fwsad in.enaild.mea respavn 0

] fwzad in.mad respaun O

o sds sdsd Cespawn o

Q deps dtp=d respawn o

) drls drl=sd respawn o

[Expertl london] # § -

— TP
i (110 0 Authentication &2 Customers@any [ Any | Any Traffic - ::" 3 userauth [3) Log [ Policy Targets
2 (I o & Any (& Any (&l Any Traffic ® Any {3 accept = Hone f% Policy Targets

A. The configuration file $FWDIR/conf/fwauthd.conf is incorrect.

B. The Security Policy is not correct.
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C. You can't use any port other than the standard port 900 for Client Authentication via HTTP.

D. The service FW_clIntauth_http configuration is incorrect.

ANSWER: A

QUESTION NO: 10

Which three of the following are ClusterXL member requirements?
1) same operating systems

2) same Check Point version

3) same appliance model

4) same policy

A.1,3,and 4

B.1,2,and 4

C.2,3,and 4

D.1,2,and 3

ANSWER: B

QUESTION NO: 11
What is the primary benefit of using the command upgrade_export over either backup or snapshot?
A. upgrade_export is operating system independent and can be used when backup or snapshot is not available.

B. upgrade_export will back up routing tables, hosts files, and manual ARP configurations, where backup and snapshot will
not.

C. The commands backup and snapshot can take a long time to run whereas upgrade_export will take a much shorter
amount of time.
D. upgrade_export has an option to back up the system and SmartView Tracker logs while backup and snapshot will not.

ANSWER: A

QUESTION NO: 12

Select the correct statement about Secure Internal Communications (SIC) Certificates. SIC Certificates:
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A. Are used for securing internal network communications between the SmartDashboard and the Security Management
Server.

B. For R75 Security Gateways are created during the Security Management Server installation.

C. Decrease network security by securing administrative communication among the Security Management Servers and the
Security Gateway.

D. Uniquely identify Check Point enabled machines; they have the same function as VPN Certificates.

ANSWER: D

QUESTION NO: 13

The Security Gateway is installed on GAIA R80. The default port for the Web User Interface is
A. TCP 18211

B. TCP 257

C. TCP 4433

D. TCP 443

ANSWER: D

QUESTION NO: 14

Which components allow you to reset a VPN tunnel?
A. vpn tu command or SmartView monitor

B. delete vpn ike sa or vpn she11 command

C. vpn tunnelutil or delete vpn ike sa command

D. SmartView monitor only

ANSWER: D

QUESTION NO: 15

What Shell is required in Gaia to use WinSCP?
A. UNIX

B. CPShell

C. CLISH
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D. Bash

ANSWER: D

Explanation:

References:
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