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QUESTION NO: 1

Which of the following recovery approaches generally has the LOWEST periodic cost?
A. Redundant site

B. Reciprocal agreement

C. Shared contingency center

D. Cold site

ANSWER: B

Explanation:

Reciprocal agreement is correct because it is a mutual arrangement in which two organizations agree to provide each other
with recovery facilities or processing capability following a disruption. Its periodic cost is generally the lowest because neither
party continuously leases and maintains a dedicated alternate facility solely for its own use. Instead, each organization relies
principally on existing capacity and incurs comparatively limited recurring costs for coordination, maintaining compatibility,
documenting procedures, and exercising the agreement. The question specifically asks about periodic cost, rather than
recovery speed, certainty of capacity, or the cost incurred after an incident. A reciprocal agreement is therefore the most
economical ongoing approach when compared with maintaining a reserved recovery location or duplicate infrastructure.
Effective contingency planning still requires that the agreement define capacity, priorities, security requirements, notification
procedures, and testing responsibilities, so that the arrangement can support recovery if invoked. NIST contingency-planning
guidance emphasizes selecting alternate processing arrangements and documenting recovery capabilities as part of a
business impact analysis and recovery strategy. See NIST SP 800-34 Rev. 1, Contingency Planning Guide and Ready.gov:
IT Disaster Recovery.

QUESTION NO: 2

When collecting evidence for forensic analysis, it is important to:
A. ensure the assignment of qualified personnel.
B. request the IT department do an image copy.
C. disconnect from the network and isolate the affected devices.

D. ensure law enforcement personnel are present before the forensic analysis commences.

ANSWER: A

Explanation:

Ensuring the assignment of qualified personnel is essential because forensic evidence must be collected in a manner that
preserves its integrity, authenticity, and potential admissibility. Personnel trained in digital forensics understand how to
identify relevant evidence, use validated acquisition methods, prevent unintended modification of source data, and
appropriately prioritize volatile data that could be lost during normal system operation or containment activities. They also
maintain a complete chain of custody: documenting who collected, handled, transferred, stored, and analyzed the evidence,
as well as the tools and procedures used. This documentation allows an organization to demonstrate that the evidence
remains reliable and has not been altered.

For a security manager, assigning qualified specialists also supports a coordinated incident response process. It ensures
that legal, regulatory, human-resources, and business requirements can be considered while evidence is preserved for
investigation, remediation, disciplinary action, or possible litigation. NIST guidance emphasizes that forensic activities should
be integrated into incident response through sound procedures, suitable tools, and personnel with the necessary knowledge
and skills. See NIST SP 800-86, Guide to Integrating Forensic Technigues into Incident Response and NIST’s SP 800-86

resource page.
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QUESTION NO: 3

Which of the following threat types involves an application that does not validate authorization for portions of itself after the
initial checks?

A. Injection
B. Missing function-level access control
C. Cross-site request forgery

D. Cross-site scripting

ANSWER: B

Explanation:

Missing function-level access control is the correct answer because it describes an application that authenticates a user
initially but fails to enforce authorization each time the user invokes a protected function, page, endpoint, or administrative
feature. Authorization must be evaluated at the point where access to a resource or action is requested; relying only on an
initial login check does not establish that the user is entitled to perform every subsequent operation. When these controls are
absent or inconsistently applied, a user may be able to access restricted functionality by directly requesting a URL, altering a
path or parameter, replaying an API request, or invoking a backend endpoint that the user interface normally hides. This is a
form of broken access control and can enable unauthorized privilege escalation or disclosure and modification of protected
information. Effective prevention requires server-side, deny-by-default authorization controls for every request and protected
function, with permissions checked against the authenticated user’s current role or attributes. OWASP identifies broken
access control as a major web-application risk and recommends enforcing access-control checks consistently on the server.
See the OWASP Broken Access Control guidance and the OWASP Authorization Cheat Sheet.

QUESTION NO: 4

Human resources (HR) is evaluating potential Software as a Service (SaaS) cloud services. Which of the following should
the information security manager do FIRST to support this effort?

A. Conduct a security audit on the cloud service providers.
B. Perform a cost-benefit analysis of using cloud services.
C. Review the cloud service providers' controls reports.

D. Perform a risk assessment of adopting cloud services.

ANSWER: D

Explanation:

Perform a risk assessment of adopting cloud services is the appropriate first action because it establishes the security
context and decision criteria that HR’s SaaS selection must satisfy. The information security manager should identify the
information HR expects the service to store, process, or transmit—such as employee personally identifiable information,
compensation, benefits, and performance records—and determine the associated confidentiality, integrity, availability,
privacy, legal, and regulatory requirements. The assessment also considers the business impact of service disruption,
inappropriate access, data loss, insufficient identity management, and third-party or geographic data-processing
dependencies.

These results translate organizational risk appetite into prioritized security requirements for the prospective Saa$S service.
They enable the organization to determine the needed safeguards, assurance evidence, contractual commitments, incident
notification provisions, resilience expectations, and residual-risk acceptance process before making a provider decision. This
is consistent with ISACA’s cloud-risk guidance, which emphasizes evaluating cloud risks in the context of the organization’s
assets, threats, vulnerabilities, and business objectives. CISA’s cloud security architecture likewise frames cloud adoption
around understanding mission needs, data sensitivity, and risk management requirements. See ISACA: Risk Assessment in
Cloud Computing and CISA: Cloud Security Technical Reference Architecture.
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QUESTION NO: 5

Which of the following is the GREATEST benefit of integrating a security information and event management (SIEM) solution
with traditional security tools such as IDS, anti-malware, and email screening solutions?

A. The elimination of false positive detections
B. A reduction in operational costs
C. An increase in visibility into patterns of potential threats

D. The consolidation of tools into a single console

ANSWER: C

Explanation:

An increase in visibility into patterns of potential threats is the greatest benefit because a SIEM centralizes security-relevant
log and event data from disparate controls, normalizes the data into a usable form, and correlates related activity over time.
This enables security personnel to identify attack patterns and relationships that are difficult to recognize from an isolated
IDS alert, endpoint anti-malware notification, or email-screening event. For example, correlated events may reveal a phishing
message, a subsequent endpoint execution event, repeated authentication failures, and suspicious network activity as
components of one incident. This broader context improves detection, prioritization, investigation, and escalation by allowing
analysts to assess the significance of events across the enterprise rather than treating each alert independently. NIST’s log-
management guidance emphasizes that centralized log management supports analysis and correlation across multiple
systems and sources, which is essential to recognizing security incidents and trends. SIEM capabilities operationalize this
approach by collecting and correlating events from traditional security tools and other infrastructure. See NIST SP 800-92,
Guide to Computer Security Log Management and NIST Cybersecurity Framework 2.0.

QUESTION NO: 6

Which of the following roles involves testing, monitoring, and securing cloud services for an organization?
A. Cloud service integrator

B. Cloud service business manager

C. Cloud service user

D. Cloud service administrator

ANSWER: D

Explanation:

Cloud service administrator is correct because this role performs the operational administration needed to keep an
organization’s cloud services reliable and secure. Its responsibilities commonly include provisioning and configuring cloud
resources, administering identities and access permissions, monitoring service health and logs, validating configurations,
applying updates, and supporting incident detection and response. Testing and continuous monitoring are essential parts of
this operational responsibility: they help confirm that services meet availability, performance, and security requirements and
that configuration drift or suspicious activity is identified promptly. The administrator also implements and maintains security
controls within the customer’s area of responsibility, consistent with the cloud service model and the provider's shared-
responsibility arrangements. NIST describes cloud computing as a model in which consumers can provision and manage
computing capabilities, while recognizing that the extent of management differs by service model; operational administration
remains necessary for the capabilities under the organization’s control. See NIST SP 800-145. The Cloud Security Alliance
likewise emphasizes continuous monitoring, identity and access management, secure configuration, and operational security
practices as key cloud-security activities; see the Cloud Security Alliance Security Guidance v4.

QUESTION NO: 7
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Meeting which of the following security objectives BEST ensures that information is protected against unauthorized
modification?

A. Authenticity
B. Availability
C. Confidentiality

D. Integrity

ANSWER: D

Explanation:

Integrity is the security objective that best ensures information is protected from unauthorized modification. It concerns
preserving the accuracy, completeness, consistency, and trustworthiness of information throughout its life cycle. Information
has integrity when it cannot be altered, deleted, inserted, or corrupted except through authorized, controlled processes. In
practice, an information security manager supports integrity through measures such as role-based access controls,
segregation of duties, formal change management, input validation, transaction controls, audit logs, hashes, digital
signatures, and monitoring for unauthorized changes.

Integrity is not limited to malicious tampering. It also addresses accidental or unauthorized alteration caused by process
failures, software defects, transmission errors, or inappropriate administrative activity. The essential outcome is that users
and business processes can rely on data and system configurations as accurate and complete. This directly matches the
requirement to protect information against unauthorized modification. NIST defines integrity as guarding against improper
information modification or destruction and ensuring information nonrepudiation and authenticity where appropriate. See the
NIST definition of integrity and NIST SP 800-12 Rev. 1’s discussion of the core security objectives in NIST SP 800-12 Rev.
1.

QUESTION NO: 8

An organization has recently experienced unauthorized device access to its network. To proactively manage the problem
and mitigate this risk, the BEST preventive control would be to:

A. keep an inventory of network and hardware addresses of all systems connected to the network.
B. install a stateful inspection firewall to prevent unauthorized network traffic.
C. implement network-level authentication and login to regulate access of devices to the network.

D. deploy an automated asset inventory discovery tool to identify devices that access the network.

ANSWER: C

Explanation:

Implementing network-level authentication and login to regulate access of devices to the network is the best preventive
control because it stops unauthorized endpoints from obtaining network access before they can communicate with internal
resources. In practice, this is commonly implemented through IEEE 802.1X port-based network access control, using a
device or user identity—such as a certificate or authenticated credentials—validated by an authentication service before a
switch port or wireless connection is authorized. This directly addresses the stated risk of unauthorized devices connecting
to the network. The organization can also apply Network Access Control policies to verify endpoint posture, such as whether
the device is organization-managed, has required security software, or meets patch requirements. Devices that cannot
authenticate or meet policy can be denied access or placed in an isolated remediation network. This is a preventive control
because the access decision occurs at the point of connection, rather than relying on later identification of an already
connected device. IEEE describes 802.1X as port-based network access control in its 802.1X standard overview. NIST also
discusses the use of network access control mechanisms and device authentication in its Zero Trust Architecture publication.

QUESTION NO: 9
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Which of the following is the MOST appropriate owner of a risk associated with disruption of a critical business process?
A. the business process owner.

B. the information security manager.

C. the internal audit manager.

D. the security administrator.

ANSWER: A

Explanation:

The business process owner is the most appropriate risk owner because the owner is accountable for achieving the process
objectives and is best positioned to understand the operational, financial, customer, and regulatory consequences of
disruption. The information security manager should assess and communicate the risk, recommend treatment options, and
monitor control effectiveness, but should not accept business risk on behalf of the process owner.

Clear risk ownership ensures that treatment, acceptance, transfer, or avoidance decisions are made by personnel with
appropriate business authority. NIST describes risk management as an organization-wide responsibility involving
accountable risk executives and system owners; see NIST SP 800-39.

QUESTION NO: 10

Which of the following is MOST likely to reduce the effectiveness of a signature-based intrusion detection system (IDS)?
A. The activities being monitored deviate from what is considered normal.

B. The information regarding monitored activities becomes stale.

C. The pattern of normal behavior changes quickly and dramatically.

D. The environment is complex.

ANSWER: B

Explanation:

The information regarding monitored activities becomes stale is correct because signature-based IDS technology identifies
threats by comparing observed events, packets, or system activity with a repository of known malicious patterns. Its
detection capability therefore depends on the relevance, accuracy, and timely maintenance of that signature information.
Threat actors continually introduce new malware families, exploit techniques, command-and-control indicators, and variants
that may not match older detection rules. If the information used to define known threats is outdated, the IDS can continue to
operate technically while failing to recognize attacks that emerged after its signatures were last updated. This directly
reduces the practical effectiveness of signature matching and increases the risk of false negatives.

Effective security operations require a controlled process for obtaining threat intelligence, validating and deploying updated
signatures, monitoring update status, and assessing whether detection content remains appropriate for the organization’s
current technologies and threat environment. CISA describes intrusion detection systems as tools that monitor network or
system activity for malicious activity or policy violations, while NIST guidance emphasizes the need to maintain and tune
intrusion detection and prevention capabilities. See CISA’s overview of intrusion detection systems and NIST SP 800-94:
Guide to Intrusion Detection and Prevention Systems.

QUESTION NO: 11

Which of the following areas is MOST susceptible to the introduction of security weaknesses?
A. Database management

B. Tape backup management
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C. Configuration management

D. Incident response management

ANSWER: C

Explanation:

Configuration management is correct because the security posture of technology is determined substantially by its
implemented settings and by how changes to those settings are controlled. Secure architecture and policy can be
undermined when a system, application, network device, cloud resource, or endpoint is deployed with insecure defaults,
excessive privileges, unnecessary services, weak access settings, or an unapproved rule change. Each routine change—
such as a patch, upgrade, emergency fix, infrastructure deployment, or application release—creates an opportunity for the
environment to deviate from its approved secure baseline.

Effective configuration management establishes and maintains those baselines, documents configuration items, evaluates
the security effect of proposed changes, authorizes changes, and verifies that production settings remain consistent with
requirements. This discipline also helps identify configuration drift: gradual, often undocumented divergence between an
approved secure state and the state actually operating in production. Because configuration settings affect virtually every
component of the enterprise environment and are modified frequently, configuration management is the area most
susceptible to the introduction of security weaknesses when governance and control are insufficient.

NIST describes security-focused configuration management and the need to manage baseline configurations in SP 800-128.
Related configuration-baseline controls appear in NIST SP 800-53, Configuration Management.

QUESTION NO: 12

It is important to develop an information security baseline because it helps to define:
A. critical information resources needing protection.

B. a security policy for the entire organization.

C. the minimum acceptable security to be implemented.

D. required physical and logical access controls.

ANSWER: C

Explanation:

The minimum acceptable security to be implemented is correct because an information security baseline establishes the
mandatory minimum set of safeguards that systems, applications, platforms, or environments must meet. It translates
organizational security requirements and risk decisions into a consistent, actionable security starting point. A baseline may
specify minimum expectations for areas such as secure configuration, identity and access management, patching,
vulnerability management, audit logging, encryption, backup, and incident-response capability. System owners can
implement additional safeguards when their risk profile, data sensitivity, regulatory obligations, or threat environment
requires them, but they should not operate below the approved baseline without an authorized, risk-based exception. This
common floor is essential to security governance because it promotes consistent protection across the enterprise, enables
more efficient assessment of control implementation, and provides a clear basis for monitoring compliance and addressing
gaps. NIST describes security control baselines as sets of controls tailored to low-, moderate-, or high-impact systems, with
tailoring used to address specific organizational conditions. Similarly, the NIST Cybersecurity Framework supports
establishing and communicating cybersecurity outcomes appropriate to organizational risk. See NIST SP 800-53 Rev. 5 and
the NIST Cybersecurity Framework.

QUESTION NO: 13

A mission-critical system has been identified as having an administrative system account with attributes that prevent locking
and change of privileges and name. Which would be the BEST approach to prevent successful brute forcing of the account?
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A. Prevent the system from being accessed remotely
B. Create a strong random password
C. Ask for a vendor patch

D. Track usage of the account by audit trails

ANSWER: B

Explanation:

Create a strong random password is the best immediate preventive measure because the account cannot be locked,
renamed, or have its privileges changed. A long, unique, randomly generated password substantially increases password
entropy and makes the number of guesses required for a successful brute-force attack computationally impractical. This
directly addresses the likelihood of credential guessing succeeding while preserving the account’s required administrative
function on a mission-critical system. The password should be generated and stored through an approved privileged-access
or password-management process, protected from disclosure, and changed according to organizational procedures,
particularly after suspected exposure. NIST’s digital identity guidance emphasizes selecting passwords that are difficult for
attackers to guess and screening chosen passwords against known compromised values; randomness and sufficient length
are central to resisting guessing attacks. In addition, ISACA’s security governance principles support applying a
compensating preventive control when a system’s built-in account-management protections cannot be modified. The control
is especially important for a non-lockable administrative account because ordinary lockout-based protections are
unavailable. See NIST SP 800-63B: Digital Identity Guidelines and ISACA: Privileged Access Management.

QUESTION NO: 14

Investment in security technology and processes should be based on:
A. clear alignment with the goals and objectives of the organization.
B. success cases that have been experienced in previous projects.
C. best business practices.

D. safeguards that are inherent in existing technology.

ANSWER: A

Explanation:

Investment in security technology and processes should be based on clear alignment with the goals and objectives of the
organization. In CISM’s governance-focused approach, information security is a business enabler rather than a stand-alone
technical function. Security leaders must therefore ensure that funding decisions support the organization’s strategy, critical
business services, regulatory obligations, and stated risk appetite. This alignment provides a defensible basis for selecting,
prioritizing, and measuring security initiatives: resources are directed to the controls and capabilities that protect the
information and processes most important to achieving business outcomes. It also enables meaningful communication with
executive management and the board, because proposed investments can be expressed in terms of business value, risk
treatment, resilience, and strategic objectives rather than technology features alone. A risk assessment and relevant
practices may inform the decision, but the governing basis for investment is its contribution to organizational objectives.
ISACA describes CISM as focused on information security governance, risk management, program development, and
incident management, all of which require business alignment. NIST similarly emphasizes that cybersecurity risk
management should be integrated into organizational governance and decision-making. See |ISACA CISM and NIST
Cybersecurity Framework.

QUESTION NO: 15

Which of the following is the BEST way to align security and business strategies?

A. Include security risk as part of corporate risk management.
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B. Develop a balanced scorecard for security.
C. Establish key performance indicators (KPIs) for business through security processes.

D. Integrate information security governance into corporate governance.

ANSWER: D

Explanation:

Integrate information security governance into corporate governance is the best approach because it places security
decision-making within the enterprise structures responsible for setting objectives, allocating resources, managing risk, and
monitoring organizational performance. This ensures that the security strategy is derived from business priorities and is
continually evaluated against the organization’s strategic goals, risk appetite, and stakeholder requirements. Board and
executive oversight establish accountability for security, while governance processes enable leaders to make informed
tradeoffs among risk, value, cost, and performance. As a result, security becomes an integrated business capability and
enabler rather than a separate technical function operating alongside the business. Effective integration also supports
consistent direction across enterprise risk management, policy, investment decisions, performance measures, and
assurance activities. ISACA’s COBIT framework describes governance as ensuring stakeholder needs are evaluated and
enterprise objectives are achieved through direction and monitoring, which provides the foundation for aligning security with
enterprise objectives. ISO/IEC 27014 likewise emphasizes the governing body’s role in directing and overseeing information
security in support of organizational goals. See ISACA COBIT resources and ISO/IEC 27014:2020.

QUESTION NO: 16

Which of the following information security metrics is the MOST difficult to quantify?
A. Cost of security incidents prevented

B. Percentage of controls mapped to industry frameworks

C. Extent of employee security awareness

D. Proportion of control costs to asset value

ANSWER: A

Explanation:

Cost of security incidents prevented is the most difficult metric to quantify because it depends on a counterfactual: estimating
the losses that would have occurred if a security control, program, or intervention had not been in place. The organization
cannot directly observe those avoided events or their eventual business impact. A defensible estimate therefore requires
assumptions about threat likelihood, attack success, scope, duration, response effectiveness, and the financial
consequences of a hypothetical incident. These assumptions may be informed by historical loss data, threat intelligence,
scenario analysis, and risk assessments, but the resulting figure remains an estimate rather than a directly measurable
outcome.

Meaningful security metrics should be tied to organizational objectives and risk decisions, with documented data sources,
calculation methods, assumptions, and limitations. For avoided-incident cost, this includes clearly defining the baseline risk
scenario and the loss model used to estimate potential impact. This transparency helps management use the metric
appropriately—for comparing investment alternatives or understanding risk reduction—without treating it as a precise
accounting value. NIST discusses measurement program design and the importance of defined measures and data
collection in NIST SP 800-55 Rev. 1; NIST’s cyber-risk guidance also describes estimating risk in terms of likelihood and
impact in NISTIR 8286.

QUESTION NO: 17

Which of the following is the BEST method to securely transfer a message?

A. Password-protected removable media
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B. Facsimile transmission in a secured room
C. Using public key infrastructure (PKI) encryption
D. Steganography

E. Steganography involves hiding a message in an image.

ANSWER: C

Explanation:

Using public key infrastructure (PKI) encryption is the best method because it provides strong cryptographic protection for a
message while it is transmitted over an untrusted network or stored for delivery. The sender encrypts the message with the
intended recipient’s public key. Because the corresponding private key is held only by that recipient, only the recipient can
decrypt and read the message, providing confidentiality. PKI can also support digital signatures: the sender signs using their
private key, and recipients validate the signature with the sender’s public key and a trusted certificate. This establishes
message integrity, authenticates the sender, and can provide nonrepudiation when key management and certificate controls
are properly implemented. These protections directly address the principal security requirements for secure message
transfer, rather than relying solely on physical handling or obscuring content. Effective PKI depends on trustworthy certificate
issuance, validation, revocation checking, and protection of private keys. NIST describes PKI as the framework for managing
public-key cryptography and digital certificates, including the trust services needed to use encryption and signatures
securely. See NIST Public Key Infrastructure and NIST SP 800-57 Part 1, Recommendation for Key Management.

QUESTION NO: 18

Which of the following is MOST important to ensuring an incident response team has the necessary authorization to perform
its role?

A. Legal counsel representation on the team
B. Approved job descriptions outlining member responsibilities
C. Senior management representation on the team

D. A charter endorsed by the security steering committee

ANSWER: D

Explanation:

A charter endorsed by the security steering committee is most important because it formally establishes the incident
response team’s mandate, scope, decision rights, and organizational authority. Incident handling can require consequential
actions, such as obtaining and preserving evidence, directing business units to provide information, disconnecting affected
assets, engaging external specialists, and communicating with relevant stakeholders. Those actions need governance-
backed authorization so that the team can act promptly and consistently within defined boundaries rather than seeking ad
hoc permission during a time-critical event.

A security steering committee provides the appropriate cross-functional governance endorsement for this mandate. Its
approval demonstrates that the organization recognizes the team’s authority and that the team’s responsibilities align with
security strategy, risk appetite, applicable policies, and business priorities. The charter should also identify escalation paths,
reporting relationships, roles, and coordination requirements, helping ensure that authorization remains clear before an
incident occurs. NIST’s incident-response guidance emphasizes establishing incident response policy, management
commitment, roles, and authority as foundational program elements. See NIST SP 800-61 Rev. 3 and ISACA’s guidance on
creating an effective incident response plan.

QUESTION NO: 19

Security awareness training is MOST likely to lead to which of the following?
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A. Decrease in intrusion incidents
B. Increase in reported incidents
C. Decrease in security policy changes

D. Increase in access rule violations

ANSWER: B

Explanation:

Increase in reported incidents is the most likely observable result of an effective security awareness training program.
Training equips personnel to recognize suspicious events, such as phishing messages, social-engineering attempts,
potential malware activity, improper data handling, or anomalous system behavior. It also teaches them the appropriate
reporting channels and reinforces that prompt reporting is an expected part of everyone’s security responsibility.

Consequently, the organization may initially see more reports submitted to the service desk, security operations team, or
designated incident-reporting mechanism. This does not necessarily mean that the underlying number of security events has
increased. Rather, it often reflects better detection by users, stronger security-minded behavior, and improved willingness to
escalate concerns before they become more serious. These reports provide valuable input for triage, incident response,
trend analysis, and continual improvement of security controls.

NIST guidance identifies awareness and training as essential to helping users recognize security concerns and understand
their responsibilities for reporting them. CISA likewise emphasizes that awareness training helps personnel identify and
report phishing and other cyber threats. See NIST SP 800-50 and CISA Phishing Guidance.

QUESTION NO: 20

An organization has purchased a security information and event management (SIEM) tool. Which of the following is MOST
important to consider before implementation?

A. Reporting capabilities
B. The contract with the SIEM vendor
C. Controls to be monitored

D. Available technical support

ANSWER: C

Explanation:

Controls to be monitored is the most important consideration before implementing a SIEM because implementation must
be driven by the organization’s risk profile, security objectives, and monitoring requirements. Identifying the controls that
need oversight establishes the SIEM use cases: for example, detecting inappropriate privileged access, monitoring
authentication failures, identifying changes to critical configurations, or alerting on malware-related activity. Those use cases
determine which systems and applications must provide logs, the event fields that must be retained, the correlation and
alerting logic to configure, and the reporting needed by management and control owners.

This approach ensures that the SIEM is deployed as a meaningful security-monitoring capability rather than merely a log
collection platform. It also supports appropriate prioritization of onboarding activities and tuning, so the organization can
focus operational resources on events that indicate relevant control failures or elevated risk. NIST log-management guidance
emphasizes defining log-management requirements and using logs to support security monitoring, incident response, and
operational needs. ISACA’s security governance principles likewise require security capabilities to align with business needs
and risk-based objectives. See NIST SP 800-92: Guide to Computer Security Log Management and ISACA: Security
Governance and the Role of the Information Security Manager.

QUESTION NO: 21
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Which of the following is the MOST important function of an information security steering committee?
A. Approving security awareness content prior to publication

B. Defining the objectives of the information security framework

C. Evaluating the effectiveness of information security controls on a periodic basis

D. Conducting regular independent reviews of the state of security in the business

ANSWER: B

Explanation:

Defining the objectives of the information security framework is the most important function because an information security
steering committee operates primarily as a governance and strategic oversight body. Its members represent key business
and technology stakeholders and establish the direction, priorities, authority and business alignment needed for an effective
security program. By defining framework objectives, the committee ensures that security activities address enterprise risk,
regulatory obligations, critical business processes and organizational goals. These objectives provide the basis for security
strategy, policies, investment priorities, performance measures and management reporting. Clear objectives also enable
accountable security leadership to translate governance direction into an actionable program, including appropriate controls,
awareness initiatives, monitoring and assurance activities. This role is consistent with ISACA’s emphasis in CISM on aligning
information security governance and strategy with enterprise objectives, managing risk, and obtaining executive support for
the information security program. A steering committee’s greatest value is therefore setting and sustaining this business-
driven direction rather than performing operational security work. See ISACA’s CISM certification resources and its COBIT
governance resources for the relationship between governance objectives, stakeholder needs and enterprise-aligned
security management.

QUESTION NO: 22

When application-level security controlled by business process owners is found to be poorly managed, which of the following
could BEST improve current practices?

A. Centralizing security management
B. Implementing sanctions for noncompliance
C. Policy enforcement by IT management

D. Periodic compliance reviews

ANSWER: D

Explanation:

Periodic compliance reviews are the best way to improve application-level security practices that remain under the control of
business process owners. Business owners are accountable for ensuring that application access, segregation of duties, data
handling, and other controls support the business process and its risk requirements. A recurring review provides an
independent, structured mechanism to assess whether these responsibilities are being performed consistently, whether
control activities operate as intended, and whether identified gaps are tracked through remediation. Review results also give
management meaningful evidence to prioritize corrective actions, assign accountable owners, establish target dates, and
monitor progress over time. This preserves appropriate business ownership of application controls while adding oversight
and assurance where management practices have become weak. The review scope should be risk-based, with greater
attention given to applications processing sensitive, regulated, or financially material information. This approach aligns with
ISACA’s emphasis on governance, performance monitoring, and assurance, and with NIST guidance that organizations
continuously assess controls and remediate deficiencies. See ISACA CISM resources and NIST SP 800-53 Rev. 5.

QUESTION NO: 23

Which of the following will ensure confidentiality of content when accessing an email system over the Internet?
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A. Digital encryption
B. Data masking
C. Digital signatures

D. Multifactor authentication (MFA)

ANSWER: A

Explanation:

Digital encryption ensures confidentiality by transforming email content into an unreadable form that can be deciphered only
by an authorized party with the appropriate cryptographic key. When users access an email system over the Internet,
transport encryption such as TLS protects the communications channel between the user’'s email client or browser and the
email service. This prevents network observers from reading message content while it is transmitted across untrusted
networks. Depending on the confidentiality requirement, email-specific encryption mechanisms, such as S/IMIME, can also
encrypt the message itself so that its content remains protected beyond a single transport connection. This directly supports
the security objective of confidentiality: preventing unauthorized disclosure of information. ISACA’s security-management
perspective requires security controls to be selected according to the information risk being addressed; for exposure of email
content in transit, cryptographic protection is the appropriate control. TLS is designed to provide privacy for communications
over a network, while S/MIME provides cryptographic protection for email messages. See the TLS 1.3 specification and the
S/MIME 4.0 specification.

QUESTION NO: 24

Which of the following is the MAIN reason for performing risk assessment on a continuous basis'?
A. Justification of the security budget must be continually made.

B. New vulnerabilities are discovered every day.

C. The risk environment is constantly changing.

D. Management needs to be continually informed about emerging risks.

ANSWER: C

Explanation:

The risk environment is constantly changing. Continuous risk assessment is necessary because risk is dynamic: changes in
business objectives, processes, technology architecture, data flows, third-party dependencies, legal requirements, threat
actors, and existing control effectiveness can all alter the organization’s risk profile. A risk assessment represents conditions
at a point in time; therefore, its results can become outdated when material internal or external changes occur. Ongoing
assessment enables management to identify changed risk scenarios, reassess likelihood and business impact, determine
whether risk remains within appetite and tolerance, and make timely risk-treatment decisions. This supports a risk-based
security program that remains aligned with enterprise objectives rather than relying on a periodic assessment that may no
longer reflect current exposure. NIST describes risk management as a continuous process that incorporates monitoring and
reassessment as information systems, threats, vulnerabilities, and organizational conditions evolve. ISACA’s Risk IT
guidance likewise emphasizes maintaining awareness of changing risk conditions so that risk-related decisions remain
relevant and effective. See NIST SP 800-37 Rev. 2, Risk Management Framework and ISACA Risk IT resources.

QUESTION NO: 25

Which of the following is the MOST effective method to help ensure information security incidents are reported?
A. Providing information security awareness training to employees

B. Integrating information security language in conditions of employment

C. Integrating information security language in corporate compliance rules
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D. Implementing an incident management system

ANSWER: A

Explanation:

Providing information security awareness training to employees is the most effective method because employees,
contractors, and other users are frequently the first people to observe potential incidents. Effective training enables them to
recognize reportable conditions, such as suspected phishing, malware symptoms, unauthorized access, data exposure, lost
devices, or unusual system behavior. It also establishes a clear understanding of individual reporting responsibilities and
gives users practical reporting instructions, including the appropriate contact point, reporting channel, and urgency
expectations. This directly addresses the human decision point that occurs before an incident can enter a formal response
process.

For reporting to be timely and useful, awareness must be recurring and role-appropriate rather than limited to a one-time
policy acknowledgement. Training should reinforce that users should report suspected events promptly, even when they are
uncertain whether an event is a confirmed security incident. This improves early detection, escalation, containment, evidence
preservation, and overall incident-response effectiveness. NIST describes the importance of users reporting suspected
incidents and recognizes awareness training as part of incident-handling preparation in NIST SP 800-61 Revision 2. NIST’s
current incident-response guidance also emphasizes organizational preparation and communication in NIST SP 800-61
Revision 3.

QUESTION NO: 26

An information security manager has determined that the mean time to prioritize information security incidents has increased
to an unacceptable level. Which of the following processes would BEST enable the information security manager to address
this concern?

A. Incident classification
B. Vulnerability assessment
C. Incident response

D. Forensic analysis

ANSWER: A

Explanation:

Incident classification is the best process to address an unacceptable increase in the mean time to prioritize information
security incidents. Classification establishes a consistent, predefined method for evaluating reported events and incidents
according to criteria such as business impact, affected assets or services, information sensitivity, scope, likelihood of
escalation, and legal or regulatory implications. By applying these criteria through documented severity categories and
escalation thresholds, incident handlers can rapidly and consistently assign an appropriate priority rather than repeatedly
making ad hoc judgments. This directly improves the timeliness and reliability of prioritization decisions, enabling urgent
incidents to receive attention first and ensuring that response resources are allocated in accordance with business risk.
Effective classification is also supported by incident-management procedures, playbooks, and clear ownership for triage
decisions, all of which reduce delays at the intake and assessment stage. NIST’s incident-handling guidance identifies
analysis and prioritization as essential elements of incident handling and emphasizes assessing impact and prioritizing
handling activities based on the incident’s characteristics. ISACA likewise identifies incident classification as a core capability
for structured incident management. See NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide and ISACA:
Incident Response—A Practical Approach.

QUESTION NO: 27

In the event that a password policy cannot be implemented for a legacy application, which of the following is the BEST
course of action?

A. Update the application security policy.
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B. Implement compensating control.
C. Submit a waiver for the legacy application.

D. Perform an application security assessment.

ANSWER: B

Explanation:

Implement compensating control. is the best course of action because the organization must continue to manage the
security risk created when a legacy application cannot technically enforce the enterprise password policy. A compensating
control is an alternative safeguard that reduces risk to an acceptable level while preserving the required security objective as
closely as practical. The control should be selected based on the application’s risk, its data sensitivity, its exposure, and the
feasibility of available safeguards. Examples include limiting access to a managed jump host, enforcing multifactor
authentication through an access gateway or single sign-on service, restricting network access, tightly controlling privileged
accounts, and implementing enhanced logging and monitoring. The risk owner should formally document the exception, the
compensating safeguards, residual risk, responsible parties, and review date within the organization’s risk-management
process. This approach aligns with security governance because it addresses the control deficiency without lowering the
organization-wide password standard simply to accommodate a legacy system. NIST guidance recognizes the use of
common and alternative control implementations as part of managing system risk, and requires risk responses to be
selected, implemented, and monitored throughout the system life cycle. See NIST SP 800-53 Rev. 5 and NIST SP 800-37
Rev. 2.

QUESTION NO: 28

Documented standards/procedures for the use of cryptography across the enterprise should PRIMARILY:
A. define the circumstances where cryptography should be used.

B. define cryptographic algorithms and key lengths.

C. describe handling procedures of cryptographic keys.

D. establish the use of cryptographic solutions.

ANSWER: A

Explanation:

define the circumstances where cryptography should be used. is correct because enterprise cryptography governance
must first translate risk, data-classification, legal, contractual, and business requirements into clear rules for when
cryptographic protection is mandatory. These rules should address relevant situations such as sensitive data in transit, data
stored on endpoints or servers, backups, removable media, and information shared with external parties. Defining these
circumstances creates a consistent, risk-based enterprise baseline and allows system owners and operational teams to
determine whether cryptographic protection is required for a particular asset, process, or data flow.

Once the required use cases are established, supporting standards and procedures can implement that direction
consistently through approved technical configurations and operational practices. This structure reflects the governance
principle that security controls should be selected and applied in response to defined protection requirements rather than
deployed without a clear business or risk context. NIST describes cryptographic mechanisms as protections selected to meet
security requirements and emphasizes the role of key management in sustaining those protections. See NIST SP 800-175B,
Guideline for Using Cryptographic Standards and NIST SP 800-57 Part 1, Recommendation for Key Management.

QUESTION NO: 29
What is the BEST technique to determine which security controls to implement with a limited budget?

A. Risk analysis
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B. Annualized loss expectancy (ALE) calculations
C. Cost-benefit analysis

D. Impact analysis

ANSWER: C

Explanation:

Cost-benefit analysis is the best technique because it supports a defensible investment decision when available security
funding is constrained. It evaluates a proposed control’s total expected cost—including acquisition, implementation,
operation, maintenance, and residual impacts—against the value of the risk reduction it is expected to deliver. This enables
management to prioritize safeguards that reduce exposure most effectively for the resources consumed, rather than simply
selecting controls associated with the largest individual risks or losses.

In practice, the analysis should use risk information such as likelihood, business impact, asset criticality, and expected loss
to estimate the benefit side of the decision. It should also account for both quantitative and qualitative benefits, including
regulatory obligations, customer trust, resilience, and protection of critical business objectives where precise financial values
are unavailable. The resulting comparison gives senior management a clear basis for choosing a portfolio of controls that fits
the budget and aligns with organizational risk appetite. This reflects risk-based governance: security investments should be
proportionate to business risk and demonstrably support enterprise objectives. NIST’s risk-assessment guidance provides
the inputs needed to assess risk, while COBIT emphasizes optimizing risk and resources in governance decisions. See NIST
SP 800-30 Rev. 1 and ISACA COBIT resources.

QUESTION NO: 30

After assessing risk, the decision to treat the risk should be based PRIMARILY on:
A. availability of financial resources.

B. whether the level of risk exceeds risk appetite.

C. whether the level of risk exceeds inherent risk.

D. the criticality of the risk.

ANSWER: B

Explanation:

The decision to treat a risk should be based primarily on whether the assessed level of risk exceeds the organization’s risk
appetite. Risk appetite is the amount and type of risk that an organization is willing to accept in pursuit of its objectives.
Management and the board establish this direction so that risk decisions are aligned with business priorities, stakeholder
expectations, and governance requirements. Following the risk assessment, the risk manager compares the evaluated risk
level—normally the residual risk after considering existing controls—with applicable appetite and tolerance thresholds. When
the risk is outside those boundaries, management should select and authorize an appropriate treatment response, such as
reducing the risk through controls, avoiding the associated activity, transferring or sharing exposure, or formally accepting
the risk when authorized under the organization’s governance process. This approach ensures treatment decisions are
driven first by the organization’s defined willingness to accept exposure, rather than by implementation constraints. Financial
resources and risk criticality can inform the selection, sequencing, and design of the chosen treatment, but the fundamental
trigger for treatment is that the exposure is not within approved appetite or tolerance. ISACA defines risk appetite as the
amount of risk an entity is prepared to accept, while NIST describes appetite and tolerance as key mechanisms for
communicating risk-management boundaries. See the ISACA Glossary and NIST guidance on risk appetite and risk
tolerance.

QUESTION NO: 31

Which of the following is MOST important to ensure when considering exceptions to an information security policy?
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A. Exceptions reflect the organizational risk appetite.
B. Exceptions undergo regular review.
C. Exceptions are based on data classification.

D. Exceptions are approved by executive management.

ANSWER: A

Explanation:

Exceptions reflect the organizational risk appetite. A policy exception permits a temporary or specific departure from an
established security requirement and therefore creates residual risk that would not otherwise exist. The fundamental
consideration is whether the accountable risk owner and the organization are willing and authorized to accept that residual
risk within established risk appetite and risk tolerance. This alignment ensures that exceptions support business needs
without silently changing the organization’s intended risk posture. It also provides the basis for determining the appropriate
compensating controls, duration, monitoring, documentation, and escalation path. Where an exception would exceed
approved risk appetite or delegated risk authority, it requires escalation to the appropriate governance body for a risk
decision rather than routine exception handling. A sound exception-management process should record the business
justification, affected assets and services, risk assessment, control alternatives, owner, expiration date, and approval;
however, these process elements are meaningful because they enable an informed decision about risk acceptance. ISACA
describes policy exceptions as requiring a structured process that evaluates and manages the associated risk. NIST similarly
frames risk decisions within enterprise risk management and organizational risk tolerance. See ISACA, Managing
Information Security Policy Exceptions and NIST SP 800-37 Rev. 2.

QUESTION NO: 32

Which of the following should be the FIRST step to ensure system updates are applied in a timely manner?
A. Run a patch management scan to discover which patches are missing from each machine.

B. Create a regression test plan to ensure business operation is not interrupted.

C. Cross-reference all missing patches to establish the date each patch was introduced.

D. Establish a risk-based assessment process for prioritizing patch implementation.

ANSWER: D

Explanation:

Establishing a risk-based assessment process for prioritizing patch implementation is the first step because “timely” patching
must be defined and governed according to business and security risk, not merely according to the presence or age of an
update. The process should establish criteria for assessing the criticality of affected assets, exploitability and severity of
vulnerabilities, exposure, compensating controls, and operational impact. These criteria allow the organization to assign
remediation priorities and target timeframes, such as accelerated treatment for actively exploited vulnerabilities on internet-
facing critical systems. This provides the decision framework needed to allocate limited technical resources, approve
exceptions, and measure whether updates are being applied within risk-appropriate deadlines. It also supports consistent
accountability across infrastructure, application, and business owners. Scanning, testing, and deployment activities are then
performed within that established prioritization framework. NIST’s enterprise patch-management guidance emphasizes using
organizational risk management to determine patch prioritization and implementation decisions; see NIST SP 800-40 Rev. 4.
CISA similarly recommends prioritizing remediation based on risk, including known exploitation and asset criticality; see
CISA Known Exploited Vulnerabilities Catalog.

QUESTION NO: 33

When granting a vendor remote access to a system, which of the following is the MOST important consideration?

A. Session monitoring
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B. Hard drive encryption
C. Multi-factor authentication

D. Password hashing

ANSWER: C

Explanation:

Multi-factor authentication is the most important consideration because vendor remote access extends a pathway into
organizational systems beyond employees and internally managed identities. Before any remote session can be monitored
or restricted, the organization must establish high confidence that the person initiating the connection is the authorized
vendor user. Multi-factor authentication reduces the likelihood that a stolen, guessed, reused, or phished password alone
can be used to obtain access. This is especially significant for vendor accounts because their credentials may be
administered outside the organization and may provide access to sensitive systems for support, maintenance, or
troubleshooting.

Effective vendor remote-access governance should require strong authentication as a baseline and then apply access
authorization, least privilege, time restrictions, logging, monitoring, and periodic access review around it. In practical terms,
multi-factor authentication ensures that remote access is tied to a verified identity before a session is established, providing
the essential first layer of protection against unauthorized third-party entry. NIST identifies multi-factor authentication as an
important control for remote access in its Guide to Enterprise Telework, Remote Access, and BYOD Security. Additional
identity and authenticator requirements are described in NIST Special Publication 800-63B.

QUESTION NO: 34

Which of the following is MOST important when carrying out a forensic examination of a laptop to determine an employee's
involvement in a fraud?

A. The employee's network access should be suspended.
B. The laptop should not be removed from the company premises.
C. An HR representative should be present during the laptop examination.

D. The investigation should be conducted on an image of the original disk drive.

ANSWER: D

Explanation:

The investigation should be conducted on an image of the original disk drive. This is most important because forensic work
must preserve the original evidence’s integrity while enabling an examiner to conduct a thorough, repeatable analysis. A
properly acquired forensic image is a bit-for-bit copy of the storage media and should be cryptographically hashed at
acquisition and verification stages. Matching hash values demonstrate that the working copy remains an exact
representation of the acquired evidence and has not been altered during handling or analysis.

Using the forensic image as the examination target protects the original laptop drive from changes that can occur merely by
accessing files or operating the system. It also supports sound evidence handling and reproducibility: another qualified
examiner can analyze the same preserved image, validate the findings, and independently reach supportable conclusions.
These controls are particularly important where suspected fraud may lead to disciplinary, civil, or criminal proceedings,
because the organization must be able to demonstrate reliable acquisition, preservation, and analysis of digital evidence.
NIST guidance identifies forensic data preservation, collection, examination, analysis, and reporting as core activities and
emphasizes maintaining the integrity of collected evidence. See NIST SP 800-86 and the NIST Computer Forensics Tool
Testing Program.

QUESTION NO: 35

One way to determine control effectiveness is by determining:
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A. whether it is preventive, detective or compensatory.
B. the capability of providing notification of failure.
C. the test results of intended objectives.

D. the evaluation and analysis of reliability.

ANSWER: C

Explanation:

The test results of intended objectives are the appropriate basis for determining control effectiveness because effectiveness
concerns whether a control achieves its specified purpose in operation. A control should have clearly defined objectives tied
to the relevant risk, policy requirement, process outcome, or security requirement. Testing then produces evidence about
whether the control was implemented as intended, operates consistently, and delivers the required result. Comparing the
observed test results with the intended objectives enables management or assurance personnel to identify whether the
control is adequately reducing risk and meeting its defined performance criteria. This approach supports evidence-based
assurance rather than relying on a control’s label or design description alone. In a CISM context, control assessment should
establish whether controls support business objectives and manage risk within the organization’s accepted tolerance.
ISACA’s COBIT guidance emphasizes performance management and monitoring against defined goals, while NIST control-
assessment guidance similarly calls for assessing implemented controls to determine the extent to which they meet specified
control objectives and requirements. See ISACA COBIT resources and NIST SP 800-53A Rev. 5.

QUESTION NO: 36

Which of the following is the BEST reason to initiate a reassessment of current risk?
A. Follow-up to an audit report

B. A recent security incident

C. Certification requirements

D. Changes to security personnel

ANSWER: B

Explanation:

A recent security incident is the best reason to reassess current risk because it supplies direct, organization-specific
evidence that the assumptions underlying the existing risk assessment may no longer be valid. The incident may reveal a
new threat method, an unrecognized vulnerability, an affected asset or dependency that was not fully understood, or a
control that did not prevent or detect the event as expected. These facts can change both the estimated likelihood of
recurrence and the potential business impact, requiring risk owners and management to reconsider risk ratings and
treatment priorities.

Reassessment after an incident should use lessons learned from investigation and response, including the attack path,
scope of compromise, effectiveness of preventive and detective controls, response performance, and any legal, regulatory,
customer, or operational consequences. This turns incident evidence into updated risk information and supports decisions
about remediation, control improvements, accepted residual risk, and management reporting. Continuous monitoring and
reassessment when meaningful conditions change are core risk-management practices. NIST describes risk assessment as
informing risk management decisions through analysis of threats, vulnerabilities, likelihood, and impact in SP 800-30 Rev. 1.
ISACA also emphasizes that risk assessment is an ongoing activity that must reflect changes in the enterprise and its
environment: Risk Assessment and Analysis.

QUESTION NO: 37

Which of the following should an information security manager establish FIRST to ensure security-related activities are
adequately monitored?
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A. Internal reporting channels
B. Accountability for security functions
C. Scheduled security assessments

D. Regular reviews of computer system logs

ANSWER: B

Explanation:

Accountability for security functions should be established first because effective monitoring is fundamentally a governance
responsibility, not merely a technical activity. Clear accountability assigns ownership for defining monitoring requirements,
ensuring that monitoring is performed at the required frequency, receiving and evaluating results, escalating significant
events, and tracking remediation to closure. This ownership provides the authority and consistency needed to make security
monitoring sustainable across systems, teams, and third-party services.

An information security manager should ensure that roles, responsibilities, reporting relationships, and decision rights are
understood by the people responsible for security oversight. Once accountable owners are identified, they can implement
and operate the appropriate monitoring practices, including reporting processes, assessments, and log-review procedures, in
alignment with organizational risk appetite and business objectives. Accountability also enables meaningful management
oversight: exceptions can be assigned, performance can be measured, and unresolved risks can be escalated to the
appropriate level of management.

This reflects the governance emphasis of the NIST Cybersecurity Framework, which identifies organizational roles,
responsibilities, and oversight as foundations for managing cybersecurity risk. See the NIST Cybersecurity Framework and
ISACA’s guidance on information security governance.

QUESTION NO: 38

An organization is considering the adoption of cloud service providers for its expanding global business operations. Which of
the following is MOST important for the information security manager to review with regard to data protection?

A. Data privacy policy
B. Security policy and standards
C. Organizational requirements

D. Local laws and regulations

ANSWER: D

Explanation:

Local laws and regulations are the most important consideration because a global cloud deployment can place, process,
replicate, back up, or allow remote access to information across multiple jurisdictions. Applicable privacy, data-protection,
data-residency, records-retention, government-access, and cross-border-transfer requirements establish nonnegotiable
boundaries for the organization and its cloud providers. The information security manager needs to identify these obligations
before selecting providers, cloud regions, or contractual protections, since they directly affect where personal and regulated
data may reside and which safeguards, notification processes, and processor commitments are required. For example, the
GDPR restricts transfers of personal data outside the European Economic Area unless an approved transfer mechanism or
other legal basis applies. Legal requirements also determine the due-diligence questions that must be asked of a provider,
including its subprocessor locations, incident-support capabilities, audit evidence, and ability to honor data-subject or
regulatory requirements. Once the organization understands the laws that apply to its data, customers, and operating
locations, it can translate them into appropriate privacy policies, security standards, risk treatment plans, and cloud contract
clauses. This legal and regulatory review therefore provides the foundation for defensible data-protection governance in a
multinational cloud environment. See the European Commission guidance on international data transfers and the NIST
Privacy Framework.
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QUESTION NO: 39

Which of the following is the PRIMARY objective of reporting security metrics to stakeholders?
A. To identify key controls within the organization

B. To provide support for security audit activities

C. To communicate the effectiveness of the security program

D. To demonstrate alignment to the business strategy

ANSWER: C

Explanation:

To communicate the effectiveness of the security program is the primary objective because security metrics translate
operational and risk information into decision-useful insight for executives, the board, business leaders, and other
stakeholders. Effective reporting shows whether security objectives are being achieved, whether controls and risk treatments
are producing the intended outcomes, and where management attention, resources, or risk decisions may be needed.
Metrics should be meaningful in a business context: for example, they may show trends in material risk exposure, control
performance, incident response outcomes, vulnerability remediation, or progress toward approved security objectives. This
enables informed governance and oversight of the security program rather than merely presenting technical activity counts.
ISACA’s CISM framework emphasizes that information security governance requires performance measurement and
reporting so that management can monitor whether the security program supports organizational objectives and manages
risk appropriately. Similarly, the NIST Cybersecurity Framework describes measurement as a means to evaluate
cybersecurity outcomes and communicate performance to relevant stakeholders. A well-designed metric report is therefore
concise, audience-appropriate, tied to agreed objectives, and sufficiently actionable to support prioritization and continual
improvement. See ISACA CISM and NIST Cybersecurity Framework.

QUESTION NO: 40

Which of the following should provide the PRIMARY justification to approve the implementation of a disaster recovery (DR)
site on the recommendation of an external audit report?

A. Cost-benefit analysis
B. Recovery time objectives (RTOs)
C. Security controls at the DR site

D. Regulatory requirements

ANSWER: A

Explanation:

Cost-benefit analysis is the primary justification because approval of a disaster recovery site is a business investment
decision. An external audit recommendation identifies a condition that management should evaluate, but the decision to fund
and implement a recovery capability should be based on whether its expected reduction in business risk and disruption
losses justifies its acquisition, implementation, testing, and ongoing operating costs. The analysis should use business-
impact information to quantify or qualify the consequences of service interruption, including lost revenue, operational delays,
contractual exposure, customer impact, and reputational harm. It should also account for the residual risk that remains if the
organization does not implement the site or selects a less costly recovery strategy. This gives senior management a
defensible basis for accepting, mitigating, transferring, or avoiding the identified risk in line with risk appetite. Recovery
requirements and compliance obligations can be important inputs to the analysis, but the business case connecting cost to
risk reduction supports the approval decision. ISACA emphasizes that business impact analysis helps organizations
understand disruption impacts and establish continuity requirements; US government continuity guidance likewise frames
continuity implementation as a risk-based business process. See ISACA Journal: Business Impact Analysis and Ready.gov
Business Continuity.
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QUESTION NO: 41

An information security manager determines the organization's critical systems may be vulnerable to a new zero-day attack.
The FIRST course of action is to:

A. advise management of risk and remediation cost.
B. analyze the probability of compromise.
C. survey peer organizations to see how they have addressed the issue.

D. re-assess the firewall configuration.

ANSWER: B

Explanation:

analyze the probability of compromise. is the appropriate first action because the statement that critical systems may be
vulnerable does not yet establish the organization’s actual exposure, exploitability, or likelihood of successful attack. A zero-
day vulnerability can require urgent attention, but the security manager must quickly assess whether affected systems are
present, whether they are reachable by likely threat paths, whether exploitation is active or feasible in the organization’s
environment, and whether existing safeguards reduce the likelihood of compromise. This focused assessment establishes
the risk context needed to make a proportionate, defensible decision.

The analysis should incorporate asset criticality, internet exposure, affected versions and configurations, available threat
intelligence, attack paths, and compensating controls such as segmentation, endpoint detection and response, privileged-
access restrictions, and monitoring. Its purpose is not to delay response; rather, it enables rapid prioritization of emergency
containment, heightened monitoring, temporary mitigations, or escalation based on credible organizational risk. NIST’s
vulnerability-management guidance emphasizes assessing and prioritizing vulnerabilities according to risk and
organizational context, while CISA recommends evaluating exposure and applying mitigations when zero-day threats
emerge. See NIST SP 800-40 Rev. 4 and CISA Zero-Day Exploits.

QUESTION NO: 42

Which of the following is MOST helpful for protecting an enterprise from advanced persistent threats (APTs)?
A. Defined security standards

B. Updated security policies

C. Threat intelligence

D. Regular antivirus updates

ANSWER: C

Explanation:

Threat intelligence is most helpful because it provides timely, actionable knowledge about active and emerging adversaries,
including their motives, targeting patterns, infrastructure, malware, and tactics, techniques, and procedures. Advanced
persistent threats are typically deliberate, well-resourced campaigns that adapt their methods and may remain undetected
for extended periods. Intelligence enables the enterprise to move beyond general defensive measures by focusing
monitoring, threat hunting, detection engineering, and incident-response activities on threats that are relevant to its
environment and risk profile.

For example, intelligence concerning malicious domains, command-and-control infrastructure, credential-access behaviors,
or techniques used against a particular industry can be incorporated into security monitoring and investigation processes.
Context is particularly valuable: it helps security teams determine which events warrant priority and which defensive controls
should be strengthened. This supports earlier identification and containment of adversary activity, reducing the likelihood and
impact of a successful intrusion. CISA describes cyber threat intelligence as information that can be used to identify, assess,
monitor, and respond to cyber threats. The MITRE ATT&CK knowledge base also provides a structured, widely used source
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for understanding adversary behaviors and improving detection coverage. See CISA Threat Intelligence and MITRE
ATT&CK.

QUESTION NO: 43

An information security manager has been made aware that some employees are discussing confidential corporate business
on social media sites.

Which of the following is the BEST response to this situation?

A. Communicate social media usage requirements and monitor compliance.
B. Block workplace access to social media sites and monitor employee usage.
C. Train employees how to set up privacy rules on social media sites.

D. Scan social media sites for company-related information.

ANSWER: A

Explanation:

Communicate social media usage requirements and monitor compliance is the best response because it addresses the
underlying governance and people issue: employees need clear, approved direction about what information is confidential,
what kinds of social-media activity are acceptable, how potential disclosures should be reported, and the consequences of
noncompliance. The security manager should ensure that these requirements are incorporated into the organization’s
information security policy and supported by targeted awareness communications or training. Requirements should be
understandable and practical, including examples of information that must not be disclosed and escalation paths for
questions or suspected incidents.

Monitoring compliance provides assurance that the policy is operating as intended and identifies whether additional
awareness, management intervention, or corrective action is needed. This creates a repeatable preventive control supported
by an appropriate oversight mechanism, rather than merely responding to individual disclosures. It also enables the
organization to demonstrate due diligence in protecting confidential information. NIST’'s awareness and training guidance
emphasizes establishing and maintaining an effective security awareness and training program aligned with organizational
needs: NIST SP 800-50. The NIST Cybersecurity Framework also identifies policy, roles, oversight, and organizational risk
management as essential governance outcomes: NIST Cybersecurity Framework.

QUESTION NO: 44

A risk was identified during a risk assessment. The business process owner has chosen to accept the risk because the cost
of remediation is greater than the projected cost of a worst-case scenario. What should be the information security
manager's NEXT course of action?

A. Determine a lower-cost approach to remediation.

B. Document and schedule a date to revisit the issue.

C. Shut down the business application.

D. Document and escalate to senior management.

ANSWER: D

Explanation:

Document and escalate to senior management is the appropriate next action because risk acceptance is a business decision
that must be governed, transparent, and made at the appropriate level of authority. The process owner has compared
remediation cost with the estimated loss exposure and determined that accepting the risk is economically justified. Before
that decision is treated as final, the information security manager should ensure the risk record captures the affected
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process, risk scenario, likelihood and impact assessment, rationale for acceptance, residual exposure, assumptions, risk
owner, and any required monitoring or review conditions.

Escalation provides accountable management oversight and confirms that the acceptance is within delegated authority and
the organization’s approved risk appetite and tolerance. It also ensures senior management has visibility of material residual
risks that may affect enterprise objectives, regulatory obligations, customers, or other stakeholders. Formal approval and
documentation establish clear accountability and support later monitoring, reporting, and reassessment if business
conditions or the threat landscape changes. This approach reflects governance practices in which management evaluates
and directs risk decisions while maintaining evidence that risk responses were authorized. See ISACA COBIT resources and
NIST’s enterprise risk management guidance.

QUESTION NO: 45

Investments in information security technologies should be based on:
A. vulnerability assessments.

B. value analysis.

C. business climate.

D. audit recommendations.

ANSWER: B

Explanation:

Value analysis is the appropriate basis for investments in information security technologies because security governance
requires decisions to be made in business terms. A value analysis supports a documented business case that evaluates
expected benefits, costs, risk reduction, resource requirements, and alignment with enterprise objectives. This enables
management to prioritize investments that address relevant risk while delivering the greatest practical value to the
organization.

In a CISM context, security managers are expected to ensure that the information security program supports business goals
and that resources are used effectively. The decision is therefore not merely a technical determination; it is a governance
and risk-management decision. Value analysis provides a structured means to connect a proposed technology investment
with the organization’s risk appetite, strategic priorities, and measurable outcomes. It also facilitates informed approval,
accountability, and subsequent review of whether the anticipated benefits were achieved.

This approach is consistent with COBIT’s emphasis on benefits realization, risk optimization, and resource optimization, as
well as NIST’s risk-management guidance that decisions consider organizational context and the impact of risk. See ISACA
COBIT resources and NIST SP 800-30 Rev. 1.

QUESTION NO: 46

A business previously accepted the risk associated with a zero-day vulnerability. The same vulnerability was recently
exploited in a high-profile attack on another organization in the same industry. Which of the following should be the
information security manager's FIRST course of action?

A. Reassess the risk in terms of likelihood and impact

B. Develop best and worst case scenarios

C. Report the breach of the other organization to senior management

D. Evaluate the cost of remediating the vulnerability

ANSWER: A

Explanation:
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Reassess the risk in terms of likelihood and impact is the appropriate first action because risk acceptance is a business
decision made using the information available at a particular point in time. A public, high-profile exploitation of the same
zero-day vulnerability at a peer organization is material new threat intelligence. It demonstrates that the vulnerability is being
actively exploited, may reveal credible attack paths and consequences, and can materially change both the probability of
compromise and the potential business impact for the organization.

The information security manager should promptly update the risk assessment using this changed context, including the
organization’s specific exposure, existing controls, threat activity, and relevant business services. This produces a current,
defensible risk statement that can be presented to the risk owner for a renewed treatment decision. The outcome may
support continued acceptance, immediate mitigation, compensating controls, escalation, or another response, but those
decisions should follow the updated assessment rather than rely on the prior acceptance decision. This approach reflects
continuous risk monitoring: risk assessments and treatment decisions need review when significant changes occur in
threats, vulnerabilities, or business conditions. ISACA’s risk-management guidance emphasizes that risk must be managed
in alignment with changing enterprise context, while NIST describes ongoing monitoring as maintaining awareness of
changes that can affect risk. See ISACA Journal: Defining Risk Management and NIST SP 800-37 Rev. 2.

QUESTION NO: 47

Which of the following is MOST critical for responding effectively to security breaches?
A. Root cause analysis

B. Evidence gathering

C. Management communication

D. Counterattack techniques

ANSWER: B

Explanation:

Evidence gathering is most critical because a sound response depends on reliable facts about what occurred, which systems
and information were affected, the attack’s scope, and the actions needed for containment and recovery. Digital evidence
can be highly perishable: volatile memory contents, active network connections, temporary files, and log records may
disappear or be altered during routine operations or remediation. Promptly identifying, collecting, preserving, and
documenting relevant artifacts enables responders to establish an accurate timeline and make defensible decisions
throughout the incident.

Evidence handling also supports any subsequent legal, regulatory, insurance, disciplinary, or law-enforcement activity.
Maintaining integrity and chain-of-custody records demonstrates that collected artifacts are authentic and have not been
improperly changed. Effective collection must therefore be planned and coordinated with technical response activities so that
containment and recovery do not unnecessarily destroy information needed to understand the breach. NIST’s incident-
response guidance identifies collecting and preserving incident data as an essential response activity, while CISA
emphasizes documentation and evidence preservation in incident handling. See NIST SP 800-61 Rev. 2 and the CISA
Incident Handler’'s Handbook.

QUESTION NO: 48

What is the MOST cost-effective method of identifying new vendor vulnerabilities?
A. External vulnerability reporting sources

B. Periodic vulnerability assessments performed by consultants

C. Intrusion prevention software

D. honey pots located in the DMZ

ANSWER: A
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Explanation:

External vulnerability reporting sources are the most cost-effective method because they provide timely, scalable intelligence
about newly disclosed weaknesses affecting vendors’ products and services without requiring an organization to perform
expensive, repetitive discovery activities itself. A security manager can subscribe to vendor security advisories, monitor
national CERT/CSIRT noatifications, and use established vulnerability databases to identify newly assigned vulnerabilities,
affected versions, remediation guidance, and—in some cases—evidence of active exploitation. This approach supports a
continuous vulnerability-monitoring process and enables the organization to prioritize review and remediation based on its
actual vendor and technology inventory. Effective use of these sources includes assigning ownership for monitoring alerts,
correlating notifications to deployed products, and documenting risk-based response decisions. The U.S. National
Vulnerability Database provides searchable vulnerability data and associated identifiers through its National Vulnerability
Database. CISA’s Known Exploited Vulnerabilities Catalog adds a valuable prioritization signal by identifying vulnerabilities
known to be exploited in the wild. Together with direct vendor advisories, these reporting sources provide broad and current
coverage at little or no cost, making them appropriate for identifying new vendor vulnerabilities.

QUESTION NO: 49

Which of the following should cause the GREATEST concern for an information security manager reviewing the
effectiveness of an intrusion prevention system (IPS)?

A. Increase in false negatives
B. Decrease in malicious packets
C. Decrease in false positives

D. Increase in crossover error rate

ANSWER: A

Explanation:

Increase in false negatives should cause the greatest concern because a false negative occurs when the IPS fails to
identify or prevent traffic associated with a genuine attack. The malicious activity is therefore allowed to reach the protected
environment, potentially resulting in unauthorized access, malware execution, data compromise, service disruption, or other
material business impact. For an information security manager, this represents a direct gap between the organization’s
intended security control objective and its actual protection against threats.

IPS effectiveness must be assessed not merely by alert volume or the amount of traffic inspected, but by whether the system
reliably detects and blocks relevant malicious activity while operating within the organization’s risk tolerance. A rising false-
negative rate can indicate obsolete signatures, inadequate behavioral detection, encrypted-traffic visibility gaps, ineffective
tuning, evasion techniques, or changes in the threat landscape. It should prompt validation through controlled testing, threat
intelligence correlation, log review, and assessment of detection coverage for priority attack scenarios.

NIST identifies false negatives as attacks that are not detected by an intrusion detection/prevention capability and
emphasizes the need for monitoring, tuning, and ongoing analysis of these technologies. See NIST SP 800-94: Guide to
Intrusion Detection and Prevention Systems and the NIST Cybersecurity Framework.

QUESTION NO: 50

Senior management has allocated funding to each of the organization's divisions to address information security
vulnerabilities. The funding is based on each division's technology budget from the previous fiscal year. Which of the
following should be of GREATEST concern to the information security manager?

A. Areas of highest risk may not be adequately prioritized for treatment
B. Redundant controls may be implemented across divisions
C. Information security governance could be decentralized by division

D. Return on investment may be inconsistently reported to senior management
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ANSWER: A

Explanation:

Areas of highest risk may not be adequately prioritized for treatment. An information security manager should be most
concerned that allocating vulnerability-remediation funding according to each division’s prior-year technology budget does
not reflect the organization’s current information risk exposure. Technology spending is not a reliable measure of the value or
criticality of information assets, the sensitivity of data processed, vulnerability severity, threat activity, likelihood of
compromise, or the potential business impact of an incident. A division with a comparatively small historical technology
budget may operate a business-critical service or process highly sensitive data and therefore require substantial investment
to reduce unacceptable risk.

Security resource allocation should support risk-based decision-making and treatment priorities. This means evaluating risks
in terms of their likelihood and impact, considering organizational risk appetite, and directing limited funding toward the risks
requiring the most urgent or effective treatment. A budget allocation method based on historical spending can leave material
risks insufficiently addressed and can prevent the security program from achieving its risk-management objectives. NIST
describes risk assessment as determining risk from threats, vulnerabilities, likelihood, and impact in NIST SP 800-30 Rev. 1.
ISACA also emphasizes that risk management enables informed decisions regarding the treatment of enterprise risk in its
risk-optimization guidance.

QUESTION NO: 51

Which of the following would be the MOST effective to mitigate the risk of data loss in the event of a stolen laptop?
A. Providing end-user awareness training focused on travelling with laptops

B. Deploying end-point data loss prevention software on the laptop

C. Encrypting the hard drive

D. Utilizing a strong password

ANSWER: C

Explanation:

Encrypting the hard drive is the most effective control because it protects the confidentiality of data even after an
unauthorized person obtains physical possession of the laptop. Proper full-disk encryption encrypts data at rest and requires
access to authorized cryptographic keys—normally protected through a preboot authentication mechanism, hardware
security capability, or managed recovery process—before the operating system and stored files can be read. This protection
remains meaningful if the laptop is powered off, the storage device is removed, or an attacker attempts to access the drive
using another computer. For an information security manager, this directly addresses the principal data-loss exposure
created by theft: unauthorized disclosure of information held on the device.

Encryption should be implemented with centralized key and recovery-key management, strong authentication, and
documented procedures for reporting lost devices. These supporting measures help ensure that encryption is operationally
effective while allowing the organization to recover access when a legitimate user cannot. NIST identifies storage encryption
as an important protection for data residing on mobile devices and removable storage. Microsoft also documents BitLocker
as full-volume encryption designed to help protect data on lost or stolen Windows devices. See NIST SP 800-124 Rev. 2:
Guidelines for Managing the Security of Mobile Devices and Microsoft BitLocker documentation.

QUESTION NO: 52

From an information security perspective, information that no longer supports the main purpose of the business should be:
A. analyzed under the retention policy.

B. protected under the information classification policy.

C. analyzed under the backup policy.
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D. protected under the business impact analysis (BIA).

ANSWER: A

Explanation:

analyzed under the retention policy. is correct because a formal retention policy establishes how long information must be
kept and the conditions that govern its disposition. Information may no longer serve its original operational purpose, but the
organization must first determine whether legal, regulatory, contractual, tax, audit, litigation-hold, or evidentiary obligations
require continued retention. This determination is central to defensible information lifecycle management.

Once the applicable retention period has expired and no preservation requirement applies, the policy should direct secure
and verifiable disposal appropriate to the information’s sensitivity and storage medium. Reviewing information against the
retention policy limits unnecessary data accumulation, reducing storage and administration burden, exposure in a security
incident, and the volume of information subject to discovery. It also ensures that disposal is deliberate rather than ad hoc,
preserving records needed to demonstrate compliance and support the business.

NIST’s Privacy Framework recognizes data processing and retention practices as important privacy-risk management
considerations. NIST SP 800-88 provides guidance for sanitizing media when information is authorized for disposition. See
the NIST Privacy Framework and NIST SP 800-88 Rev. 1.

QUESTION NO: 53

When an information security manager is developing a strategic plan for information security, the timeline for the plan should
be:

A. aligned with the IT strategic plan.
B. based on the current rate of technological change.
C. three-to-five years for both hardware and software.

D. aligned with the business strategy.

ANSWER: D

Explanation:

The timeline should be aligned with the business strategy. Information security strategy is an enabling component of
enterprise strategy: it ensures that security capabilities, investments, risk treatment, and workforce planning are available in
time to support the organization’s intended objectives. For example, where the business strategy includes expansion into
regulated markets, a major acquisition, digital-product delivery, or increased reliance on third parties, the security plan
should sequence governance, control, resilience, and compliance activities around those business milestones.

This alignment allows security leaders to prioritize initiatives according to enterprise value and risk appetite, establish
meaningful outcomes for senior management, and secure resources through the normal business-planning cycle. The
security roadmap may incorporate dependencies from the IT strategic plan and anticipated technology changes, but these
are inputs to implementation planning rather than the primary basis for its strategic time horizon. ISACA’s CISM framework
emphasizes aligning the information security strategy with organizational goals and objectives, while COBIT similarly frames
governance as ensuring that information and technology support enterprise objectives. See ISACA’s CISM certification
overview and its COBIT resources.

QUESTION NO: 54

In the development of an information security strategy, recovery time objectives (RTOs) will serve as indicators of:
A. senior management support

B. open vulnerabilities

C. risk tolerances
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D. maturity levels

ANSWER: C

Explanation:

risk tolerances is correct because an RTO defines the maximum period a business process, application, or supporting
resource may be unavailable after a disruption before the resulting impact becomes unacceptable. It is established through
business impact analysis and continuity planning, where business owners determine the amount of downtime they can
accept for each service. Therefore, the selected recovery target expresses the organization’s tolerance for the risk and
consequences of service interruption.

For example, a service with an RTO of one hour has a very low tolerance for downtime and requires recovery capabilities,
staffing, technology, and tested procedures capable of restoring it within that period. A service with an RTO of several days
has a greater tolerance for interruption. These targets enable security and resilience strategy decisions to be aligned with
business priorities, including investments in redundancy, backups, disaster recovery arrangements, incident response, and
recovery testing.

NIST defines the recovery time objective as the maximum allowable downtime for a system resource following a disruption,
directly linking it to acceptable business impact and continuity requirements. See NIST SP 800-34 Rev. 1, Contingency
Planning Guide for Federal Information Systems and Ready.gov Business Continuity Planning.

QUESTION NO: 55

Which of the following would be MOST helpful in gaining support for a business case for an information security initiative?
A. Demonstrating organizational alignment

B. Emphasizing threats to the organization

C. Referencing control deficiencies

D. Presenting a solution comparison matrix

ANSWER: A

Explanation:

Demonstrating organizational alignment is the most helpful approach because an effective information security business
case must show how the proposed initiative enables enterprise objectives and supports the organization’s risk-management
priorities. Senior leadership makes investment decisions in the context of strategic goals, expected business outcomes,
resource constraints, and acceptable risk. Connecting security capabilities to those considerations positions the initiative as
a business enabler rather than as an isolated technical expenditure.

For example, the business case can establish how the initiative protects a strategic digital service, supports regulatory or
customer commitments essential to market access, reduces the likelihood or impact of material business disruption, or
permits the organization to pursue an identified business opportunity within its risk appetite. This alignment also provides a
meaningful basis for prioritization, funding, ownership, and measurement of benefits. CISM’s information security
governance focus emphasizes that security strategy and investments should support organizational objectives and manage
risk in business terms. ISACA describes CISM as centered on information security governance, risk management, program
development, and incident management: ISACA CISM certification. Similarly, the NIST Cybersecurity Framework describes
cybersecurity risk management as integrated with organizational governance and mission objectives: NIST Cybersecurity
Framework.

QUESTION NO: 56

To ensure the information security of outsourced IT services, which of the following is the MOST critical due diligence
activity?

A. Review samples of service level reports from the service provider.
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B. Assess the level of security awareness of the service provider.
C. Request that the service provider comply with information security policy.

D. Review the security status of the service provider.

ANSWER: D

Explanation:

Review the security status of the service provider is the most critical due diligence activity because it provides an evidence-
based assessment of the provider’s ability to protect the organization’s information and support the outsourced service
securely. Before entering into an outsourcing arrangement, management needs to understand the provider’s security
governance, control environment, risk-management practices, incident response capability, personnel security measures,
and relevant history of security incidents or audit findings. This assessment helps identify whether the provider’s residual risk
is within the organization’s risk appetite and whether additional controls, contractual provisions, monitoring, or remediation
are necessary before services begin.

A meaningful security-status review should be proportionate to the service’s criticality and the sensitivity of information
involved. It may include evaluating independent assurance reports, such as SOC reports, security certifications, penetration-
test summaries, policies, regulatory compliance evidence, and results of assessments or audits. Due diligence establishes a
reliable baseline for the third-party risk decision; ongoing oversight can then validate that the provider continues to meet
required security outcomes throughout the relationship. ISACA emphasizes evaluating and managing third-party risks across
the vendor life cycle, while NIST describes due diligence and assessment as central third-party risk-management practices.
See ISACA third-party risk management best practices and NIST SP 800-161r1.

QUESTION NO: 57

Which of the following is the MOST important reason for performing vulnerability assessments periodically?
A. Management requires regular reports.

B. The environment changes constantly.

C. Technology risks must be mitigated.

D. The current threat levels are being assessed.

ANSWER: B

Explanation:

The environment changes constantly. This is the primary reason vulnerability assessments must be performed periodically
rather than treated as a one-time activity. An assessment reflects the state of systems, applications, configurations, and
exposed services only at the time it is conducted. Subsequent changes—such as deploying new assets, changing cloud
configurations, installing or delaying patches, modifying access controls, introducing new code, or discovering vulnerabilities
in existing software—can create new or changed exposures. Periodic assessments therefore provide continuing visibility into
the organization’s current vulnerability posture and enable security management to prioritize remediation based on relevant,
up-to-date findings. This supports a risk-based vulnerability management lifecycle in which assets and weaknesses are
identified, evaluated, treated, and reassessed as the technical environment evolves. NIST emphasizes that patch and
vulnerability management must be ongoing because vulnerabilities and updates continually emerge, while CISA describes
vulnerability scanning as a means of identifying weaknesses across changing organizational systems. A regular, risk-
informed assessment cadence, supplemented by assessments after significant changes, helps ensure that security
decisions are based on current conditions rather than an outdated snapshot. See NIST SP 800-40 Rev. 4 and CISA
Vulnerability Scanning Services.

QUESTION NO: 58

After a server has been attacked, which of the following is the BEST course of action?
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A. Conduct a security audit
B. Review vulnerability assessment
C. Isolate the system

D. Initiate incident response

ANSWER: D

Explanation:

Initiate incident response is the best course of action because an attack is a potential security incident requiring coordinated,
governed handling rather than an isolated technical action. A formal incident-response process activates the organization’s
approved procedures, assigns accountable personnel, establishes communication and escalation paths, and ensures
decisions are made according to business impact, legal obligations, and risk appetite. It provides the framework for
performing appropriate activities in the right sequence, including triage, evidence preservation, containment, eradication,
recovery, and post-incident improvement.

For a compromised server, the response team must first understand the nature and scope of the event sufficiently to choose
safe containment and investigation actions. This may include preserving volatile evidence and relevant logs, engaging legal
counsel or management when required, and documenting actions to support later analysis. The response process also
coordinates recovery with service owners so that restoring the server does not inadvertently reintroduce the threat or
compromise evidence. This structured approach supports CISM’s emphasis on managing incidents in alignment with
enterprise governance and business objectives. NIST’s incident-response guidance describes incident handling as a
lifecycle that includes detection and analysis, containment, eradication and recovery, followed by post-incident activity. See
NIST SP 800-61 Rev. 3 and CISA Incident Response resources.

QUESTION NO: 59

Which of the following would provide the BEST evidence to senior management that security control performance has
improved?

A. Demonstrated return on security investment
B. Reduction in inherent risk
C. Results of an emerging threat analysis

D. Review of security metrics trends

ANSWER: D

Explanation:

Review of security metrics trends provides the best evidence because it demonstrates control performance objectively and
over time. Senior management needs decision-useful information that shows whether security capabilities are delivering
sustained, measurable improvement rather than a one-time favorable outcome. Appropriate metrics may track such
measures as the percentage of critical vulnerabilities remediated within the required service level, control testing pass rates,
mean time to detect or contain incidents, policy-exception volumes, or the recurrence rate of security events. Comparing
these measures across defined reporting periods establishes a trend, identifies whether performance is improving
consistently, and supports management’s oversight of security objectives and resource decisions.

For a trend to be meaningful, the measures should be relevant to business and security goals, consistently defined, collected
using repeatable methods, and accompanied by targets or thresholds approved through governance. This enables
management to assess actual operational effectiveness of controls and make informed risk-based decisions. NIST SP 800-
55 describes how information-security measures support performance evaluation and management decisions, while the
NIST Cybersecurity Framework emphasizes measuring outcomes to assess cybersecurity risk-management performance.
See NIST SP 800-55 Rev. 1 and the NIST Cybersecurity Framework.
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QUESTION NO: 60

An organization recently rolled out a new procurement program that does not include any security requirements. Which of
the following should the information security manager do FIRST?

A. Conduct security assessments of vendors based on value of annual spend with each vendor.
B. Meet with the head of procurement to discuss aligning security with the organization's operationalobjectives.
C. Ask internal audit to conduct an assessment of the current state of third-party security controls.

D. Escalate the procurement program gaps to the compliance department in case of noncompliance issues.

ANSWER: B

Explanation:

“Meet with the head of procurement to discuss aligning security with the organization's operationalobjectives.

” is the appropriate first action because the issue is a governance and process-design gap, not simply a set of individual
vendor-control deficiencies. Procurement owns the purchasing lifecycle and is therefore the key business stakeholder for
incorporating risk-based security requirements into sourcing, supplier selection, contracting, onboarding, and ongoing
supplier oversight. The information security manager should first establish a collaborative understanding of the organization’s
operational objectives, risk appetite, applicable obligations, and the roles each function will perform. This creates
management support for security requirements that are practical, repeatable, and proportionate to the goods or services
being acquired.

Embedding these requirements early enables the organization to define consistent due-diligence criteria, contractual security
clauses, escalation paths, and approval requirements before procurement commitments are made. This is consistent with a
risk-based supply-chain approach: cybersecurity considerations should be integrated into organizational processes and
supplier relationships rather than applied only after a purchasing decision. NIST’s supply-chain guidance emphasizes
integrating cybersecurity supply-chain risk management into enterprise risk management and acquisition activities. See NIST
SP 800-161 Rev. 1 and ISACA’s discussion of third-party risk management.

QUESTION NO: 61

Information security policies should be designed PRIMARILY on the basis of:
A. business demands.

B. inherent risks

C. international standards.

D. business risks.

ANSWER: D

Explanation:

Business risks is correct because information security policy is a governance instrument for protecting organizational
objectives while managing risk within levels acceptable to executive management and the board. A policy establishes
management’s direction and expectations for security; therefore, its requirements should address the risks that could prevent
the organization from achieving its strategic, financial, operational, legal, and reputational objectives. This means policy
content is informed by risk assessment results, the organization’s risk appetite, applicable obligations, and the value and
criticality of information assets and business processes. A risk-based foundation also helps ensure that policy requirements
are proportionate and that security investment is directed toward areas with the greatest potential business impact. ISACA’s
security governance approach places risk management at the center of aligning security with enterprise objectives and
making informed decisions about safeguards. Similarly, ISO/IEC 27001 requires organizations to determine information-
security risks and plan treatment appropriate to their context. International standards can provide useful structure, but policy
ultimately must reflect the organization’s own business-risk environment. See ISACA’s Information Security Governance
Framework overview and ISO/IEC 27001.
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QUESTION NO: 62

Which of the following is the PRIMARY reason for implementing a risk management program?
A. Allows the organization to eliminate risk

B. Is a necessary part of management's due diligence

C. Satisfies audit and regulatory requirements

D. Assists in increasing the return on investment (ROI)

ANSWER: B

Explanation:

“Is a necessary part of management's due diligence” is correct because a risk management program provides a disciplined,
repeatable basis for management to identify information-related risks, assess their likelihood and business impact, decide
how those risks should be treated, and monitor whether the selected treatment remains appropriate. This is central to
management accountability: leaders must understand the material risks affecting organizational objectives and make
informed decisions within the organization’s risk appetite and tolerance.

Due diligence is not simply the documentation of a risk assessment. It is the ongoing exercise of reasonable care in
governing and protecting organizational assets, supporting business resilience, and ensuring that risk decisions are made by
the appropriate risk owners. A formal program supplies the reporting, ownership, escalation, and monitoring needed to
demonstrate that this care has been exercised consistently. It also enables the organization to accept appropriate risks
deliberately when doing so supports strategic goals, rather than treating risk management solely as a technical or
compliance activity.

This purpose aligns with ISACA’s description of CISM as emphasizing information risk management and governance, and
with NIST guidance that risk assessment supports organizational risk-management decisions. See ISACA CISM and NIST
SP 800-30 Rev. 1.

QUESTION NO: 63

An organization with multiple data centers has designated one of its own facilities as the recovery site. The MOST important
concern is the:

A. communication line capacity between data centers.
B. current processing capacity loads at data centers.
C. differences in logical security at each center.

D. synchronization of system software release versions.

ANSWER: B

Explanation:

Current processing capacity loads at data centers is the most important concern because an internally owned recovery site
must be able to assume the processing workload of the affected facility while continuing any services it normally hosts.
Recovery capability is meaningful only when sufficient compute, storage, network, facilities, and operational capacity are
available to support prioritized business services within their approved recovery time objectives. Capacity must therefore be
assessed using realistic disaster scenarios, including concurrent demand, peak utilization, replication activity, recovery
sequencing, and the additional overhead required to restore and operate critical applications. The organization should
document the capacity required for each recovery tier, compare it to demonstrable spare capacity at the designated site, and
test the assumption through exercises or failover tests. This is a fundamental dependency for a viable recovery strategy:
without adequate available processing capacity, systems cannot be recovered at the alternate facility regardless of how well
recovery procedures are documented. NIST contingency-planning guidance emphasizes selecting and implementing
alternate processing capabilities that meet the organization’s recovery requirements and validating those capabilities through

- Page 34 of 99


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F718
https://www.isaca.org/credentialing/cism
https://csrc.nist.gov/pubs/sp/800/30/r1/final
https://csrc.nist.gov/pubs/sp/800/30/r1/final

testing. See NIST SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems and ISACA CISM
resources.

QUESTION NO: 64

Risk assessment should be conducted on a continuing basis because:
A. controls change on a continuing basis

B. the number of hacking incidents is increasing

C. management should be updated about changes in risk

D. factors that affect information security change

ANSWER: D

Explanation:

Risk assessment should be continuous because the factors that affect information security change. Risk is based on a
current understanding of enterprise assets, business processes, threat sources, vulnerabilities, existing controls, legal or
regulatory obligations, and the potential impact of adverse events. Each of these inputs can change as the enterprise adopts
technology, changes suppliers, modifies processes, experiences new threat activity, or alters its strategic objectives and risk
appetite. Consequently, a risk assessment that was appropriate at a particular point in time may no longer accurately
represent the organization’s exposure or support sound risk-treatment priorities.

A continuing assessment process enables information security management to detect meaningful changes, reassess
likelihood and impact, and ensure that risk responses remain aligned with business needs. It also supports timely, risk-
informed communication and decision-making by management. NIST describes risk assessment as part of an ongoing risk-
management process and notes that assessments should reflect changes to threats, vulnerabilities, impacts, and operating
environments. This principle is consistent with CISM’s focus on managing information security risk in alignment with
enterprise objectives. See NIST SP 800-30 Rev. 1 and ISACA CISM resources.

QUESTION NO: 65

When evaluating cloud storage solutions, the FIRST consideration should be:
A. how the organization's sensitive data will be transferred.

B. alignment with the organization's data classification policy.

C. who controls the encryption keys.

D. the level of protection of data stored in the cloud.

ANSWER: B

Explanation:

Alignment with the organization's data classification policy should be considered first because classification establishes the
business, legal, regulatory, and risk-based requirements that a cloud storage solution must satisfy. Before evaluating
particular technical safeguards, the organization needs to establish the sensitivity and handling requirements of the
information that may be stored. For example, classified data may be subject to restrictions on geographic storage location,
access authorization, retention, segregation, audit logging, encryption, and contractual requirements. These obligations
determine the minimum acceptable security and compliance capabilities for a prospective provider.

Data classification is therefore a governance input to cloud-service selection rather than merely a technical attribute. Once
the solution is shown to support the required classification level and associated handling rules, the organization can assess
implementation-specific matters such as secure transfer mechanisms, protection of stored data, and encryption-key
management in the context of those defined requirements. This sequence supports risk-based decision making: identify the
information asset and its required protection level first, then verify that the chosen cloud service and its controls can deliver
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that protection. NIST describes how information types and impact levels inform security requirements in SP 800-60 Volume |;
CISA also emphasizes classification as the basis for applying appropriate data protections in its data-classification guidance.

QUESTION NO: 66

The use of a business case to obtain funding for an information security investment is MOST effective when the business
case:

A. translates information security policies and standards into business requirements
B. relates the investment to the organization's strategic plan.
C. realigns information security objectives to organizational strategy.

D. articulates management's intent and information security directives in clear language.

ANSWER: B

Explanation:

The business case is most effective when it relates the investment to the organization's strategic plan. Senior
management allocates funding among competing initiatives according to the value each initiative delivers toward enterprise
objectives. Therefore, an information security proposal should express the investment in business terms: how it enables
strategic initiatives, preserves revenue, reduces the likelihood or impact of material business disruption, supports required
compliance commitments, protects critical services, or maintains stakeholder trust. This connection gives decision makers a
clear basis for prioritizing the proposed expenditure and accepting the associated residual risk if it is not funded.

In CISM-oriented security governance, security strategy and investments are driven by business goals and risk appetite
rather than by technology or security requirements in isolation. A business case that demonstrates alignment to the strategic
plan shows that the proposed control or capability is an enterprise investment with measurable expected outcomes,
ownership, and relevance to organizational priorities. COBIT similarly emphasizes aligning governance and management
objectives with enterprise goals so that investments optimize value while balancing benefits, risk, and resources. See
ISACA’s COBIT resources and NIST’s Cybersecurity Framework.

QUESTION NO: 67

Risk assessment is MOST effective when performed:

A. at the beginning of security program development.

B. on a continuous basis.

C. while developing the business case for the security program.

D. during the business change process.

ANSWER: B

Explanation:

on a continuous basis. is correct because risk is dynamic: the organization’s objectives, business processes, technology
environment, threat landscape, vulnerabilities, legal obligations, and third-party relationships can all change over time. A
continuous risk assessment process ensures that management decisions and security controls reflect the organization’s
current risk exposure rather than assumptions made at a prior point in time.

For a security manager, continuous assessment supports timely identification, analysis, treatment, monitoring, and
communication of risk. It enables the organization to detect when risk has increased beyond its established appetite or
tolerance, prioritize remediation and investment according to current business impact, and provide risk owners and senior
leadership with relevant information for decision-making. Continuous assessment also incorporates meaningful change
events—such as major system implementations, acquisitions, new suppliers, or significant incidents—within an ongoing
governance process rather than treating them as the sole occasions for risk assessment.
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This approach is consistent with ISACA’s risk-management guidance, which treats risk management as an ongoing lifecycle
integrated with enterprise governance and business operations. NIST likewise describes risk management as continuous
monitoring and ongoing authorization activities. See ISACA COBIT resources and NIST Risk Management Framework.

QUESTION NO: 68

In which of the following system development life cycle (SDLC) phases are access control and encryption algorithms
chosen?

A. Procedural design
B. Architectural design
C. System design specifications

D. Software development

ANSWER: C

Explanation:

System design specifications is the correct phase because it converts approved security requirements into specific,
implementable technical control decisions. At this point, the development team defines how the system will enforce
identification, authentication, authorization, and accountability requirements. This includes selecting the access-control
approach, such as role-based permissions and privilege rules, as well as choosing cryptographic mechanisms appropriate to
the data classification, threat environment, regulatory obligations, and interoperability needs.

Encryption decisions made during system design specifications are more than selecting an algorithm name. The design
should establish where encryption is applied (for example, data in transit or at rest), required key lengths and protocols, key-
generation and protection requirements, key ownership, rotation, recovery, and integration with identity and access-
management services. These details provide developers with unambiguous specifications that can be consistently built,
tested, and validated before deployment.

This timing supports security-by-design: security controls are designed into the solution before coding rather than added
after implementation. NIST’s system development guidance describes incorporating security requirements and controls
throughout the life cycle, including detailed design activities. See NIST SP 800-64 Revision 2 and the NIST SP 800-53

control catalog.

QUESTION NO: 69

Which of the following is the MOST important factor to ensure information security is meeting the organization's objectives?
A. Internal audit's involvement in the security process

B. Implementation of a control self-assessment process

C. Establishment of acceptable risk thresholds

D. Implementation of a security awareness program

ANSWER: C

Explanation:

Establishment of acceptable risk thresholds is the most important factor because it provides the business-approved basis for
determining whether information security outcomes support organizational objectives. Security cannot eliminate all risk, nor
should it consume resources without regard to business priorities. Acceptable risk thresholds translate the organization’s risk
appetite and tolerance into practical boundaries for decision-making, helping security leadership identify which risks require
treatment, which may be accepted, and where control investment will produce the greatest business value.
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These thresholds also make security performance measurable in a business context. Management can evaluate whether
residual risk remains within approved limits and whether security initiatives protect the processes, information, services, and
strategic outcomes that matter most. This creates essential alignment between governance, risk management, resource
allocation, and security objectives. As organizational objectives or external conditions change, approved thresholds can be
revisited so that the security program continues to reflect current business needs.

ISACA’s COBIT guidance emphasizes governance objectives that optimize risk while supporting stakeholder needs and
enterprise value. The NIST Cybersecurity Framework similarly describes using organizational risk appetite and tolerances to
guide cybersecurity risk-management decisions. See ISACA COBIT resources and NIST Cybersecurity Framework.

QUESTION NO: 70

Data owners are normally responsible for which of the following?
A. Applying emergency changes to application data

B. Administering security over database records

C. Migrating application code changes to production

D. Determining the level of application security required

ANSWER: D

Explanation:

Determining the level of application security required is a data owner responsibility because the owner is accountable for
ensuring that information receives protection commensurate with its business value, sensitivity, criticality, and regulatory
obligations. This begins with understanding how the application data supports business processes and classifying the data
according to the organization’s information-classification scheme. Based on that classification, the data owner establishes or
approves requirements for confidentiality, integrity, availability, retention, authorized use, and access authorization. Those
requirements drive the security controls that must be designed into and operated around the application, such as
authentication strength, role-based access, encryption, logging, backup, and recovery requirements. The owner remains
accountable for the business decisions concerning acceptable data use and protection, even when technical teams
implement the resulting controls. This allocation of accountability ensures that security decisions reflect business risk and
enterprise objectives rather than being solely technical implementation choices. ISACA’s CISM materials emphasize
information risk management and governance responsibilities, including establishing security requirements that align with
business needs. NIST similarly describes data ownership as the organizational responsibility for establishing rules governing
data access and use. See ISACA CISM resources and the NIST definition of data owner.

QUESTION NO: 71

Which of the following is the MOST effective way to ensure security policies are relevant to organizational business
practices?

A. Integrate industry best practices
B. Obtain senior management sign-off
C. Conduct an organization-wide security audit

D. Leverage security steering committee contribution

ANSWER: D

Explanation:
Leverage security steering committee contribution is the most effective way to ensure that security policies remain relevant

to organizational business practices. A properly constituted security steering committee brings together representatives from
business functions, information technology, risk management, compliance, legal, and information security. This cross-
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functional participation enables policy requirements to be considered alongside business objectives, operating processes,
regulatory obligations, resource constraints, and the organization’s risk appetite. As a result, policies are more likely to be
practical, understood by affected stakeholders, and capable of being implemented consistently in day-to-day operations.

From a CISM governance perspective, information security policies should support enterprise objectives rather than operate
as isolated technical directives. The steering committee provides an ongoing governance mechanism for communicating
business needs to security leadership, resolving competing priorities, reviewing policy changes, and maintaining alignment
when business processes or risks change. This involvement also builds stakeholder ownership, which is essential for policy
adoption and effective enforcement. ISACA’s COBIT guidance emphasizes stakeholder engagement and alignment of
governance and management objectives with enterprise goals; see ISACA COBIT resources. NIST similarly identifies
organizationally tailored policy and governance requirements as foundational to security programs; see NIST SP 800-53
Rev. 5.

QUESTION NO: 72

Which of the following is MOST important to include in a contract with a critical service provider to help ensure alignment
with the organization's information security program?

A. Right-to-audit clause
B. Escalation paths
C. Key performance indicators (KPIs)

D. Termination language

ANSWER: A

Explanation:

Right-to-audit clause is the most important inclusion because it gives the organization a contractual mechanism to obtain
assurance that a critical provider’'s information security practices continue to meet agreed requirements. Alignment is not
established merely by documenting expectations; it requires the ability to validate control design, implementation, and
operating effectiveness throughout the relationship. The clause can permit the organization, a qualified independent
assessor, or both to review relevant controls, evidence, certifications, incident records, remediation status, and compliance
with contractual security obligations.

For a critical service provider, this assurance capability supports ongoing third-party risk management and governance. It
enables the organization to identify material security gaps, require timely corrective action, and demonstrate appropriate
oversight to management, customers, and regulators. The audit right should be appropriately scoped so that reviews are
risk-based and practical, including reasonable notice, confidentiality protections, acceptable use of independent audit
reports, and access to evidence when direct onsite auditing is not feasible. NIST emphasizes assessing and monitoring
supplier cybersecurity practices across the supply chain, while ISO guidance addresses information-security considerations
in supplier relationships. See NIST SP 800-161 Rev. 1 and ISO/IEC 27036-2.

QUESTION NO: 73

Which of the following is the BEST way to demonstrate to senior management that organizational security practices comply
with industry standards?

A. Results of an independent assessment
B. Up-to-date policy and procedures documentation
C. A report on the maturity of controls

D. Existence of an industry-accepted framework

ANSWER: A
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Explanation:

Results of an independent assessment are the best way to demonstrate compliance because they provide objective, credible
assurance that security practices have been evaluated against defined industry-standard requirements. An assessment
conducted independently of the team responsible for operating the controls tests whether controls are not only documented
but also implemented and operating effectively. Its results can identify conformity, exceptions, risk implications, and needed
remediation in a form that senior management can use for governance decisions and oversight. This is especially persuasive
when the assessment has a defined scope, recognized evaluation criteria, appropriate evidence collection, and clear
reporting of conclusions. For example, ISO/IEC 27001 provides requirements for an information security management
system, while independent audit and certification activities can provide confidence that those requirements have been
assessed. ISACA’s assurance guidance likewise emphasizes that assurance relies on objective evaluation and evidence to
give stakeholders confidence in governance, risk management, and controls. Presenting independent assessment results
therefore offers management reliable evidence of the organization’s compliance posture and any residual gaps requiring
action. See ISO/IEC 27001 information security management systems and ISACA Journal: Assurance vs. Compliance.

QUESTION NO: 74

An organization plans to implement a document collaboration solution to allow employees to share company information.
Which of the following is the MOST important control to mitigate the risk associated with the new solution?

A. Assign write access to data owners.
B. Allow a minimum number of user access to the solution.
C. Have data owners perform regular user access reviews.

D. Permit only non-sensitive information on the solution.

ANSWER: C

Explanation:

Have data owners perform regular user access reviews. A document collaboration solution can rapidly expand access to
information through shared workspaces, group membership, external collaboration, and inherited permissions. Regular
access reviews provide an ongoing detective and corrective control to confirm that access remains aligned with a user’s
current business role, project responsibilities, and need to know. This is especially important after personnel transfers, role
changes, project completion, or third-party relationship changes, when access that was once justified may no longer be
appropriate.

Data owners are best positioned to make these decisions because they understand the information’s business value,
classification, intended use, and authorized audience. Their review supports accountability for information assets and helps
enforce least privilege by identifying and removing unnecessary access rights. The control should cover all relevant
permissions, including viewing, editing, downloading, sharing, and external access, and should be performed at a frequency
proportionate to the sensitivity and risk of the content.

This approach is consistent with NIST guidance on account management and periodic review of account access, as well as
least-privilege principles. See NIST SP 800-53 Rev. 5 (AC-2 and AC-6) and ISACA guidance on identity and access
management controls.

QUESTION NO: 75

Which of the following roles should be PRIMARILY responsible for assigning sensitivity levels to an organization's financial
and payroll databases?

A. Data owner
B. Database administrator
C. Systems administrator

D. Information security manager
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ANSWER: A

Explanation:

Data owner is correct because classification and sensitivity assignment are business-accountability decisions. A data owner
is accountable for a given information asset and understands its business value, authorized uses, legal and regulatory
obligations, and the consequences if its confidentiality, integrity, or availability is compromised. For financial and payroll
databases, the accountable business functions—commonly Finance and Human Resources—are therefore best positioned
to determine the appropriate sensitivity level and handling requirements.

In an effective information security governance model, the organization establishes an information-classification policy and
defines criteria for categories such as public, internal, confidential, and restricted. The data owner applies that policy to the
specific data set, approves access based on business need, and periodically reviews the classification as the data or its use
changes. This ensures that required safeguards reflect business risk rather than solely technical considerations. The
resulting classification then informs the protection measures implemented for the database, including access controls,
encryption, retention, monitoring, and backup requirements.

This responsibility aligns with NIST guidance that security categorization is based on the potential impact to the organization
and individuals if information is compromised. See NIST FIPS 199, Standards for Security Categorization and ISACA’s
guidance on data classification.

QUESTION NO: 76

The chief information security officer (CISO) has developed an information security strategy, but is struggling to obtain senior
management commitment for funds to implement the strategy. Which of the following is the MOST likely reason?

A. The strategy does not include a cost-benefit analysis.
B. The CISO reports to the CIO.
C. There was a lack of engagement with the business during development.

D. The strategy does not comply with security standards.

ANSWER: A

Explanation:

The strategy does not include a cost-benefit analysis. Senior management is accountable for prioritizing finite resources
across competing business initiatives, so a request for security funding must enable an informed investment decision. A
cost-benefit analysis translates the security strategy into terms that support this decision: implementation and operating
costs, anticipated risk reduction, potential loss avoidance, business benefits, timing, and the consequences of not funding
the initiative. It gives executives a defensible basis for comparing the proposed security investment with other organizational
priorities and for determining whether the residual risk is acceptable.

For a CISO, this means connecting proposed controls and program capabilities to business objectives and risk appetite
rather than presenting security activities solely as technical requirements. Financial and risk-based justification is especially
important for a multiyear strategy because senior management commitment generally includes both initial funding and
sustained resourcing. ISACA describes CISM as emphasizing information security governance, risk management, and
alignment of security programs with organizational objectives. NIST likewise frames cybersecurity risk management as an
organizational process used to inform priorities and resource decisions. See ISACA CISM and NIST Cybersecurity
Framework.

QUESTION NO: 77

Which of the following is the MOST effective method for categorizing system and data criticality during the risk assessment
process?

A. Interview senior management.

B. Interview data custodians.
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C. Interview members of the board.

D. Interview the asset owners.

ANSWER: D

Explanation:

Interview the asset owners. Asset owners are accountable for ensuring that systems and information assets deliver their
intended business value and that their protection needs are appropriately defined. Consequently, they are best positioned to
characterize criticality in meaningful business terms, including the effects that loss of confidentiality, integrity, availability, or
processing capability would have on operations, revenue, customers, regulatory obligations, and strategic objectives. Their
input enables the risk assessment to assign impact ratings that reflect the asset’s actual importance to the organization
rather than only its technical characteristics or operational handling requirements.

This approach also supports clear risk ownership and defensible prioritization. Criticality categorization should be based on
the business consequences of a compromise or disruption, and those consequences must be understood by the
accountable business stakeholder. NIST guidance on security categorization similarly emphasizes determining potential
impact on organizational operations, assets, and individuals, which requires business-context input. Incorporating asset-
owner interviews into the assessment establishes a reliable foundation for selecting appropriate controls, recovery
objectives, treatment priorities, and risk reporting. See NIST FIPS 199 and NIST SP 800-30 Rev. 1.

QUESTION NO: 78

The MOST important objective of security awareness training for business staff is to:
A. reduce negative audit findings.

B. modify behavior.

C. understand intrusion methods.

D. increase compliance.

ANSWER: B

Explanation:

Security awareness training for business staff is most importantly intended to modify behavior. People are a key part of the
organization’s control environment: their everyday decisions determine whether many safeguards are effective in practice.
Training should therefore enable staff to recognize relevant threats, follow secure working practices, protect information
appropriately, and promptly report suspicious events or potential incidents. Desired outcomes include safer handling of email
and sensitive data, appropriate authentication practices, and more reliable escalation of suspected phishing or other security
concerns.

For a CISM perspective, awareness is a governance-supported risk treatment activity. Its value is realized when it produces
measurable, sustained changes in workforce conduct that reduce the likelihood or impact of human-related security events.
Training may use knowledge checks, simulations, and compliance metrics, but these are means of evaluating or reinforcing
the program; the central objective remains adoption of secure behaviors aligned to organizational policy and risk.

NIST describes awareness activities as changing behavior by focusing attention on security concerns and recommended
practices. CISA likewise emphasizes equipping personnel to recognize and respond appropriately to cyber threats. See
NIST SP 800-50, Building an Information Technology Security Awareness and Training Program and CISA Cybersecurity
Awareness Program.

QUESTION NO: 79

The information security team has determined an additional security solution is needed to enhance the organization's
security posture. What should the information security manager do NEXT to move forward with this initiative?

- Page 42 of 99


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F718
https://csrc.nist.gov/pubs/fips/199/final
https://csrc.nist.gov/pubs/sp/800/30/r1/final
https://csrc.nist.gov/pubs/sp/800/50/final
https://www.cisa.gov/topics/cybersecurity-best-practices/cybersecurity-awareness-program
https://www.cisa.gov/topics/cybersecurity-best-practices/cybersecurity-awareness-program

A. Evaluate available products
B. Create a business case
C. Proceed with vendor selection

D. Initiate vendor due-diligence

ANSWER: B

Explanation:

Create a business case

is the appropriate next action because identifying a potential security need does not by itself authorize a technology
acquisition or establish that the proposed investment is the best treatment for the relevant risk. The information security
manager should translate the need into business terms, documenting the risk or control gap addressed, the initiative’s
objectives and scope, expected risk reduction, implementation and ongoing operating costs, resource needs, dependencies,
measurable benefits, and the consequences of accepting the current level of risk. This enables business leadership to make
an informed, risk-based prioritization and funding decision consistent with organizational strategy and risk appetite.

A sound business case also establishes the approved problem statement and investment boundaries that will guide
subsequent requirements definition, product evaluation, procurement, and third-party assessment. This preserves security
governance by ensuring that security initiatives are business-supported and accountable, rather than driven solely by an
available technical solution. ISACA’s CISM credential framework emphasizes aligning information security programs with
enterprise objectives and managing risk in support of business value. NIST’s Cybersecurity Framework likewise describes
governance as establishing and communicating cybersecurity risk-management strategy, expectations, and policy. See
ISACA CISM and NIST Cybersecurity Framework.

QUESTION NO: 80

Which of the following would be MOST effective when justifying the cost of adding security controls to an existing web
application?

A. Internal audit reports
B. Application security policy
C. Vulnerability assessment results

D. A business case

ANSWER: D

Explanation:

A business case is the most effective means of justifying the cost of additional security controls because it presents the
proposed investment in terms that enable management to make an informed, risk-based business decision. It consolidates
the relevant evidence—such as identified application threats, vulnerabilities, potential attack scenarios, control alternatives,
implementation costs, and expected risk reduction—and relates that evidence to organizational objectives. The business
case can quantify or qualitatively describe likely financial loss, service disruption, legal or regulatory consequences,
reputational harm, and residual risk, while also showing the cost and benefits of the recommended control set. This makes it
possible for leadership to prioritize the request against other investments and determine whether the proposed treatment is
proportionate to the risk. CISM emphasizes that information security governance and risk management must support
business objectives and communicate risk in business-relevant terms, rather than merely presenting technical findings.
Vulnerability and audit information can be valuable supporting inputs to the business case, but the business case is what
converts those inputs into a funding recommendation and decision rationale. See ISACA’s CISM certification overview and
the NIST Cybersecurity Framework’s risk-management guidance.

QUESTION NO: 81
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An incident response policy must contain:
A. updated call trees.

B. escalation criteria.

C. press release templates.

D. critical backup files inventory.

ANSWER: B

Explanation:

Escalation criteria is correct because an incident response policy establishes management’s direction, authority, and
expectations for responding to information security incidents. The policy should define the conditions that require an event to
be classified, elevated, or reported as an incident, as well as the decision thresholds for notifying appropriate stakeholders.
Clear criteria ensure that personnel can consistently determine when an issue requires involvement by incident
management, senior management, legal counsel, privacy personnel, human resources, external service providers,
regulators, customers, or law enforcement.

At the governance level, these criteria support timely decision-making and appropriate accountability. They also align
incident handling with organizational risk tolerance, legal and regulatory reporting obligations, contractual commitments, and
business-impact priorities. A policy need not prescribe each responder’s detailed actions; rather, it mandates that incidents
are assessed and escalated according to defined authority and reporting requirements. The detailed implementation of
communications and response activities can then be maintained in supporting plans and procedures. NIST’s incident-
response guidance emphasizes establishing roles, communications, and incident reporting/escalation expectations as part of
an organization’s incident-response capability; see NIST SP 800-61r3. ISACA also identifies incident management as a
governance capability requiring defined processes, responsibilities, and reporting; see ISACA COBIT resources.

QUESTION NO: 82

When an operating system is being hardened, it is MOST important for an information security manager to ensure that:
A. system logs are activated

B. default passwords are changed

C. file access is restricted

D. anonymous access is removed

ANSWER: B

Explanation:

Default passwords are changed is the most important assurance because default credentials are often publicly documented,
widely known, or readily obtainable by attackers. If they remain enabled, an attacker may gain privileged access
immediately, bypassing many of the protections that hardening is intended to establish. Changing or disabling default
accounts and replacing vendor-supplied passwords with unique, securely managed credentials is therefore a fundamental
prerequisite for establishing trustworthy operating-system access control.

From an information security manager’s perspective, this is a baseline requirement that should be mandated through
hardening standards and verified before a system is approved for production. The requirement should also encompass
appropriate credential-management practices, such as strong authentication requirements, secure storage of privileged
credentials, and defined ownership for administrative accounts. NIST’s guidance on general server security identifies
changing default passwords as a key action when securing an operating system and its services. CIS Benchmarks likewise
provide consensus secure-configuration guidance that includes removing or securing default credentials as part of reducing
avoidable attack exposure.

References: NIST SP 800-123, Guide to General Server Security; CIS Benchmarks.
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QUESTION NO: 83

An information security manager uses security metrics to measure the:
A. performance of the information security program.

B. performance of the security baseline.

C. effectiveness of the security risk analysis.

D. effectiveness of the incident response team.

ANSWER: A

Explanation:

Security metrics are used to measure the performance of the information security program. At the management level,
metrics translate security activities and control outcomes into objective, repeatable information that shows whether the
program is achieving its stated objectives, supporting business requirements, and managing information risk within the
organization’s accepted tolerance. Meaningful measures can demonstrate trends in control implementation, policy
compliance, remediation progress, vulnerability management, security awareness, detection and response capabilities, and
the overall achievement of program goals.

An information security manager needs this program-level view to make informed governance decisions, communicate
security status to senior management and other stakeholders, prioritize investments, and initiate corrective action where
results indicate that objectives are not being met. Metrics should therefore be tied to the security strategy, risk treatment
priorities, and approved performance targets rather than merely reporting isolated technical events. This enables
management to evaluate whether the security program is operating effectively and delivering the intended risk-reduction
outcomes over time. ISACA describes security governance as aligning information security activities with enterprise
objectives and monitoring performance, while NIST’s measurement guidance emphasizes using measures to support
decisions and assess implementation outcomes. See ISACA’s guidance on aligning information security governance with
enterprise governance and NIST SP 800-55 Rev. 1, Performance Measurement Guide for Information Security.

QUESTION NO: 84

The MOST likely cause of a security information event monitoring (SIEM) solution failing to identify a serious incident is that
the system:

A. is not collecting logs from relevant devices.
B. has not been updated with the latest patches.
C. is hosted by a cloud service provider.

D. has performance issues.

ANSWER: A

Explanation:

The correct answer is is not collecting logs from relevant devices. A SIEM identifies incidents by normalizing, correlating,
and analyzing telemetry from the systems involved in an environment. If relevant log sources are not onboarded—such as
identity services, endpoints, network security controls, business-critical applications, cloud control planes, or servers—the
SIEM has no evidence from which to recognize malicious activity. A serious incident can therefore remain undetected even
when correlation rules, dashboards, and alert workflows are otherwise well designed.

Effective SIEM monitoring begins with defined detection use cases and a logging architecture that ensures each use case
has sufficiently detailed, reliable, and timely event data. Security managers should establish logging requirements based on
asset criticality, threat scenarios, and incident-response needs; validate that required sources are continuously forwarding
events; and periodically test detection coverage. This supports the CISM focus on ensuring that security monitoring
capabilities are aligned with business risk and provide actionable information for incident management. CISA describes
centralized logging as essential to improving visibility and detecting malicious activity across an enterprise. Guidance on log
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management is also available from NIST. See CISA Centralized Logging and Security Event Monitoring and NIST SP 800-
92: Guide to Computer Security Log Management.

QUESTION NO: 85

Detailed business continuity plans should be based PRIMARILY on:
A. consideration of different alternatives.

B. the solution that is least expensive.

C. strategies that cover all applications.

D. strategies validated by senior management.

ANSWER: D

Explanation:

Strategies validated by senior management. Detailed business continuity plans translate an organization’s selected
continuity and recovery strategy into executable procedures, roles, communications, resource requirements, and recovery
actions. Senior-management validation is essential because the selected strategy reflects business priorities established
through the business impact analysis, including acceptable disruption periods, recovery objectives, critical service levels, risk
appetite, and the resources the organization is willing to commit. Validation confirms that the planned recovery capability is
aligned with those enterprise decisions and has appropriate authority, ownership, and funding.

This governance step is particularly important because continuity planning is not merely an IT exercise. It requires trade-offs
among resilience, recovery time, cost, personnel, facilities, suppliers, and customer or regulatory commitments. Once senior
management has validated the strategy, plan owners can develop detailed, practical procedures that support the approved
recovery objectives and can be tested, maintained, and invoked with confidence. This approach also creates management
accountability for continuity decisions and ensures that detailed plans support the organization’s overall resilience objectives.
Guidance on continuity-program implementation and the role of management-approved recovery strategies is available from
Ready.gov and NIST’s Contingency Planning Guide for Federal Information Systems.

QUESTION NO: 86

The effectiveness of virus detection software is MOST dependent on which of the following?
A. Packet filtering

B. Intrusion detection

C. Software upgrades

D. Definition tables

ANSWER: D

Explanation:

Definition tables are the most important dependency for traditional virus detection software because they contain the
signatures, patterns, and other detection intelligence used to recognize known malicious code. The scanning engine uses
these definitions to compare files, processes, and sometimes observed activity against identified malware characteristics.
Consequently, the accuracy and coverage of detection are directly tied to whether the definition tables are complete and kept
current. Malware evolves rapidly, and new variants or newly discovered threats may not be recognized until corresponding
detection information is distributed through updated definitions. Effective endpoint anti-malware operations therefore require
a reliable process for obtaining, validating, and promptly deploying signature or definition updates throughout the
environment. This remains a core operational control even when modern endpoint tools also use heuristic, behavioral, and
cloud-based detection methods, since vendor threat intelligence and detection content must still be current. CISA
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recommends maintaining current antivirus software and updates as part of defensive hygiene. See CISA’s Understanding
Antivirus Software and NCSC guidance on malware prevention.

QUESTION NO: 87

An organization's information security manager is performing a post-incident review of a security incident in which the
following events occurred:

A bad actor broke into a business-critical FTP server by brute forcing an administrative password The thirdparty service
provider hosting the server sent an automated alert message to the help desk, but was ignored The bad actor could not
access the administrator console, but was exposed to encrypted data transferred to the server

After three (3) hours, the bad actor deleted the FTP directory causing incoming FTP attempts by legitimate customers to fail
Which of the following poses the GREATEST risk to the organization related to this event?

A. Removal of data

B. Downtime of the service

C. Disclosure of stolen data

D. Potential access to the administration console

ANSWER: B

Explanation:

Downtime of the service is the greatest organizational risk because the incident has already caused a confirmed availability
failure in a business-critical customer-facing service. Deletion of the FTP directory prevents legitimate customers from
completing incoming transfers, creating an immediate interruption to a critical business process. The risk is therefore not
merely technical; it includes potentially lost revenue, contractual or service-level commitment failures, operational backlog,
customer dissatisfaction, and reputational damage. The three-hour period before the destructive action also highlights the
importance of prompt alert triage and escalation, but the post-incident assessment should prioritize the realized business
impact: customers are unable to use the service. Information security risk management evaluates the effect of adverse
events on organizational objectives, and availability is a core security objective alongside confidentiality and integrity. NIST
defines availability as timely and reliable access to and use of information, which is directly impaired here. Incident-response
guidance likewise emphasizes assessing the scope and business impact of an incident to drive containment, recovery, and
lessons learned. See the NIST definition of availability and NIST SP 800-61 Rev. 2, Computer Security Incident Handling
Guide.

QUESTION NO: 88

Which of the following is MOST helpful in integrating information security governance with corporate governance?
A. Assigning the implementation of information security governance to the steering committee.

B. Including information security processes within operational and management processes.

C. Providing independent reports of information security efficiency and effectiveness to the board.

D. Aligning the information security governance to a globally accepted framework.

ANSWER: B

Explanation:

Including information security processes within operational and management processes is most helpful because it makes
security an integral part of enterprise governance rather than an isolated technical or compliance activity. Corporate
governance directs and monitors the organization’s achievement of objectives, while management processes execute the
decisions, manage risk, allocate resources, and measure performance needed to achieve those objectives. Embedding
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security into these existing mechanisms ensures that security requirements are considered routinely in strategic planning,
enterprise risk management, budgeting, procurement, project delivery, supplier oversight, change management, and
performance reporting. This creates clear business ownership and accountability for security-related decisions at the
appropriate management levels. It also allows security risk and performance information to flow through the same
governance structures used for other enterprise risks and objectives, supporting informed board and executive oversight.
ISACA’s COBIT framework emphasizes an integrated governance system in which governance and management objectives
are tailored and embedded within enterprise processes. Similarly, ISO/IEC 27001 requires the information security
management system to be integrated with organizational processes and aligned with organizational context and objectives.
These principles make operational and management-process integration the strongest means of connecting information
security governance to corporate governance. See ISACA COBIT resources and ISO/IEC 27001.

QUESTION NO: 89

When conducting a post-incident review, the GREATEST benefit of collecting mean time to resolution (MTTR) data is the
ability to:

A. reduce the costs of future preventive controls.
B. provide metrics for reporting to senior management.
C. learn of potential areas of improvement.

D. verify compliance with the service level agreement (SLA).

ANSWER: C

Explanation:

The greatest benefit of collecting MTTR data is to learn of potential areas of improvement. MTTR measures the elapsed
time required to restore a service or resolve an incident. When it is reviewed over multiple incidents, or broken down by
incident type, system, severity, or response stage, it helps management identify recurring delays and weaknesses in the
incident management lifecycle. For example, an unfavorable MTTR trend can reveal opportunities to improve triage
procedures, escalation paths, response-team coordination, recovery runbooks, access to necessary tools, or
communications during restoration.

Post-incident review is fundamentally a learning and continual-improvement activity. MTTR provides an objective
performance indicator that can be compared against internally established targets and historical results to determine whether
corrective actions are improving organizational resilience and recovery capability. This supports a fact-based prioritization of
process and control enhancements, rather than relying only on anecdotal observations from individual incident participants.
NIST describes recovering from cybersecurity incidents as restoring affected capabilities and incorporating lessons learned
into recovery activities. See the NIST Cybersecurity Framework and NIST’s Computer Security Incident Handling Guide.

QUESTION NO: 90

For which of the following is it MOST important that system administrators be restricted to read-only access?
A. Administrator user profiles

B. System logging options

C. User access log files

D. Administrator log files

ANSWER: D

Explanation:

Administrator log files are correct because they provide the audit trail for actions performed with highly privileged accounts.
System administrators commonly have the technical capability to change configurations, manage identities, access sensitive
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systems, and perform emergency maintenance. The records of those actions therefore need especially strong integrity
protection. Restricting administrators to read-only access for their own activity logs prevents a privileged user from altering,
deleting, or concealing evidence of actions taken under an administrator account. This supports accountability, incident
investigation, forensic reconstruction, and reliable monitoring of privileged activity.

In practice, this protection is strengthened by forwarding logs to a separate, access-controlled logging platform or SIEM,
limiting administrative control over that platform, synchronizing time sources, and applying retention and integrity controls.
These measures create appropriate separation between the individuals whose actions are recorded and the custodians of
the records. NIST states that log-management processes should protect log data from unauthorized modification and
deletion, particularly because logs are essential evidence during security investigations. See NIST SP 800-92, Guide to
Computer Security Log Management and NIST SP 800-53, Audit and Accountability controls.

QUESTION NO: 91

Risk identification, analysis, and mitigation activities can BEST be integrated into business life cycle processes by linking
them to:

A. compliance testing
B. configuration management
C. continuity planning

D. change management

ANSWER: D

Explanation:

change management is correct because organizational and technology changes are key points at which new risks are
introduced, existing risks change, and controls may need reassessment. Integrating risk activities into the change-
management workflow makes risk consideration a repeatable operational requirement rather than an ad hoc exercise. For
example, a proposed change can require an impact assessment, risk analysis proportionate to the change, identification of
needed mitigating controls, authorization at the appropriate risk level, and validation after implementation. This connects risk
ownership and treatment decisions directly to the business decisions that alter systems, processes, suppliers, data handling,
or organizational responsibilities.

This approach supports the CISM objective of ensuring that information risk management is integrated with business
processes and decision making. It also provides traceability: the organization can show what changed, what risk was
assessed, who accepted any residual risk, and whether the planned safeguards were implemented. NIST’s Risk
Management Framework similarly treats risk management as a life-cycle activity, including authorization and ongoing
monitoring as systems and their operating environments evolve. See ISACA’s CISM credential overview and NIST SP 800-
37 Rev. 2, Risk Management Framework.

QUESTION NO: 92

Which of the following is the MOST important objective of a security architecture review for a major technology initiative?
A. Confirming alignment with enterprise security requirements

B. Selecting the lowest-cost security product

C. Approving detailed system configurations

D. Determining project resource assignments

ANSWER: A

Explanation:
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Confirming alignment with enterprise security requirements is the most important objective because the review determines
whether the proposed solution implements required security principles, control patterns, trust boundaries, and risk-
management expectations before design decisions become costly to change. It also identifies architectural dependencies
and potential control gaps early in the initiative life cycle.

Although product selection, detailed configuration, and project scheduling are relevant implementation matters, the
architecture review primarily provides assurance that the solution supports organizational security objectives and acceptable
risk. NIST system security engineering guidance emphasizes integrating security requirements and architectural
considerations throughout the system life cycle; see NIST SP 800-160 Volume 1.

QUESTION NO: 93

Which of the following is the BEST option for addressing regulations that will adversely affect the allocation of information
security program resources?

A. Prioritize compliance efforts based on probability.
B. Determine compliance levels of peer organizations.
C. Delay implementation of compliance activities.

D. Conduct assessments for management decisions

ANSWER: D

Explanation:

Conduct assessments for management decisions is the best response because regulatory changes that constrain or redirect
information security resources are a governance issue requiring informed management action. The information security
manager should first assess the new or changed requirements against the existing program: identify compliance gaps,
affected processes and systems, implementation deadlines, required skills or technology, costs, operational dependencies,
and the risks of delayed or incomplete compliance. This converts an external regulatory obligation into clear business-impact
and risk information.

Management can then make an accountable, documented decision on priorities and resource allocation, such as reallocating
budget and personnel, approving additional funding, changing delivery schedules, or accepting residual risk when permitted
and appropriate. This approach supports the CISM principle that security management enables business leadership to make
risk-based decisions rather than independently making resource trade-offs. It also establishes evidence of due diligence and
governance oversight, which is valuable when demonstrating the organization’s compliance-management process to
regulators or auditors.

NIST’s Privacy Framework describes using organizational risk management to identify and prioritize privacy activities,
including communicating risks to decision makers. ISO/IEC 27001 similarly requires organizations to plan actions addressing
risks and opportunities within an information security management system. See the NIST Privacy Framework and ISO/IEC
27001 overview.

QUESTION NO: 94

Which of the following is the PRIMARY goal of an incident response team during a security incident?
A. Ensure the attackers are detected and stopped

B. Minimize disruption to business-critical operations

C. Maintain a documented chain of evidence

D. Shut down the affected systems to limit the business impact

ANSWER: B

Explanation:
- Page 50 of 99


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F718
https://csrc.nist.gov/pubs/sp/800/160/v1/r1/final
https://www.nist.gov/privacy-framework
https://www.iso.org/standard/27001
https://www.iso.org/standard/27001

Minimize disruption to business-critical operations is the primary goal because incident response is a business-led risk-
management activity, not merely a technical exercise. The response team must make timely, risk-based decisions that
protect the organization’s ability to deliver its most important products and services while limiting the incident’s impact. This
means prioritizing the systems, processes, information, and third parties that support critical business objectives; selecting
proportionate containment and recovery actions; and coordinating closely with business owners, management, legal
counsel, communications personnel, and operational teams. A technically effective action can be inappropriate if it
unnecessarily interrupts a critical service or creates a greater business loss than the incident itself. Conversely, immediate
isolation may be necessary when continued operation presents unacceptable risk. The essential principle is to balance
containment, eradication, and recovery against the organization’s established risk appetite and continuity priorities. This
focus is consistent with NIST incident-response guidance, which frames incident handling around reducing the
consequences of incidents and restoring normal operations efficiently. It also aligns with CISM’s emphasis on governance,
business alignment, and resilience: information security activities should support organizational objectives and manage risk
in a manner appropriate to the enterprise. See NIST SP 800-61 Rev. 2 and ISACA CISM cetrtification.

QUESTION NO: 95

Which of the following will BEST facilitate the development of appropriate incident response procedures?
A. Conducting scenario testing

B. Performing vulnerability assessments

C. Analyzing key risk indicators (KRIs)

D. Assessing capability maturity

ANSWER: A

Explanation:

Conducting scenario testing

is the best way to facilitate development of appropriate incident response procedures because it translates policy-level intent
into operationally workable actions. By exercising realistic events, such as malware infection, unauthorized access, data
loss, or a third-party compromise, the response team can validate detection, triage, escalation, containment, evidence
preservation, communications, recovery, and post-incident review activities in context. This process identifies practical
procedural requirements, including decision thresholds, handoffs between teams, contact information, authority to act,
dependencies, and required documentation. The results can then be used directly to create, refine, and prioritize incident-
response playbooks that personnel can execute under pressure. Scenario testing also promotes participation by technical,
legal, communications, business, and management stakeholders, helping ensure that procedures align with business
requirements and assigned responsibilities. NIST describes testing and exercises as essential to evaluating and improving
an incident response capability, including its processes and documentation. Guidance and exercise outcomes should feed
continuous improvement of the response plan and related procedures. See NIST SP 800-61 Rev. 2, Computer Security
Incident Handling Guide and CISA’s incident response resources.

QUESTION NO: 96

A risk assessment identifies a high-impact risk with a low likelihood of occurrence. The estimated residual risk is within the
organization's approved risk tolerance. What is the MOST appropriate action?

A. Transfer the risk through insurance.
B. Obtain documented acceptance from the accountable risk owner.
C. Implement all available mitigating controls.

D. Escalate the risk directly to internal audit.

ANSWER: B
Explanation:
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Obtain documented acceptance from the accountable risk owner is most appropriate because a risk that remains within
approved tolerance may be accepted, but acceptance must be an informed business decision by the individual with authority
and accountability for the affected process or asset. The risk assessment provides the basis for that decision.

The information security manager should ensure the rationale, residual exposure, approval, review date, and any monitoring
requirements are recorded. Implementing additional controls may still be considered, but it is not automatically required
when the residual risk is acceptable. NIST describes risk acceptance as one of the available risk responses in NIST SP 800-
37 Rev. 2.

QUESTION NO: 97

Which of the following is not a component of contractual PII?
A. Scope of processing

B. Value of data

C. Location of data

D. Use of subcontractors

ANSWER: B

Explanation:

Value of data is not a component of contractual personally identifiable information (PII) provisions. Contractual PlI
requirements establish the terms under which an organization, supplier, or other processor may handle personal data. Their
purpose is to define accountable processing boundaries and privacy responsibilities, rather than to assess the data’s
commercial worth. A data-processing contract should therefore identify the permitted scope and purpose of processing,
define relevant handling conditions such as where processing occurs when location is material to legal or transfer
requirements, and specify controls over the use of subcontractors. These terms enable the organization to maintain
oversight of PIl throughout the processing lifecycle and demonstrate that third parties are bound to appropriate privacy
obligations.

The business value of a dataset may affect internal classification, risk prioritization, insurance decisions, or the level of
investment in security safeguards. However, it does not determine whether information is PIl and is not a core contractual
processing term. PII protection obligations arise from the information’s relationship to an identified or identifiable individual
and from applicable privacy law and contractual commitments. For example, Article 28 requires processor arrangements to
document the subject matter, duration, nature, purpose, data types, data-subject categories, and the controller’s rights and
obligations. See GDPR, Article 28 and the ICO guidance on controller—processor contracts.

QUESTION NO: 98

Which of the following is the BEST way to integrate information security into corporate governance?
A. Engage external security consultants in security initiatives.

B. Conduct comprehensive information security management training for key stakeholders.

C. Ensure information security processes are part of the existing management processes.

D. Require periodic security risk assessments be performed.

ANSWER: C

Explanation:

Ensure information security processes are part of the existing management processes. Corporate governance establishes
how the enterprise is directed, monitored, and held accountable for achieving objectives while managing risk. Information
security is integrated most effectively when its requirements, risk decisions, controls, ownership, and performance measures
are incorporated into the management mechanisms leaders already use. This includes strategic planning, enterprise risk
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management, budgeting, investment and project approval, supplier oversight, policy management, performance reporting,
and management review. Embedding security in these processes ensures that security considerations inform business
decisions consistently, receive appropriate executive oversight, and are tied to accountable owners and enterprise
objectives. It also makes security governance sustainable rather than dependent on isolated activities or individual initiatives.
ISACA’s COBIT framework describes governance as ensuring stakeholder needs are evaluated and that enterprise
objectives are achieved through aligned objectives, performance monitoring, and risk optimization. Integrating security
processes into the existing management system supports these governance outcomes and enables security to be managed
as an enterprise-wide business responsibility. NIST similarly identifies governance as establishing and monitoring an
organization’s cybersecurity risk-management strategy, expectations, and policy in support of organizational objectives. See
ISACA COBIT resources and the NIST Cybersecurity Framework.

QUESTION NO: 99

The PRIMARY purpose of performing an internal attack and penetration test as part of an incident response program is to
identify:

A. weaknesses in network and server security.
B. ways to improve the incident response process.
C. potential attack vectors on the network perimeter.

D. the optimum response to internal hacker attacks.

ANSWER: A

Explanation:

Weaknesses in network and server security is correct because an internal attack and penetration test simulates the actions
available to someone who has already obtained a foothold inside the organization, such as a malicious insider or an attacker
using compromised credentials. Its primary value is to expose technical weaknesses that enable unauthorized access,
privilege escalation, lateral movement, persistence, or access to sensitive systems and information. The resulting findings
help management understand the real-world effectiveness of internal security architecture and prioritize remediation of
vulnerable hosts, insecure configurations, inadequate segmentation, excessive privileges, weak authentication paths, and
missing patches. This supports incident readiness by reducing the opportunities an intruder would have after initial
compromise and by providing evidence about where controls require strengthening. NIST describes technical security
testing, including penetration testing, as a means to identify and validate vulnerabilities in systems and networks and to
assess the effectiveness of security controls. See NIST SP 800-115, Technical Guide to Information Security Testing and
Assessment. This focus on discovering exploitable internal infrastructure and control weaknesses makes network and server
security the central subject of the test.

QUESTION NO: 100

Which of the following is an information security manager's BEST course of action when a threat intelligence report indicates
a large number of ransomware attacks targeting the industry?

A. Review the mitigating security controls.
B. Notify staff members of the threat.
C. Increase the frequency of system backups.

D. Assess the risk to the organization.

ANSWER: D

Explanation:

Assess the risk to the organization is the best course of action because threat intelligence becomes actionable only after it is
evaluated in the context of the organization’s own environment, business objectives, assets, vulnerabilities, and risk appetite.
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An industry-wide increase in ransomware activity indicates a potentially relevant threat, but the information security manager
must determine the organization’s exposure: for example, whether the reported ransomware tactics affect technologies in
use, whether known vulnerabilities or control gaps exist, which critical business processes could be disrupted, and the
potential operational, financial, legal, and reputational impact.

This analysis enables risk-based prioritization and informs proportionate treatment decisions. The manager can then direct
the most appropriate actions, such as validating resilience and recovery capabilities, addressing relevant technical
weaknesses, escalating material risk to leadership, or communicating targeted guidance to affected personnel. ISACA’s risk-
management approach emphasizes that security decisions should be aligned to enterprise objectives and based on
evaluated risk rather than reacting solely to an external threat report. The NIST Cybersecurity Framework likewise identifies
risk assessment as a core activity for understanding organizational exposure and prioritizing risk responses. See ISACA
guidance on integrating risk management with governance and the NIST Cybersecurity Framework.

QUESTION NO: 101

Which of the following is the PRIMARY responsibility of an information security steering committee?
A. Prioritizing security initiatives

B. Drafting security policies

C. Reviewing firewall rules

D. Setting up password expiration procedures

ANSWER: A

Explanation:

Prioritizing security initiatives is the primary responsibility of an information security steering committee because the
committee provides business-focused oversight and direction for the information security program. Its cross-functional,
senior-level membership enables it to evaluate proposed security investments and initiatives in the context of organizational
objectives, risk appetite, regulatory obligations, available resources, and competing business priorities. The committee helps
ensure that security work is not selected solely on technical preference; instead, it is sequenced and sponsored according to
its contribution to managing enterprise risk and supporting business strategy.

This governance role includes establishing strategic direction, gaining executive commitment, resolving priority conflicts
across business areas, and supporting allocation of funding and accountable ownership for significant security efforts.
Effective steering committees also monitor whether major initiatives continue to deliver the intended risk reduction and
business value. This is consistent with ISACA’s governance principles, under which governance evaluates stakeholder
needs, sets direction, and monitors outcomes. It also aligns with the NIST Cybersecurity Framework’s emphasis on
organizational governance, risk management strategy, and prioritization of cybersecurity activities.

References: ISACA COBIT resources and NIST Cybersecurity Framework.

QUESTION NO: 102

Which of the following BEST ensures that security risks will be reevaluated when modifications in application developments
are made?

A. A problem management process
B. Background screening
C. A change control process

D. Business impact analysis (BIA)

ANSWER: C

Explanation:
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A change control process best ensures that security risks are reevaluated whenever application-development modifications
are made. Effective change control establishes a repeatable, governed workflow requiring a proposed change to be
recorded, assessed, authorized, implemented, tested, and reviewed. The impact assessment within that workflow should
explicitly consider whether the modification affects the application’s security requirements, threat exposure, controls, data
handling, interfaces, access permissions, or regulatory obligations. This makes security-risk reassessment an expected
activity triggered by the change itself, rather than an ad hoc activity dependent on an individual developer or project team
recognizing a potential issue.

From an information security management perspective, change control also creates accountability and evidence that
relevant stakeholders, including security personnel when appropriate, reviewed the change before release. Risk treatment
can then be updated based on the assessment, and security testing can be tailored to the nature and significance of the
modification. NIST emphasizes that configuration and change management should assess security impacts and maintain
control over changes throughout the system life cycle. See NIST SP 800-128, Guide for Security-Focused Configuration
Management and ISACA: Implementing Secure Change Management.

QUESTION NO: 103

An organization shares customer information across its globally dispersed branches. Which of the following should be the
GREATEST concern to information security management?

A. Cross-cultural differences between branches
B. Conflicting data protection regulations
C. Insecure wide area networks (WANSs)

D. Decentralization of information security

ANSWER: B

Explanation:

Conflicting data protection regulations should be the greatest concern because sharing customer information among globally
dispersed branches commonly constitutes cross-border processing or transfers of personal data. Information security
management must ensure that these activities comply with the privacy, data residency, transfer, retention, consent, breach-
notification, and data-subject-rights requirements applicable in every relevant jurisdiction. These obligations can differ
according to where the customer is located, where the data is collected, where systems and cloud services process or store
it, and which legal entities can access it. A compliance failure can expose the organization to regulatory enforcement,
substantial penalties, contractual restrictions, litigation, and requirements to suspend or redesign business processes.
Effective security governance therefore requires maintaining a data inventory, identifying applicable legal requirements,
establishing approved transfer mechanisms, defining accountable data owners, and monitoring regulatory change. This is an
enterprise-level concern because legal obligations define whether customer information may be shared at all and under what
conditions; technical safeguards must then be designed to support those requirements. The European Commission explains
the rules and mechanisms governing transfers of personal data outside the European Economic Area in its international data
transfers guidance. ISACA also identifies privacy and protection of personal information as an important governance
consideration in its privacy and data protection governance guidance.

QUESTION NO: 104

Which of the following has the GREATEST impact on efforts to improve an organization's security posture?
A. Supportive tone at the top management regarding security

B. Well-documented security policies and procedures

C. Regular reporting to senior management

D. Automation of security controls

ANSWER: A
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Explanation:

Supportive tone at the top management regarding security has the greatest impact because sustained improvement in
security posture is fundamentally a governance and culture outcome. Senior management establishes the organization’s risk
appetite, assigns accountability, approves strategic priorities, and provides the budget and people needed to operate and
improve an information security program. When executives visibly support security, security objectives are more likely to be
integrated into business planning, risk decisions, project delivery, and performance expectations. This leadership
commitment also gives the security manager the authority to resolve conflicts between short-term delivery pressures and
necessary risk treatment activities.

For CISM purposes, effective security governance begins with direction and sponsorship from senior leadership.
Management’'s commitment makes security a business responsibility rather than an isolated technical function, enabling
consistent ownership of risk across the enterprise. It also promotes a security-aware culture in which personnel understand
that protecting information is an organizational expectation supported by leadership. ISO/IEC 27001 explicitly identifies top-
management leadership and commitment as a core requirement of an information security management system. Similarly,
NIST’s Cybersecurity Framework emphasizes that governance establishes and monitors an organization’s cybersecurity
risk-management strategy, expectations, and policy. See ISO/IEC 27001 and NIST Cybersecurity Framework.

QUESTION NO: 105

For a user of commercial software downloaded from the Internet, which of the following is the MOST effective means of
ensuring authenticity?

A. Digital signatures
B. Digital certificates
C. Digital code signing

D. Steganography

ANSWER: C

Explanation:

Digital code signing is the most effective means of ensuring the authenticity of commercial software downloaded from the
Internet. Code signing applies a cryptographic digital signature to a specific software package, installer, or executable using
the publisher’s private key. Before installation or execution, the user’s operating system or software-validation tool can
validate the signature against the publisher’s code-signing certificate and trusted certificate chain. Successful validation
provides assurance that the package originated from the identified publisher and that its contents have not been modified
since it was signed. This directly addresses the key authenticity concern for downloaded software: determining both the
claimed source and the integrity of the exact file received. Code-signing implementations may also include a trusted
timestamp, allowing signature validation to remain meaningful after the signing certificate expires, provided it was valid when
the software was signed. Microsoft’'s Authenticode documentation describes how signed code can be verified for publisher
identity and file integrity, while the National Institute of Standards and Technology explains the cryptographic integrity and
origin-authentication properties supplied by digital signatures. See Microsoft Authenticode documentation and NIST FIPS
186-5, Digital Signature Standard.

QUESTION NO: 106

Which of the following outsourced services has the GREATEST need for security monitoring?
A. Enterprise infrastructure

B. Application development

C. Virtual private network (VPN) services

D. Web site hosting
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ANSWER: A

Explanation:

Enterprise infrastructure has the greatest need for security monitoring because it commonly underpins a wide range of
business processes, systems, users, and information assets. When core infrastructure is operated by a third party, a security
event can have an enterprise-wide effect: it may compromise shared identity services, networks, compute platforms, storage,
backups, logging, or administrative interfaces. The organization remains accountable for managing the resulting business
and information-security risk, even when operational responsibility is contractually assigned to a provider.

Consequently, governance over an outsourced infrastructure service should include ongoing visibility into security events,
privileged activity, control performance, vulnerabilities, incident handling, and compliance with contractual requirements.
Monitoring also helps management verify that the provider continues to operate controls effectively and that changes in the
provider environment do not create unacceptable risk. This follows the risk-based, continuous-monitoring approach
described in NIST SP 800-137, Information Security Continuous Monitoring and the external-service-control expectations in
NIST SP 800-53 Rev. 5. Because enterprise infrastructure is both broadly shared and foundational, monitoring it provides
the most significant assurance over outsourced-service risk.

QUESTION NO: 107

An organization's ability to prevent a security incident in a Software as a Service (SaaS) cloud-computing environment is
MOST dependent on the:

A. ability to implement a web application firewall.
B. ability to monitor and analyze system logs.
C. configuration and sensitivity of an intrusion detection system (IDS).

D. granularity with which access rights can be configured.

ANSWER: D

Explanation:

Granularity with which access rights can be configured is the most important preventive capability in a SaaS environment
because the customer’s primary security control is typically identity and access management. In the SaaS shared-
responsibility model, the provider operates and secures much of the application platform, underlying infrastructure, and
associated technical security mechanisms. The customer must therefore prevent unauthorized use, inappropriate data
access, and excessive privileges by accurately defining who may access the service, what data and functions each user may
access, and under what conditions that access is allowed.

Fine-grained authorization supports least privilege, role-based access control, separation of duties, privileged-access
restriction, and prompt removal or adjustment of access when responsibilities change. When combined with strong
authentication and conditional access policies, granular permissions materially reduce the likelihood that compromised
credentials, malicious insiders, or ordinary user error can result in a security incident. This makes access-right configuration
a direct prevention control, rather than merely a means to observe activity after the fact. CISA identifies identity and access
management as fundamental to controlling access to organizational resources, including cloud services. See CISA Identity
and Access Management and the Cloud Security Alliance security guidance.

QUESTION NO: 108

Which of the following is the BEST way to facilitate the alignment between an organization's information security program
and business objectives?

A. Information security is considered at the feasibility stage of all IT projects.
B. The information security governance committee includes representation from key business areas.

C. The chief executive officer reviews and approves the information security program.
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D. The information security program is audited by the internal audit department.

ANSWER: B

Explanation:

The information security governance committee includes representation from key business areas because governance is the
primary mechanism for ensuring that security decisions support enterprise objectives. Business representatives bring
knowledge of strategic priorities, critical products and services, customer commitments, regulatory obligations, operational
dependencies, and acceptable levels of risk. Their participation allows security goals, investment decisions, policies, and
program priorities to be evaluated against the value they create or protect for the organization.

Meaningful business involvement also establishes accountability for risk decisions. Security leaders can provide threat
intelligence, control expertise, and recommendations, while business leaders determine how risks affect objectives and
whether proposed treatments are appropriate within the organization’s risk appetite. This creates an ongoing feedback
mechanism as business strategy, technology, and the threat environment change. The resulting program is more likely to
receive appropriate sponsorship, funding, and adoption because its roadmap is informed by enterprise needs rather than by
technical concerns alone.

COBIT describes governance as evaluating stakeholder needs and directing enterprise activities toward objectives. The
NIST Cybersecurity Framework likewise emphasizes that organizational context, risk tolerance, and priorities should guide
cybersecurity risk management. See ISACA COBIT resources and NIST Cybersecurity Framework.

QUESTION NO: 109

In addition to cost, what is the BEST criteria for selecting countermeasures following a risk assessment?
A. Effort of implementation

B. Skill requirements for implementation

C. Effectiveness of each option

D. Maintenance requirements

ANSWER: C

Explanation:

Effectiveness of each option is the best criterion in addition to cost because countermeasures exist to modify risk to a level
that management has determined is acceptable. Following a risk assessment, the security manager needs to select controls
based on their ability to reduce the likelihood of an adverse event, its business impact, or both. A comparison of cost without
considering the degree of risk reduction would not support an informed risk-treatment decision. The most appropriate choice
therefore considers the value delivered by a control in terms of its expected reduction of the identified risk relative to its cost,
while also ensuring that the residual risk aligns with the organization’s risk appetite and treatment objectives. This approach
connects control selection directly to business risk rather than treating deployment characteristics as the primary outcome.
Implementation effort, required expertise, and ongoing maintenance may be considered during feasibility and implementation
planning, but the fundamental purpose of the selection decision is to achieve effective risk reduction. NIST describes risk
response as selecting and implementing measures that address identified risks, and its control-selection guidance
emphasizes tailoring controls to organizational risk and requirements. See NIST SP 800-30 Rev. 1 and NIST SP 800-53
Rev. 5.

QUESTION NO: 110

Information security policies should PRIMARILY reflect:
A. compliance requirements.

B. industry best practices.
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C. data security standards.

D. senior management intent.

ANSWER: D

Explanation:

Information security policies should primarily reflect senior management intent. A policy is a high-level, management-
approved statement that establishes the organization’s direction, expectations, and commitment for protecting information
assets. It translates leadership’s business objectives, risk appetite, legal and contractual responsibilities, and governance
priorities into mandatory organizational direction. Because senior management owns accountability for ensuring that
information security supports enterprise objectives and receives appropriate authority and resources, its intent must be the
foundation of policy.

Once that direction is established, the information security manager can develop supporting standards, procedures,
baselines, and control requirements to implement it. Those detailed artifacts can draw on external obligations and
recognized practices, but the policy itself must communicate the organization-specific direction endorsed by leadership.
Management approval also gives the policy the authority necessary for consistent enforcement across business units,
personnel, suppliers, and technology environments.

This is consistent with ISO/IEC 27001, which requires top management to establish an information security policy
appropriate to the organization’s purpose and to support its strategic direction. ISACA’s governance approach likewise
emphasizes that enterprise leadership sets direction and oversees whether risk is managed within acceptable limits. See
ISO/IEC 27001 and ISACA COBIT resources.

QUESTION NO: 111

An executive's personal mobile device used for business purposes is reported lost. The information security manager should
respond based on:

A. mobile device configuration.
B. asset management guidelines.
C. the business impact analysis (BIA).

D. incident classification.

ANSWER: D

Explanation:

incident classification. is correct because a reported lost device that has been used for business must first be handled
through the organization’s established incident-management process. Classification determines the incident’s category,
potential severity, required urgency, ownership, escalation path, and the response procedures that apply. The security
manager needs to establish the potential exposure of corporate information and services, considering such factors as
business email access, stored or synchronized data, authentication tokens, device encryption, mobile-device-management
enrollment, and the executive’s level of access.

A personal device does not eliminate the organization’s responsibility to assess and contain potential business risk. The
incident classification process provides the governance basis for coordinated action, such as notifying the appropriate
incident stakeholders, preserving relevant records, assessing whether remote security actions are authorized and feasible,
revoking or resetting access where necessary, and determining whether legal, privacy, regulatory, or contractual notification
obligations could arise. This approach ensures that response actions are proportional to the actual business impact and
data-exposure risk, rather than being driven solely by the fact that the device is mobile or personally owned. NIST’s incident-
response guidance describes categorization and prioritization as essential elements of effective incident handling: NIST SP
800-61 Rev. 2. See also NIST’s current incident-response resource collection: NIST Incident Response.

QUESTION NO: 112
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The PRIMARY concern of an information security manager documenting a formal data retention policy would be:
A. generally accepted industry best practices.

B. business requirements.

C. legislative and regulatory requirements.

D. storage availability.

ANSWER: B

Explanation:

business requirements. are the primary concern because a data retention policy is a governance instrument that must
support the organization’s purpose, operations, obligations, and risk appetite. The organization must first establish why
information is collected and used, including operational processing, customer service, financial reporting, audit support,
contractual commitments, legal discovery readiness, and preservation of records with enduring business value. Those needs
determine the information categories in scope, retention periods, ownership, archival arrangements, disposal methods, and
exceptions such as litigation holds.

Security management should ensure retention decisions are proportionate: information must remain available and protected
for as long as the business has a justified need, then be securely disposed of when that need ends. This reduces
unnecessary storage cost and, importantly, limits exposure from retaining sensitive information longer than necessary.
Applicable laws, regulations, and contractual duties are essential inputs to the business requirement and must be
incorporated into the resulting policy. However, the policy should be aligned to the organization’s complete business context
rather than being designed around a single implementation constraint or generic benchmark.

NIST’s Privacy Framework describes data processing governance and risk-management considerations relevant to
managing data throughout its lifecycle: NIST Privacy Framework. ISO/IEC 27001 likewise frames information-security
management around organizational context and requirements: ISO/IEC 27001.

QUESTION NO: 113

Which of the following is the PRIMARY goal of a risk management program?
A. Implement preventive controls against threats.

B. Manage the business impact of inherent risks.

C. Manage compliance with organizational policies.

D. Reduce the organization's risk appetite.

ANSWER: B

Explanation:

Manage the business impact of inherent risks. is the best answer because the primary purpose of a risk management
program is to enable achievement of organizational objectives by identifying, assessing, prioritizing, treating, monitoring, and
communicating risk. The program gives management a structured basis for understanding how uncertainty and adverse
events could affect the business, then selecting risk responses that keep exposure within the organization’s approved risk
appetite and tolerance. Inherent risk represents the level of risk before the effect of controls is considered; understanding its
potential business impact helps decision makers determine where controls, risk transfer, avoidance, acceptance, or other
treatments are needed. Effective risk management is therefore focused on business outcomes and the preservation or
creation of value, rather than on a single control type or an isolated administrative activity. It supports informed governance
decisions by connecting risk exposure to strategic, operational, financial, legal, and reputational impacts. ISACA’s COBIT
guidance frames risk optimization as balancing the realization of benefits, optimization of risk, and use of resources in
support of enterprise objectives. Similarly, NIST describes risk management as an ongoing organizational process for
managing risk in alignment with mission and business needs. See ISACA COBIT resources and NIST Risk Management.
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QUESTION NO: 114

Which of the following is the MOST appropriate course of action when the risk occurrence rate is low but the impact is high?
A. Risk transfer

B. Risk acceptance

C. Risk mitigation

D. Risk avoidance

ANSWER: A

Explanation:

Risk transfer is the most appropriate treatment when an event is relatively unlikely but could create a severe financial,
operational, legal, or reputational consequence. This risk profile commonly includes events such as major natural disasters,
significant third-party liabilities, or infrequent catastrophic service disruptions. Because the occurrence rate is low, investing
heavily in controls solely to reduce the likelihood may not be proportionate to the expected frequency. However, the
organization must still address its exposure to the potentially substantial loss.

Risk transfer shifts all or part of the financial consequences to a party that is contractually or commercially able to assume
them. Typical mechanisms include insurance, indemnification provisions, liability limitations, and supplier agreements with
defined obligations, service levels, and recovery commitments. The risk owner remains accountable for understanding and
managing the residual exposure; transfer does not eliminate the need for due diligence, contract oversight, or business
continuity planning. It does, however, help protect the organization from an otherwise disproportionate loss while allowing the
underlying business activity to continue. ISACA identifies transfer as a risk-treatment option that can be appropriate where
another party can assume the consequences more efficiently. See ISACA’s risk treatment options guidance and 1ISO 31000
risk management guidance.

QUESTION NO: 115

Which of the following is the PRIMARY reason to conduct periodic business impact assessments?
A. Improve the results of last business impact assessment

B. Update recovery objectives based on new risks

C. Decrease the recovery times

D. Meet the needs of the business continuity policy

ANSWER: B

Explanation:

Update recovery objectives based on new risks is correct because a business impact assessment is the foundation for
determining which business processes and supporting resources are critical, the consequences of disruption, and the time
frames in which they must be restored. Periodically revisiting the assessment is essential because the business environment
does not remain static. Organizational priorities, products, services, processes, technology dependencies, data
requirements, third-party arrangements, regulatory obligations, and the threat landscape can all change. These changes can
alter the impact of an outage and the level of resilience the organization needs.

The assessment therefore validates whether established recovery requirements, including recovery time objectives and
recovery point objectives, remain appropriate for current business needs and risk exposure. This enables continuity and
disaster recovery capabilities to be aligned with the organization’s present risk appetite and operational priorities, rather than
relying on assumptions from an outdated assessment. NIST describes the business impact analysis as identifying and
prioritizing critical functions and their recovery requirements, while Ready.gov emphasizes updating continuity planning
information as business conditions change. See NIST SP 800-34 Rev. 1 and Ready.gov: Business Impact Analysis.
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QUESTION NO: 116

An organization is in the process of adopting a hybrid data infrastructure, transferring all non-core applications to cloud
service providers and maintaining all core business functions in-house. The information security manager has determined a
defense in depth strategy should be used. Which of the following BEST describes this strategy?

A. Multi-factor login requirements for cloud service applications, timeouts, and complex passwords
B. Deployment of nested firewalls within the infrastructure
C. Separate security controls for applications, platforms, programs, and endpoints

D. Strict enforcement of role-based access control (RBAC)

ANSWER: C

Explanation:

Separate security controls for applications, platforms, programs, and endpoints best describes defense in depth because this
strategy deliberately establishes multiple, independent, and complementary layers of protection across the technology
environment. A security event that bypasses or compromises one control should encounter further controls that can prevent,
detect, contain, or lessen its impact. In a hybrid environment, these layers should be applied consistently across both cloud-
hosted and in-house systems, while accounting for the shared-responsibility boundaries of cloud services.

Application-layer controls can protect application logic and data; platform controls can harden operating systems, virtual
machines, containers, and cloud services; program or service controls can restrict and monitor supporting processes; and
endpoint controls can protect devices used to access organizational resources. Together, these controls provide overlapping
safeguards rather than relying on a single security mechanism or perimeter. This also improves resilience: the organization
can continue to reduce risk when a preventive safeguard fails, a vulnerability is exploited, or an attacker gains an initial
foothold. NIST defines defense in depth as the use of multiple countermeasures to protect information and systems, and
CISA similarly emphasizes layered security measures to reduce the likelihood and consequence of successful attacks. See
NIST’s definition of defense in depth and CISA’s defense-in-depth resource.

QUESTION NO: 117

Which of the following is the MOST important information to include in an information security standard?
A. Creation date

B. Author name

C. Initial draft approval date

D. Last review date

ANSWER: D

Explanation:

Last review date is the most important information because a security standard must remain appropriate for the
organization’s current business objectives, risk environment, legal obligations, technology, and threat landscape. The review
date provides visible document-control evidence that the standard has been periodically evaluated and, where necessary,
revised or reaffirmed by its accountable owner. This enables managers, users, and auditors to assess whether the
requirements can reasonably be relied upon as current governance direction rather than historical guidance.

Information security standards translate policy into mandatory, measurable requirements. Their value depends on continued
relevance as systems, suppliers, attack methods, and regulatory expectations change. Recording the last review date
supports a defined review cycle, accountability for maintenance, and traceability of the organization’s security governance
lifecycle. It also helps identify standards needing prompt reassessment when significant environmental or risk changes
occur. NIST’s control-assessment guidance emphasizes maintaining and reviewing security controls and associated
documentation throughout the system life cycle; see NIST SP 800-53 Rev. 5. ISO/IEC 27001 similarly requires documented
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information to be controlled, reviewed, and maintained as part of an information security management system; see ISO/IEC
27001.

QUESTION NO: 118

Which of the following would BEST protect an organization's confidential data stored on a laptop computer from
unauthorized access?

A. Strong authentication by password
B. Encrypted hard drives
C. Multifactor authentication procedures

D. Network-based data backup

ANSWER: B

Explanation:

Encrypted hard drives provide the strongest protection for confidential information stored on a laptop because they protect
the data at rest. If the laptop is lost, stolen, or its storage device is removed and connected to another system, properly
implemented full-disk encryption keeps the information unreadable unless the attacker has the appropriate decryption key or
successfully authenticates through the approved preboot mechanism. This directly addresses the principal risk associated
with portable devices: physical loss or theft leading to unauthorized disclosure of locally stored data. Encryption should use
organization-approved cryptography, secure key management, and recovery procedures so that the protection remains
effective while authorized users can still recover information when necessary. NIST identifies storage encryption as a key
safeguard for protecting the confidentiality of data on end-user devices, including mobile and portable systems. ISACA’s
information security governance approach likewise emphasizes selecting controls that directly reduce the relevant business
risk—in this case, exposure of confidential data when the device is no longer under organizational control. See NIST SP
800-111, Guide to Storage Encryption Technologies for End User Devices and ISACA Journal: Data Protection and Privacy.

QUESTION NO: 119

Which of the following techniques would be the BEST test of security effectiveness?
A. Performing an external penetration test

B. Reviewing security policies and standards

C. Reviewing security logs

D. Analyzing technical security practices

ANSWER: A

Explanation:

Performing an external penetration test is the best test of security effectiveness because it actively evaluates whether
security controls withstand realistic attempts to compromise externally exposed systems. Unlike a documentation- or
configuration-focused assessment, a properly scoped penetration test demonstrates actual security outcomes: whether an
attacker can identify weaknesses, exploit them, obtain unauthorized access, move beyond the initial foothold, or reach
sensitive assets. This provides evidence about the combined effectiveness of preventive controls, such as secure
configuration and access restrictions, as well as detective and response capabilities when the engagement includes
appropriate monitoring and response validation.

For a security manager, this is especially valuable because effectiveness means controls achieve their intended risk-
reduction objectives in operational conditions, not merely that they have been defined or implemented. The engagement
should have approved rules of engagement, scope, timing, test constraints, and reporting requirements so that it is safe,
authorized, and produces actionable results. Findings can then be prioritized based on business impact and used to drive
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remediation and risk decisions. NIST describes penetration testing as a security assessment methodology that simulates
attacks to identify and validate exploitable vulnerabilities; OWASP similarly frames it as testing an environment to identify
and exploit security weaknesses. See NIST SP 800-115 and OWASP Penetration Testing.

QUESTION NO: 120

Which of the following is the FIRST phase in which security should be addressed in the development cycle of a project?
A. Design

B. Implementation

C. Application security testing

D. Feasibility

ANSWER: D

Explanation:

Feasibility is the first phase in which security should be addressed because it establishes whether the proposed initiative is
viable within the organization’s business objectives, risk appetite, legal obligations, resource limits, and technology
constraints. Addressing security at this point allows management and project stakeholders to identify high-level security and
privacy requirements, determine whether sensitive information will be involved, assess significant threats or compliance
implications, and ensure that these considerations influence the initial scope and business case. This early involvement
supports a security-by-design approach: security requirements become part of the project’s foundation rather than additions
made after key solution decisions have already been made. It also enables informed decisions about whether to proceed,
modify the scope, select a different approach, or allocate appropriate funding and expertise for security work. NIST guidance
on security considerations in the system development life cycle emphasizes incorporating security activities from project
initiation through disposal, beginning with initiation-related activities such as defining security requirements and constraints.
ISACA'’s governance-focused perspective likewise requires security management to ensure that risk and security
requirements are integrated with business processes and project decision making from the outset. See NIST SP 800-64
Rev. 2 and ISACA Journal: Integrating Information Security Into the SDLC.

QUESTION NO: 121

Conducting a cost-benefit analysis for a security investment is important because it:
A. supports justification for expenditure.

B. supports asset classification.

C. quantifies return on security investment.

D. quantifies residual risk.

ANSWER: A

Explanation:

Conducting a cost-benefit analysis for a security investment is important because it supports justification for expenditure.
Security managers must translate security needs into business terms so that leadership can make informed funding and
prioritization decisions. A cost-benefit analysis compares the full anticipated cost of a proposed control or initiative—including
acquisition, implementation, staffing, operational overhead, and maintenance—with expected business benefits. Those
benefits may include reduced exposure to loss events, lower potential incident impact, improved resilience and availability,
regulatory alignment, and protection of business-critical information and services.

This analysis does not require every benefit to be expressed with perfect financial precision. Rather, it provides a structured,
defensible basis for demonstrating that an investment is proportionate to the risk addressed and aligned with organizational
objectives and risk appetite. It enables management to evaluate alternatives, allocate finite resources, and accept or treat
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risk based on meaningful business information. This is consistent with governance practices that emphasize optimizing risk
and resources while ensuring stakeholder value. See ISACA’s COBIT resources and the NIST Cybersecurity Framework
2.0’s Govern function guidance.

QUESTION NO: 122

The BEST way to obtain funding from senior management for a security awareness program is to:
A. meet regulatory requirements.

B. produce an impact analysis report of potential breaches.

C. produce a report of organizational risks.

D. demonstrate that the program will adequately reduce risk

ANSWER: D

Explanation:

“‘demonstrate that the program will adequately reduce risk” is the best basis for obtaining senior-management funding
because it presents the awareness initiative as a business-risk treatment investment, rather than merely a training expense.
Senior management is accountable for ensuring that enterprise risk is understood, evaluated, and managed in alignment
with business objectives. A compelling request therefore links the program to material threat scenarios—such as phishing,
credential compromise, fraud, or inappropriate data handling—and shows how targeted awareness activities reduce the
likelihood and/or business impact of those events.

The proposal should identify the current exposure, define the expected improvement, and establish measures that can be
monitored over time. Useful measures may include phishing-simulation reporting rates, reductions in repeat-risk behaviors,
completion of role-based training, and fewer security incidents attributable to human actions. This gives executives a clear
view of the risk reduction expected for the requested investment and supports informed prioritization against other risk-
treatment options. NIST’s awareness and training guidance similarly emphasizes building an awareness and training
program that supports organizational risk management: NIST SP 800-50 Rev. 1. ISACA’s COBIT resources also frame
governance decisions around stakeholder needs, enterprise objectives, and optimized risk: ISACA COBIT.

QUESTION NO: 123

In information security governance, the PRIMARY role of the board of directors is to ensure:
A. approval of relevant policies and standards.

B. communication of security posture to stakeholders.

C. compliance with regulations and best practices.

D. alignment with the strategic goals of the organization.

ANSWER: D

Explanation:

Alignment with the strategic goals of the organization is correct because the board’s governance role is to provide direction
and oversight that ensures information security supports enterprise objectives and creates value while managing risk. At the
board level, information security is not solely a technical, policy-administration, or compliance activity; it is an enterprise
governance concern. The board establishes the tone, approves the organization’s risk appetite and strategic direction, and
holds senior management accountable for implementing a security program that protects the capabilities, information, and
services most important to achieving business goals.

This strategic focus ensures security investments, risk treatment decisions, and performance measures are prioritized
according to organizational objectives. For example, the level of protection expected for a critical customer-facing service
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should reflect its business importance, applicable risk tolerance, and the enterprise’s broader strategy. Management then
translates that direction into policies, standards, controls, operational processes, and reporting.

COBIT describes governance as evaluating stakeholder needs, setting direction, and monitoring performance and
conformance—activities that distinguish board oversight from day-to-day management. Similarly, the NIST Cybersecurity
Framework emphasizes that cybersecurity governance should be integrated with organizational mission, objectives, and risk
management. See ISACA COBIT resources and the NIST Cybersecurity Framework.

QUESTION NO: 124

Which of the following is the BEST indication of information security strategy alignment with the business?
A. Number of business objectives directly supported by information security initiatives.

B. Percentage of corporate budget allocated to information security initiatives.

C. Number of business executives who have attended information security awareness sessions.

D. Percentage of information security incidents resolved within defined service level agreements.

ANSWER: A

Explanation:

Number of business objectives directly supported by information security initiatives is the best indication because strategic
alignment means that the information security program is deliberately designed, prioritized, and measured in relation to
enterprise goals. This measure makes the connection visible: security initiatives can be traced to objectives such as
supporting market expansion, enabling digital services, protecting revenue-generating processes, maintaining customer
trust, or meeting obligations necessary to conduct business. It therefore demonstrates that security is contributing business
value rather than operating as a separate technical or compliance function.

For a CISM, this linkage supports effective governance and communication with senior management. It enables leadership
to assess whether security investments and resources address the organization’s most important strategic priorities and risk
exposures. Meaningful alignment is not simply the presence of security activities; it is evidence that those activities support
outcomes the enterprise has identified as important. This is consistent with ISACA’s CISM focus on aligning information
security strategy with business objectives and delivering value through risk-based governance. The NIST Cybersecurity
Framework likewise emphasizes using cybersecurity outcomes in the context of organizational mission, objectives,
stakeholders, and risk management priorities. See ISACA CISM certification and NIST Cybersecurity Framework.

QUESTION NO: 125

The BEST metric for evaluating the effectiveness of a firewall is the:
A. number of attacks blocked.

B. number of packets dropped.

C. average throughput rate.

D. number of firewall rules.

ANSWER: A

Explanation:

The number of attacks blocked. is the best available metric because it most directly measures whether the firewall is
achieving its primary security purpose: enforcing network access policy to prevent unauthorized or malicious traffic from
reaching protected systems. A firewall is a preventive control, so an effectiveness measure should focus on its demonstrated
ability to stop security-relevant connection attempts or traffic patterns that violate established policy. This metric can be
drawn from firewall logs and security-event correlation, then trended over time and assessed against the organization’s
threat environment, critical assets, and approved rule base.
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For management reporting, the count should be qualified with consistent definitions of an “attack,” severity, source, target,
and validation where feasible. This makes the measure meaningful as an indicator of control operation and risk reduction
rather than merely a raw operational statistic. NIST describes firewalls as controls that monitor and control network traffic
according to a security policy, making policy-violating or malicious traffic prevented by the control a relevant effectiveness
outcome. See NIST SP 800-41 Rev. 1, Guidelines on Firewalls and Firewall Policy. The outcome also aligns with the NIST
Cybersecurity Framework’s emphasis on protecting systems through managed protective technology and monitoring
defensive controls; see NIST Cybersecurity Framework.

QUESTION NO: 126

Data owners will determine what access and authorizations users will have by:
A. delegating authority to data custodian.

B. cloning existing user accounts.

C. determining hierarchical preferences.

D. mapping to business needs.

ANSWER: D

Explanation:

Data owners determine user access and authorization by mapping access requirements to business needs. As the
individuals accountable for information assets, data owners understand the data’s business purpose, classification,
sensitivity, applicable legal or regulatory obligations, and the roles that need access to perform defined duties. Their access
decisions should therefore follow least privilege: each user receives only the permissions necessary for approved job
responsibilities. This business-driven approach also supports appropriate segregation of duties and enables access to be
reviewed when a person’s role or business requirements change.

Data custodians have an important operational role in administering and maintaining access controls, but the data owner
remains accountable for defining the authorization requirements. A formal process mapping permissions to documented
business roles and needs creates an auditable basis for access decisions and helps ensure that access remains aligned with
the organization’s risk appetite and information-security governance objectives. ISACA’s access-control guidance
emphasizes that access should be authorized according to business requirements and managed throughout the user access
life cycle. See ISACA Journal: Access Control Management and NIST guidance on least privilege.

QUESTION NO: 127

Which of the following is the PRIMARY reason an information security strategy should be deployed across an organization?
A. To ensure that the business complies with security regulations

B. To ensure that management's intent is reflected in security activities

C. To ensure that employees adhere to security standards

D. To ensure that security-related industry best practices are adopted

ANSWER: B

Explanation:

To ensure that management's intent is reflected in security activities is correct because an information security strategy is
the primary vehicle for translating business direction into coordinated security action throughout the enterprise. Senior
management establishes organizational objectives, priorities, governance expectations, and risk appetite. The security
strategy converts these inputs into a coherent, enterprise-wide direction for the security program, including priorities for risk
treatment, resources, architecture, policies, metrics, and improvement initiatives. Deploying it across all business units helps
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ensure that security decisions and activities consistently support the organization’s mission rather than operating as isolated
technical or compliance efforts.

This alignment is central to information security governance and to the CISM role, which emphasizes that security must
enable and support business objectives while managing information risk to an acceptable level. A strategy also provides the
basis for communicating management expectations, assigning accountability, and measuring whether the security program
delivers intended business value. Regulatory compliance, standards adherence, and use of recognized practices can be
incorporated into the strategy where relevant, but the governing purpose is to implement management’s business-aligned
direction consistently across the organization. See ISACA’s CISM certification overview and the NIST Cybersecurity
Framework.

QUESTION NO: 128

A corporate laptop containing confidential data is compromised. The incident has been contained, and the laptop is in the
possession of the incident response team. The NEXT step should be to:

A. initiate system recovery.
B. create a duplicate image.
C. wipe the system.

D. dispose of the laptop hard drive.

ANSWER: B

Explanation:

Creating a duplicate image is the appropriate next step because the contained laptop may hold volatile and nonvolatile
evidence needed to determine the scope, cause, timeline, and impact of the compromise. A forensically sound image
captures the storage media at the bit level while preserving the original device in its current state. The incident response
team can then perform examination, malware analysis, log review, and timeline reconstruction on the verified copy rather
than risking alteration of the original evidence. This approach supports evidence integrity and chain-of-custody requirements,
which are especially important when confidential data may have been exposed and the investigation could lead to legal,
regulatory, disciplinary, or insurance actions. The image should be acquired using approved forensic procedures,
documented carefully, and validated with cryptographic hash values to demonstrate that the acquired copy is complete and
unchanged. NIST guidance identifies forensic data acquisition and preservation as core steps in integrating forensic
techniques into incident response. Preserving and analyzing a duplicate also enables informed eradication and recovery
decisions once the relevant evidence has been collected. See NIST’s Guide to Integrating Forensic Techniques into Incident
Response and Computer Security Incident Handling Guide.

QUESTION NO: 129

Which of the following is the MOST effective way to detect security incidents?
A. Analyze penetration test results.

B. Analyze recent security risk assessments.

C. Analyze vulnerability assessments.

D. Analyze security anomalies.

ANSWER: D

Explanation:
Analyze security anomalies is the most effective way to detect security incidents because incident detection depends on

timely identification of activity that deviates from an organization’s expected baseline. Examples include unusual
authentication attempts, impossible-travel logins, abnormal privilege use, unexpected outbound data transfers, suspicious
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process execution, or atypical network communications. Security monitoring tools collect and correlate logs, alerts, endpoint
telemetry, and network events so that these anomalous patterns can be investigated and, when appropriate, escalated as
incidents. This is a detective activity that can operate continuously and identify indicators while malicious activity is occurring
or shortly afterward.

Effective anomaly analysis requires defined normal behavior, relevant telemetry, alert triage procedures, and personnel able
to distinguish meaningful indicators from benign deviations. It also supports the CISM focus on aligning incident-
management capabilities with business risk: monitoring should prioritize systems, identities, data, and events whose
compromise would have the greatest organizational impact. NIST’s incident-response guidance describes detection and
analysis as a core incident-response capability, while NIST continuous-monitoring guidance emphasizes ongoing visibility
into security-related events and changing conditions. See NIST SP 800-61 Rev. 2, Computer Security Incident Handling
Guide and NIST SP 800-137, Information Security Continuous Monitoring.

QUESTION NO: 130

Meeting which of the following security objectives BEST ensures that information is protected against unauthorized
disclosure?

A. Authenticity
B. Confidentiality
C. Nonrepudiation

D. Integrity

ANSWER: B

Explanation:

Confidentiality is the security objective that ensures information is protected from unauthorized disclosure. It requires that
information be accessible or disclosed only to authorized individuals, processes, or systems. In an information security
management context, this objective is achieved by establishing and operating controls that restrict access according to
business need and authorization, such as identity and access management, least privilege, strong authentication,
information classification, encryption, and secure handling procedures. The objective applies whether information is stored,
transmitted, or processed; the essential outcome is that parties without appropriate authorization cannot view or obtain the
information. This directly matches the requirement to protect information against unauthorized disclosure. NIST defines
confidentiality as preserving authorized restrictions on information access and disclosure, including means for protecting
personal privacy and proprietary information. This definition aligns with the core confidentiality objective used in ISACA
security governance and risk-management practice. See the NIST Computer Security Resource Center definition of
confidentiality and NIST’s FIPS 199, which identifies confidentiality as one of the fundamental security objectives for
information and information systems.

QUESTION NO: 131

An information security manager is developing a new information security strategy. Which of the following functions would
serve as the BEST resource to review the strategy and provide guidance for business alignment?

A. Internal audit
B. The steering committee
C. The legal department

D. The board of directors

ANSWER: B

Explanation:
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The steering committee is the best resource to review an information security strategy and guide its alignment with business
objectives. An effective security steering committee is cross-functional: it brings together senior representatives from
business units, technology, risk management, and security. This composition enables the committee to evaluate whether
proposed security priorities support enterprise goals, reflect the organization’s risk appetite, are feasible within available
resources, and appropriately balance business enablement with protection requirements. It also provides a structured forum
for resolving competing priorities, obtaining stakeholder commitment, and establishing accountability for strategic security
initiatives. For an information security manager, this stakeholder input is essential before finalizing a strategy because
alignment must be validated by the business leaders who own processes, information assets, and outcomes. ISACA’s
governance guidance emphasizes that enterprise governance should ensure stakeholder needs are evaluated and
translated into agreed enterprise objectives and priorities. A steering committee operationalizes this principle by connecting
the security program’s strategic direction to those enterprise priorities. See ISACA’s COBIT resources and ISACA Journal’s
discussion of IT governance implementation.

QUESTION NO: 132

Which of the following is MOST important to the success of an information security program?
A. Security' awareness training

B. Achievable goals and objectives

C. Senior management sponsorship

D. Adequate start-up budget and staffing

ANSWER: C

Explanation:

Senior management sponsorship is most important because it establishes the authority, strategic alignment, and
organizational commitment needed for an information security program to operate effectively. Information security is a
business and governance responsibility, not solely a technical function. Visible executive sponsorship enables the security
manager to align security objectives with business goals, obtain appropriate resources, establish organization-wide policies,
assign accountability, and resolve conflicts among competing priorities. It also communicates that security requirements are
mandatory and supported at the highest level, which is essential for consistent adoption across business units.

ISACA’s security governance guidance emphasizes that senior leadership and the board are accountable for ensuring
security is governed in alignment with enterprise objectives and risk appetite. Likewise, ISO/IEC 27001 requires top
management to demonstrate leadership and commitment to the information security management system, including
ensuring that necessary resources are available and that information-security objectives support the organization’s strategic
direction. With sustained senior management sponsorship, the program has the mandate to prioritize risks and drive
continual improvement. See ISACA Journal: Information Security Governance and ISO/IEC 27001.

QUESTION NO: 133

Which of the following is the PRIMARY responsibility of the designated spokesperson during incident response testing?
A. Communicating the severity of the incident to the board

B. Establishing communication channels throughout the organization

C. Evaluating the effectiveness of the communication processes

D. Acknowledging communications from the incident response team

ANSWER: B

Explanation:
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Establishing communication channels throughout the organization is the primary responsibility because the designated
spokesperson must ensure that incident-related information moves through defined, controlled, and appropriate paths during
an exercise. Incident response testing validates not only technical response activities, but also the organization’s ability to
coordinate timely communications among response personnel, management, affected business functions, legal counsel, and
any external parties specified in the incident response plan. The spokesperson helps operationalize the plan’s
communications procedures by using approved channels, confirming escalation paths and points of contact, maintaining
message consistency, and ensuring that information is communicated at the appropriate level of detail and authorization.

This role is especially important in a test because communication breakdowns can delay decisions, create conflicting
messages, or result in the disclosure of inaccurate information during an actual incident. Exercise observations can then be
used to refine contact lists, notification workflows, message-approval processes, and communication tools. NIST incident-
handling guidance identifies communication and coordination as essential elements of incident response capability and
preparation. See NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide and CISA Incident Response
resources.

QUESTION NO: 134

Which of the following features is normally missing when using Secure Sockets Layer (SSL) in a web browser?
A. Certificate-based authentication of web client

B. Certificate-based authentication of web server

C. Data confidentiality between client and web server

D. Multiple encryption algorithms

ANSWER: A

Explanation:

Certificate-based authentication of web client

is normally missing in ordinary browser-based SSL/TLS use. In a typical HTTPS connection, the browser validates the web
server’s digital certificate, establishing that it is communicating with the intended server (subject to certificate-chain,
hostname, validity, and trust checks). The browser and server then establish cryptographic session keys that protect the
confidentiality and integrity of the data exchanged.

Client certificate authentication, also called mutual TLS (mTLS), is optional rather than a routine feature of public web
browsing. To use it, the server must explicitly request a certificate from the browser during the TLS handshake, and the user
or browser must have an appropriate client certificate and private key available. This model is useful where a strong,
cryptographically verifiable identity is needed before granting access, such as controlled business-to-business integrations,
enterprise administrative portals, or high-assurance internal services. Most consumer-facing sites instead authenticate users
after TLS is established, commonly with passwords, multifactor authentication, passkeys, or federated identity. Therefore,
although browsers support client certificates, certificate-based authentication of the web client is not normally present in a
standard web SSL/TLS session. See the TLS protocol specification in RFC 8446 and Mozilla’s overview of Transport Layer

Security.

QUESTION NO: 135

Which of the following is the BEST way to ensure that third-party access to internal systems remains appropriate over time?
A. Perform periodic access reviews with the accountable business owner.

B. Require third parties to change passwords every 30 days.

C. Provide third parties with shared administrator accounts.

D. Limit third-party access to business hours only.

ANSWER: A
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Explanation:

Perform periodic access reviews with the accountable business owner is the best approach because access appropriateness
depends on whether the third party continues to have a valid business need, the contractual relationship remains active, and
the assigned privileges remain necessary. Business owners are best positioned to validate the continuing need for the
supplier's access.

Technical access controls and initial due diligence are necessary, but they do not by themselves detect access that becomes
excessive or unnecessary as projects, personnel, or contracts change. Periodic reviews support least privilege, timely
revocation, and accountability. NIST identifies periodic review of accounts and access authorizations as an access-control
practice in NIST SP 800-53 Rev. 5.

QUESTION NO: 136

An inexperienced information security manager is relying on its internal audit department to design and implement key
security controls. Which of the following is the GREATEST risk?

A. Inadequate implementation of controls
B. Conflict of interest
C. Violation of the audit charter

D. Inadequate audit skills

ANSWER: B

Explanation:

Conflict of interest is the greatest risk because internal audit’s value to the organization depends on its organizational
independence and the objectivity of its assurance work. Designing and implementing key security controls makes internal
audit responsible for management activities and creates a self-review threat: the same function could subsequently be asked
to assess the design or operating effectiveness of controls it created. Stakeholders, including the board and senior
management, could no longer rely fully on that assurance as an impartial evaluation of the security control environment.

Under the Three Lines Model, management owns and manages risk and controls, while internal audit provides independent
assurance to the governing body and management. Security management may seek advice from internal audit, such as
feedback on control objectives or identified risks, but accountability for selecting, implementing, and operating controls must
remain with management. Maintaining this separation preserves credible reporting, clear accountability, and the ability of
internal audit to objectively evaluate whether security controls support organizational objectives. The Institute of Internal
Auditors’ Global Internal Audit Standards emphasize independence and objectivity, and its standards overview describes
their role in enabling effective, independent assurance.

QUESTION NO: 137

Due to budget constraints, an internal IT application does not include the necessary controls to meet a client service level
agreement (SLA).

Which of the following is the information security manager's BEST course of action?
A. Inform the legal department of the deficiency.

B. Analyze and report the issue to senior management.

C. Require the application owner to implement the controls.

D. Assess and present the risks to the application owner.

ANSWER: D

Explanation:
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Assess and present the risks to the application owner. is the best course of action because the absence of controls
required to satisfy a client SLA creates an identifiable business risk, including potential contractual, financial, operational,
and reputational consequences. The information security manager should first ensure that this risk is evaluated in business
terms: the relevant control gap, probability and impact of an SLA failure, affected client obligations, and available treatment
options should be clearly documented.

The application owner is the appropriate stakeholder to receive this information because that role is accountable for the
application’s operation, support, and alignment with business requirements. Presenting the assessed risk enables the owner
to make, or obtain, an informed risk-treatment decision. This may include securing funding for the controls, changing the
service design, implementing compensating controls, or formally escalating a risk-acceptance decision through the
organization’s established governance process. This approach supports CISM’s core emphasis on risk-based security
management and clear communication to accountable business stakeholders. ISACA describes CISM as focused on
governance, risk management, and the alignment of security with organizational objectives; see ISACA’s CISM certification
page and ISACA’s COBIT resources.

QUESTION NO: 138

To minimize security exposure introduced by changes to the IT environment, which of the following is MOST important to
implement as part of change management?

A. Requiring approval by senior management
B. Performing a business impact analysis (BIA) prior to implementation
C. Performing post-change reviews before closing change tickets

D. Conducting a security risk assessment prior to go-live

ANSWER: D

Explanation:

Conducting a security risk assessment prior to go-live is most important because it integrates identification and treatment of
security exposure into the point at which a proposed change can still be modified, deferred, or rejected. Changes to
infrastructure, applications, configurations, interfaces, access rights, and cloud services can introduce vulnerabilities, alter
threat exposure, or weaken existing controls. A risk assessment enables the change owner and security stakeholders to
evaluate those effects before production deployment, considering relevant threats, vulnerabilities, likelihood, business
impact, affected assets, and the adequacy of proposed controls. The resulting risk treatment may include additional testing,
access-control changes, hardening, monitoring, rollback planning, compensating controls, or formal risk acceptance by an
authorized risk owner. This makes security a defined decision criterion within the change lifecycle rather than an activity
performed only after an incident or deployment. NIST describes risk assessment as a process for identifying threats and
vulnerabilities, determining likelihood and impact, and informing risk responses; applying this process before go-live directly
supports prevention of newly introduced security exposure. ISACA’s security governance guidance likewise emphasizes
managing risk through appropriate controls and accountable decision-making. See NIST SP 800-30 Rev. 1 and ISACA:
Integrating Information Security into Change Management.

QUESTION NO: 139

Embedding security responsibilities into job descriptions is important PRIMARILY because it:
A. strengthens employee accountability

B. aligns security to the human resources function

C. simplifies development of the security awareness program

D. supports access management

ANSWER: A
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Explanation:

Embedding security responsibilities into job descriptions primarily strengthens employee accountability. A job description is a
formal statement of the duties for which an individual in a role is expected to be responsible. Including security-related duties
makes security part of normal operational performance rather than an informal, discretionary activity. It establishes clear
ownership for required actions, such as handling information appropriately, reporting suspected incidents, complying with
control procedures, or performing role-specific security tasks.

Clear, documented responsibility supports information security governance because management can assign responsibilities
to appropriate roles, communicate expectations consistently, and evaluate whether those responsibilities are being fulfilled. It
also creates a basis for performance management, supervision, escalation, and remediation when security responsibilities
are not performed. This direct connection between assigned duties and expected conduct is the key reason to incorporate
security into job descriptions.

This approach is consistent with CISM’s governance focus on establishing and maintaining an information security
governance framework with defined roles and responsibilities. It also aligns with the NIST Cybersecurity Framework’s
Govern function, which emphasizes organizational roles, responsibilities, authorities, and expectations for managing
cybersecurity risk. See ISACA’s CISM certification information and NIST Cybersecurity Framework.

QUESTION NO: 140

A common concern with poorly written web applications is that they can allow an attacker to:
A. gain control through a buffer overflow.

B. conduct a distributed denial of service (DoS) attack.

C. abuse a race condition.

D. inject structured query language (SQL) statements.

ANSWER: D

Explanation:

Inject structured query language (SQL) statements is correct because a frequent weakness in poorly written web
applications is unsafe handling of user-supplied input. When application code constructs database queries by concatenating
untrusted values from form fields, URL parameters, cookies, or HTTP requests, attacker-controlled input can alter the
intended SQL command. This can enable unauthorized access to confidential records, modification or deletion of data, and,
in some cases, authentication bypass or execution of privileged database functions. Effective secure development practices
require parameterized queries (prepared statements), server-side allowlist input validation where appropriate, and database
accounts restricted to the minimum privileges required by the application. These controls prevent input data from being
interpreted as executable SQL syntax. SQL injection remains a foundational application-security risk and is included in
OWASP guidance because it illustrates the consequences of failing to separate untrusted data from commands. See the
OWASP SQL Injection overview and the OWASP SQL Injection Prevention Cheat Sheet for prevention methods and
implementation guidance.

QUESTION NO: 141

What is the PRIMARY objective of assigning classifications to information assets?
A. Identify appropriate levels of protection.

B. Identify business owners and information custodians.

C. Demonstrate compliance with regulatory requirements.

D. Maintain an accurate IT asset inventory.

ANSWER: A
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Explanation:

Identify appropriate levels of protection is correct because information classification is a business-driven process for
assigning information into categories according to its sensitivity, criticality, value, and potential impact if it is disclosed,
altered, unavailable, or destroyed. The resulting classification tells the organization how that information must be handled
throughout its life cycle. It provides the basis for proportionate security requirements, such as who may access the
information, whether encryption is required in storage or transit, approved sharing methods, retention and destruction
requirements, labeling, and monitoring. This enables information security management to apply controls commensurate with
risk and business need, rather than applying identical safeguards to all data regardless of consequence. Classification
should be supported by defined handling rules and periodically reviewed as information value, use, or regulatory obligations
change. This risk-based alignment is consistent with ISACA’s emphasis on protecting information assets in accordance with
business requirements and risk appetite. NIST likewise describes categorization as a means to determine the security
impact level that informs the selection of appropriate controls. See NIST FIPS 199 and ISACA: Data Classification and
Protection.

QUESTION NO: 142

Which of the following would be the MOST appropriate physical security solution for the main entrance to a
data center"?

A. Mantrap

B. Biometric lock

C. Closed-circuit television (CCTV)

D. Security guard

ANSWER: A

Explanation:

A mantrap is the most appropriate physical security solution for a data center's main entrance because it provides a
controlled, sequential-entry barrier for a high-value facility. A properly designed mantrap uses two interlocking doors: the first
door must close before the second can open. This design limits entry to one person at a time and materially reduces the risk
of tailgating or piggybacking, in which an unauthorized individual enters alongside or immediately behind an authorized
person. It can also be integrated with identity-verification controls, such as badge readers, biometrics, visitor management,
alarms, and remote security monitoring, to ensure that access is both authorized and attributable.

For a data center, the primary entrance is a critical boundary where preventive controls should enforce a deliberate access
process before an individual reaches sensitive systems and infrastructure. A mantrap addresses the physical-entry risk
directly and supports strong accountability by separating entrants for validation. This aligns with defense-in-depth principles
for protecting sensitive facilities, where layered physical controls are used to prevent unauthorized access. Guidance on
protecting facilities and controlling physical access is available from NIST SP 800-53, Physical and Environmental Protection
controls and the CISA Physical Security Performance Goals.

QUESTION NO: 143

Attacks using multiple methods to spread should be classified:
A. each time the exposure is experienced

B. depending on the method used to spread

C. at the highest potential level of business impact

D. using multiple classifications for each impact

ANSWER: C
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Explanation:

Attacks using multiple methods to spread should be classified at the highest potential level of business impact. Incident
classification exists to support consistent prioritization, escalation, decision making, and allocation of response resources.
When an attack has several propagation paths, such as phishing, removable media, vulnerable services, or trusted
connections, responders need a severity rating that reflects the most serious credible effect on the organization—not merely
the particular technique observed at a given moment. A multi-vector attack may reach critical systems quickly, cause a
significant outage, compromise sensitive information, or expand beyond the initially affected environment. Classifying it at
the highest potential business-impact level ensures that containment, communications, and management oversight are
initiated with sufficient urgency while the scope and actual consequences are being validated. This approach aligns
classification with organizational risk appetite and impact to confidentiality, integrity, availability, legal obligations, and
essential business services. NIST incident-response guidance emphasizes using established incident categorization and
prioritization criteria that consider functional and information impacts, enabling organizations to make timely, risk-based
response decisions. See NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide and CISA Incident Response
resources.

QUESTION NO: 144

A company's mail server allows anonymous file transfer protocol (FTP) access which could be exploited. What process
should the information security manager deploy to determine the necessity for remedial action?

A. A penetration test
B. A security baseline review
C. Arisk assessment

D. A business impact analysis (BIA)

ANSWER: C

Explanation:

A risk assessment is the appropriate process because it determines whether the anonymous FTP exposure creates an
unacceptable level of business risk requiring remediation. The presence of a vulnerability alone does not automatically
establish the necessity, priority, or scope of corrective action. Risk assessment provides the structured means to identify the
relevant threat scenarios, assess the likelihood that anonymous access could be exploited, evaluate potential effects on
confidentiality, integrity, availability, regulatory obligations, and business objectives, and compare the resulting risk with the
organization’s established risk appetite and tolerance.

Using this analysis, the information security manager can provide risk owners with decision-quality information for selecting a
treatment approach and prioritizing any remediation. For example, the assessment can establish whether access should be
removed immediately, restricted and monitored, remediated according to a planned timetable, or formally accepted by the
accountable risk owner. This supports governance by ensuring that remediation decisions are business-driven rather than
based solely on a technical finding. NIST describes risk assessment as a process for determining risk by considering threats,
vulnerabilities, likelihood, and impact in NIST SP 800-30 Rev. 1. ISACA's risk resources likewise emphasize aligning IT and
security risk decisions with enterprise objectives and governance: ISACA IT Risk.

QUESTION NO: 145

An information security manager is assisting in the development of the request for proposal (RFP) for a new outsourced
service. This will require the third party to have access to critical business information. The security manager should focus
PRIMARILY on defining:

A. security metrics

B. service level agreements (SLAS)

C. risk-reporting methodologies

D. security requirements for the process being outsourced
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ANSWER: D

Explanation:

Security requirements for the process being outsourced should be defined first because the RFP is the point at which the
organization establishes its mandatory security expectations for all prospective providers. Since the provider will access
critical business information, these requirements should state the required protection outcomes and controls, including data
classification and handling, identity and access management, encryption, logging and monitoring, incident notification,
vulnerability management, regulatory obligations, data location, retention and secure disposal, and subcontractor controls.
They should also identify evidence the supplier must provide to demonstrate that its controls operate effectively.

Clear, risk-based security requirements make security a measurable part of supplier selection and provide the basis for
contractual terms, assurance activities, and ongoing oversight after award. They ensure each bidder responds to a
consistent baseline and allow the organization to assess whether a proposed service can protect its information in
accordance with its risk appetite and business obligations. NIST guidance on external system services emphasizes defining
security requirements and responsibilities for externally provided services, while supply-chain guidance supports
incorporating cybersecurity requirements into acquisition processes. See NIST SP 800-53, SA-9 External System Services
and NIST SP 800-161 Rev. 1.

QUESTION NO: 146

Logging is an example of which type of defense against systems compromise?
A. Containment

B. Detection

C. Reaction

D. Recovery

ANSWER: B

Explanation:

Logging is a detection control because it creates a recorded trail of system, application, user, and security events that can be
reviewed to identify indicators of compromise, policy violations, anomalous behavior, or unauthorized activity. Examples
include authentication attempts, privilege changes, access to sensitive resources, configuration changes, process execution,
and network connections. On its own, logging records the relevant evidence; when paired with log monitoring, correlation,
alerting, and security information and event management capabilities, it enables security personnel and automated tools to
recognize potentially harmful events in a timely manner. This visibility is essential to detecting a compromise and initiating an
incident response process with reliable information about what occurred and when. NIST’s guidance on log management
describes logs as records that provide visibility into events occurring within systems and networks, supporting analysis and
identification of security incidents. The NIST Cybersecurity Framework likewise identifies continuous monitoring and
detection processes as capabilities used to find cybersecurity events. See NIST SP 800-92, Guide to Computer Security Log
Management and the NIST Cybersecurity Framework.

QUESTION NO: 147

An outsourced vendor handles an organization's business-critical data. Which of the following is the MOST effective way for
the client organization to obtain assurance of the vendor's security practices?

A. Verifying security certifications held by the vendor
B. Reviewing the vendor's security audit reports
C. Requiring periodic independent third-party reviews

D. Requiring business continuity plans (BCPs) from the vendor
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ANSWER: C

Explanation:

Requiring periodic independent third-party reviews provides the most reliable assurance because it obtains objective
evidence that the vendor’s security controls are both suitably designed and operating effectively over time. For a provider
entrusted with business-critical data, assurance must extend beyond a point-in-time representation of intended controls; it
should address the actual services in scope, relevant risks, control testing, exceptions identified, and remediation activity.
The client should establish this requirement contractually, define the review frequency and assurance criteria according to
data sensitivity and service criticality, and require timely access to the resulting reports and corrective-action status. In
practice, an independent assurance engagement, such as a SOC 2 Type Il examination where applicable, can provide
structured reporting on controls relevant to security and related trust-services criteria. The organization should review the
report’s scope, period covered, testing results, complementary user-entity controls, and any qualifications to determine
whether it supports the organization’s risk acceptance decision. This approach aligns with supply-chain risk-management
guidance that calls for ongoing monitoring and verification of supplier security requirements. See AICPA & CIMA’s SOC 2
overview and NIST SP 800-161 Rev. 1.

QUESTION NO: 148

Which of the following provides the GREATEST assurance that information security is addressed in change management?
A. Performing a security audit on changes

B. Providing security training for change advisory board

C. Requiring senior management sign-off on change management

D. Reviewing changes from a security perspective

ANSWER: D

Explanation:

Reviewing changes from a security perspective provides the greatest assurance because it embeds an explicit security
control into the change-management process before a change is authorized and implemented. This requires the organization
to evaluate each proposed change for its potential effect on confidentiality, integrity, availability, access privileges, security
configurations, logging, vulnerability exposure, and regulatory or policy requirements. Security considerations therefore
become a documented approval criterion rather than an informal expectation or a retrospective activity.

For a CISM-oriented governance approach, assurance is strongest when security is integrated into repeatable business
processes with defined accountability, evidence of review, and approval gates. A security-focused change review enables
risk to be identified and treated while the change can still be modified, deferred, or rejected. It also supports appropriate
testing, implementation planning, rollback procedures, and post-implementation validation where needed. This aligns with
NIST guidance that organizations should manage configuration changes using processes that assess security impact and
authorize changes before deployment. See NIST SP 800-128, Guide for Security-Focused Configuration Management and
ISACA guidance on information security governance and management.

QUESTION NO: 149

Which of the following is MOST important for measuring the effectiveness of a security awareness program?
A. Reduced number of security violation reports

B. A quantitative evaluation to ensure user comprehension

C. Increased interest in focus groups on security issues

D. Increased number of security violation reports

ANSWER: B
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Explanation:

A quantitative evaluation to ensure user comprehension is the most important measure because an awareness program is
intended to improve personnel knowledge and their ability to recognize and respond appropriately to security responsibilities
and threats. Objective measures, such as assessment scores, scenario-based testing, phishing-simulation results,
completion rates combined with knowledge checks, and trends in demonstrated secure behaviors, provide evidence that
learning objectives have been achieved. They also establish a repeatable baseline, allow management to monitor
improvement over time, and identify specific topics or populations requiring additional training. Effective metrics should be
tied to the program’s defined goals and collected consistently so that results can support risk-based decisions about program
content, delivery, and resource allocation. This is more meaningful than relying on a single operational reporting trend,
because the desired outcome is measurable understanding and behavior change. NIST guidance emphasizes evaluating
awareness and training programs against established learning objectives and using feedback to improve the program.
ISACA also describes the value of meaningful, measurable awareness metrics for demonstrating program effectiveness and
supporting continual improvement. See NIST SP 800-50, Building an Information Technology Security Awareness and
Training Program and ISACA Journal: Measuring the Effectiveness of Security Awareness Programs.

QUESTION NO: 150

Which of the following is an example of a vulnerability?
A. Natural disasters

B. Defective software

C. Ransomware

D. Unauthorized users

ANSWER: B

Explanation:

Defective software is an example of a vulnerability because it represents a weakness in an information system, application,
or component that could be exploited. Software defects may include coding errors, insecure design, unpatched flaws, or
incorrect configurations. If a threat actor, malicious software, or accidental event can take advantage of such a weakness to
compromise confidentiality, integrity, or availability, the defect is functioning as a vulnerability within the organization’s risk
environment.

This distinction is central to information security risk management: a vulnerability is a condition or weakness that makes
harm possible, rather than the source of harm itself. Identifying defective software through secure development practices,
vulnerability scanning, patch management, testing, and configuration reviews enables management to assess exposure and
select risk treatments. NIST defines vulnerability as a weakness in an information system, system security procedures,
internal controls, or implementation that could be exploited or triggered by a threat source. This definition directly
encompasses defective software. See the NIST definition of vulnerability and ISACA’s guidance on cybersecurity risk
assessment practices.

QUESTION NO: 151

Which of the following would BEST ensure the success of information security governance within an organization?
A. Steering committees approve security projects

B. Security policy training provided to all managers

C. Security training available to all employees on the intranet

D. Steering committees enforce compliance with laws and regulations

ANSWER: A

- Page 79 of 99


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F718
https://csrc.nist.gov/pubs/sp/800/50/final
https://csrc.nist.gov/pubs/sp/800/50/final
https://www.isaca.org/resources/isaca-journal/issues/2014/volume-3/measuring-the-effectiveness-of-security-awareness-programs
https://csrc.nist.gov/glossary/term/vulnerability
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-3/understanding-risk-assessment-practices-in-cybersecurity
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-3/understanding-risk-assessment-practices-in-cybersecurity

Explanation:

Steering committees approve security projects

best supports successful information security governance because a properly constituted steering committee provides a
formal mechanism for business-led oversight, decision-making, prioritization, accountability, and resource allocation.
Information security governance is an enterprise responsibility: security initiatives should be evaluated and authorized in light
of organizational objectives, risk appetite, regulatory obligations, and available funding. Committee approval establishes
visible executive sponsorship and helps ensure that security investments are not managed as disconnected technical
activities, but as initiatives aligned to business needs and subject to appropriate direction.

This governance mechanism also enables leadership to set priorities among competing security risks, assign accountable
owners, monitor progress, and make informed decisions on acceptance or treatment of residual risk. Those capabilities are
central to effective governance because they connect security strategy and program execution to enterprise goals. ISACA
describes CISM as focusing on information security governance, including establishing and maintaining a framework that
supports business objectives. COBIT likewise emphasizes governance through evaluation, direction, and monitoring by
governing bodies. See ISACA CISM resources and ISACA COBIT resources.

QUESTION NO: 152

Of the following, who should have PRIMARY responsibility for assessing the security risk associated with an outsourced
cloud provider contract?

A. Information security manager
B. Compliance manager
C. Chief information officer

D. Service delivery manager

ANSWER: A

Explanation:

Information security manager is correct because this role leads the organization’s information security risk-management
activities and provides the specialized security expertise needed to evaluate an outsourced cloud service. The assessment
should determine whether the provider’s controls, operating model, data-handling practices, incident-response capabilities,
identity management, resilience arrangements, and subcontractor dependencies adequately protect the organization’s
information and support its risk appetite. It should also address the cloud shared-responsibility model so that security
obligations retained by the customer and those performed by the provider are explicit in the contract, service-level
commitments, and control-assurance evidence.

In a CISM-aligned governance model, the information security manager coordinates security due diligence with procurement,
legal, privacy, compliance, technology, and the business owner. The resulting assessment informs management’s decision
to mitigate, transfer, avoid, or formally accept risk; however, conducting and maintaining the security assessment is a
primary responsibility of the security function. This responsibility continues after contract signature through ongoing provider
monitoring, assurance reviews, and reassessment when material services or risks change. ISACA describes CISM as
focused on information security governance and risk management at ISACA’s CISM page. NIST guidance on managing
cybersecurity risks arising from suppliers and service providers is available in NIST SP 800-161 Rev. 1.

QUESTION NO: 153

The BEST way to identify the criticality of systems to the business is through:
A. a threat assessment.

B. an asset classification.

C. a vulnerability assessment.

D. an impact assessment.
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ANSWER: D

Explanation:

An impact assessment is the best way to identify a system’s criticality to the business because criticality is determined by the
consequences to business objectives if that system is disrupted, unavailable, compromised, or loses data. In practice, this
assessment is performed through a business impact analysis (BIA), which works with business owners to identify and
evaluate operational, financial, legal, regulatory, customer, and reputational effects of an interruption. It also establishes
recovery priorities and targets, such as recovery time objectives and recovery point objectives, based on the maximum
tolerable impact of downtime or data loss. This makes the resulting priority business-driven rather than based solely on
technical attributes. A system may hold sensitive information or have known vulnerabilities, but its business criticality is
ultimately defined by how essential it is to delivering products, services, and required business processes. The U.S.
Ready.gov BIA guidance describes identifying and evaluating the effects of interruptions to business operations, including
their financial and operational impacts. ISACA’s resilience guidance similarly emphasizes BIA as a key activity for
determining dependencies, impacts, and recovery requirements. See Ready.gov: Business Impact Analysis and ISACA
Journal: Business Continuity Management.

QUESTION NO: 154

What is the biggest concern with hosting a key management system outside of the cloud environment?
A. Confidentiality

B. Portability

C. Availability

D. Integrity

ANSWER: C

Explanation:

Availability is the biggest concern because cloud-hosted applications and services that encrypt data commonly need reliable,
timely access to cryptographic keys throughout their operation. When the key management system is hosted outside the
cloud environment, key retrieval, decryption, signing, or key-unwrapping requests must traverse a network boundary. An
outage or degradation affecting connectivity, routing, DNS, private links, VPNs, firewalls, or the external key management
service can therefore prevent workloads from obtaining the keys needed to start, read encrypted storage, process
transactions, or continue normal service.

This dependency can turn a key-management access issue into an immediate application or business-service outage, even
where the cloud infrastructure and encrypted data remain otherwise healthy. Appropriate architecture should consequently
address resilient connectivity, redundant key-management components, recovery procedures, monitoring, and tested
continuity arrangements. NIST identifies availability as a fundamental security objective for cryptographic key-management
systems and emphasizes protecting key-management services throughout their lifecycle. Cloud key-management guidance
likewise notes that workloads need access to keys to use protected resources. See NIST SP 800-57 Part 1 Rev. 5 and
Google Cloud Key Management Service documentation.

QUESTION NO: 155

The PRIMARY focus of the change control process is to ensure that changes are:
A. authorized.

B. applied.

C. documented.

D. tested.
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ANSWER: A

Explanation:

authorized. is correct because change control is fundamentally a governance mechanism for ensuring that modifications to
information systems, applications, infrastructure, configurations, and supporting processes occur only after appropriate
review and approval. Authorization establishes accountability: an identified change owner submits the request, relevant
technical and business stakeholders assess the expected impact and risk, and a designated authority approves the change
before implementation. This helps ensure that changes align with business objectives, risk appetite, security requirements,
compliance obligations, and operational priorities. A sound process also records approvals and maintains traceability from
the request through implementation and post-implementation review. Documentation, testing, and controlled deployment are
important activities within a mature change-management lifecycle, but they support the central control objective of preventing
unapproved or inappropriate changes from affecting the production environment. ISACA describes change management as
a process that controls changes to systems and services so they can be evaluated, authorized, prioritized, planned, tested,
implemented, documented, and reviewed in a controlled manner. NIST similarly identifies authorization as a key prerequisite
for implementing changes to system components. See ISACA’s practical guide to IT change management and NIST SP 800-
128, Guide for Security-Focused Configuration Management.

QUESTION NO: 156

Which of the following is the BEST approach for an information security manager when developing new information security
policies?

A. Create a stakeholder map.
B. Reference an industry standard.
C. Establish an information security governance committee.

D. Download a policy template.

ANSWER: C

Explanation:

Establish an information security governance committee is the best approach because effective security policies require
accountable business ownership, management direction, and cross-functional agreement—not merely security-team
authorship. A governance committee provides a formal forum for senior business, risk, legal, compliance, human resources,
and technology stakeholders to establish policy direction consistent with organizational objectives, risk appetite, legal
obligations, and available resources. It can also assign policy ownership, approve priorities, resolve conflicts between
business needs and security controls, and ensure that policies are communicated, implemented, and periodically reviewed.
This governance-led approach makes policies more likely to be practical, enforceable, adequately funded, and accepted
throughout the organization. ISACA’s governance principles emphasize that enterprise governance aligns information and
technology activities with stakeholder needs and organizational objectives; security policy is an important mechanism for
translating that direction into expected behavior and controls. NIST similarly identifies policy as foundational to an
organization’s information security program and stresses the need for management support and defined responsibilities. See
ISACA COBIT resources and NIST SP 800-100: Information Security Handbook.

QUESTION NO: 157

Which of the following metrics is MOST appropriate for evaluating the incident notification process?
A. Average total cost of downtime per reported incident

B. Average number of incidents per reporting period

C. Elapsed time between response and resolution

D. Elapsed time between detection, reporting and response
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ANSWER: D

Explanation:

Elapsed time between detection, reporting and response is the most appropriate metric because it directly measures the
timeliness and effectiveness of the incident notification workflow. A notification process must ensure that a potential incident
is identified, communicated through established reporting channels, escalated to the appropriate stakeholders or incident
response team, and acted on without unnecessary delay. Measuring each portion of this timeline helps management assess
whether reporting mechanisms, contact procedures, escalation criteria, and responder availability are functioning as
intended. It also supports meaningful trend analysis: consistently increasing times may indicate gaps such as unclear
reporting responsibilities, ineffective alert routing, outdated contact lists, or insufficient monitoring coverage. NIST incident-
response guidance describes detection and analysis, followed by notification and coordinated response activities, as
essential parts of incident handling; measuring the time across these transitions provides actionable evidence of process
performance. ISACA-oriented security management practice likewise emphasizes metrics that are relevant to the specific
process being evaluated and that enable management oversight and improvement. This metric is therefore closely aligned
with the objective of incident notification: getting reliable information to the right parties quickly enough to enable an effective
response. References: NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide; ISACA, Effective Incident
Response Management.

QUESTION NO: 158

What is a serious complication an organization faces from the perspective of compliance with international operations?
A. Different certifications

B. Multiple jurisdictions

C. Different capabilities

D. Different operational procedures

ANSWER: B

Explanation:

Multiple jurisdictions is correct because an organization operating internationally can be simultaneously subject to the laws,
regulatory authorities, and enforcement expectations of numerous countries or regions. Compliance duties may be triggered
by the organization’s establishment, the location of individuals whose data it handles, where processing occurs, the location
of systems or cloud services, and the industry in which it operates. This produces a complex governance challenge: legal
requirements for privacy, records retention, cybersecurity, breach notification, financial controls, and data transfers can differ
across borders and may change over time. An effective information security manager therefore needs to ensure that legal
and regulatory obligations are identified, assigned to accountable owners, incorporated into policies and controls, and
monitored as part of the compliance program. Data-flow mapping and jurisdictional assessments are particularly important
because a single business process may involve several countries and regulators. For example, the GDPR can apply to
organizations outside the EU when they offer goods or services to, or monitor the behavior of, people in the EU; its scope is
described in GDPR Article 3. ISACA also emphasizes that governance must address legal, regulatory, and contractual
requirements as part of managing information and technology risk: ISACA COBIT resources.

QUESTION NO: 159

Which of the following is MOST critical for prioritizing actions in a business continuity plan (BCP)?
A. Business impact analysis (BIA)

B. Risk assessment

C. Asset classification

D. Business process mapping
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ANSWER: A

Explanation:

Business impact analysis (BIA) is most critical because it establishes the business basis for continuity priorities. A BIA
identifies the organization’s critical products, services, processes, supporting resources, and interdependencies, then
evaluates the consequences of disruption over time. This allows management to determine recovery time objectives (RTOs),
recovery point objectives (RPOs), and maximum tolerable downtime or disruption for important activities. Those decisions
directly define which response and recovery actions must occur first, which resources must be assigned, and the sequence
in which capabilities should be restored. In a BCP, prioritization must reflect the organization’s approved tolerance for
operational interruption and the relative impact on customers, legal obligations, finances, safety, and reputation. The BIA
provides this impact- and time-based information in a structured form that management can use to align continuity strategies
and recovery procedures with business requirements. Ready.gov describes the BIA as a process for predicting the
consequences of disruption and gathering information needed to develop recovery strategies. ISO 22301 likewise positions
impact analysis as a core element of business continuity planning. See Ready.gov: Business Impact Analysis and ISO
22301:2019 Security and resilience — Business continuity management systems.

QUESTION NO: 160

Which of the following needs to be established between an IT service provider and its clients to the BEST enable adequate
continuity of service in preparation for an outage?

A. Data retention policies
B. Server maintenance plans
C. Recovery time objectives

D. Reciprocal site agreement

ANSWER: C

Explanation:

Recovery time objectives need to be established jointly by the IT service provider and its clients because they express the
maximum period a business service can be unavailable following an outage before unacceptable business impact occurs.
This business-defined target gives the provider a measurable continuity requirement against which it can design, source,
test, and operate recovery capabilities. For example, an aggressive recovery time objective may require geographically
separate infrastructure, automated failover, resilient communications, and staffed recovery procedures, while a longer
objective may support a less costly restoration approach. Establishing the target with the client also ensures that continuity
investment, contractual commitments, recovery priorities, dependencies, and test scenarios are aligned to actual business
needs rather than technical assumptions. The objective should be documented in service-level and continuity arrangements,
reviewed when business requirements change, and validated through exercises and recovery testing. NIST describes
recovery objectives as essential inputs to contingency planning and system recovery strategy selection. ISACA’s continuity
guidance similarly emphasizes deriving continuity capabilities from business impact and agreed recovery requirements. See
NIST SP 800-34 Rev. 1, Contingency Planning Guide for Federal Information Systems and ISACA Journal: Business
Continuity and Disaster Recovery Planning—The Basics.

QUESTION NO: 161

Which of the following is MOST important to verify when reviewing the effectiveness of response to an information security
incident?

A. Lessons learned have been implemented.
B. Testing has been completed on time.
C. Test results have been properly recorded.

D. Metrics have been captured in a dashboard.
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ANSWER: D

Explanation:

Metrics have been captured in a dashboard is the most important item to verify because an effective review requires
objective, repeatable evidence of how well the incident response performed. Meaningful incident measures can show
whether the organization detected, analyzed, contained, eradicated, and recovered from the incident within appropriate time
frames and with an acceptable level of business impact. They also enable management to compare the current event with
established targets, prior incidents, and trends over time. A dashboard is valuable because it makes those measures visible,
consistently reported, and available for management oversight and decision-making. The review should ensure that the
measures are sufficiently complete and reliable to support conclusions about response performance, such as elapsed time to
detection and containment, affected scope, recovery duration, and recurrence. NIST identifies measurement and post-
incident analysis as important mechanisms for evaluating incident-handling capability and driving continual improvement.
Capturing appropriate metrics therefore provides the factual basis for determining whether the response was effective and
for prioritizing any resulting improvements. See NIST SP 800-61 Rev. 2 and CISA Incident Response Resources.

QUESTION NO: 162

When supporting a large corporation's board of directors in the development of governance, which of the following is the
PRIMARY function of the information security manager?

A. Gaining commitment of senior management
B. Preparing the security budget
C. Providing advice and guidance

D. Developing a balanced scorecard

ANSWER: C

Explanation:

Providing advice and guidance is the primary function because the board of directors retains accountability for enterprise
governance, including setting direction, defining risk appetite, and ensuring that governance arrangements support
organizational objectives. The information security manager supports this responsibility as a subject-matter advisor rather
than as the owner of board governance. This requires translating the organization’s information-security posture, material
risks, regulatory obligations, strategic security needs, and control considerations into clear business terms that enable
informed board decisions. Effective advice helps the board establish appropriate policies, oversight structures, priorities, and
reporting expectations while keeping security aligned with enterprise strategy and risk management. The information security
manager should also provide decision-useful insight on emerging threats, the adequacy of the security program, and the
resources or governance actions needed to manage risk within approved tolerances. This advisory relationship is central to
the governance domain of CISM: governance bodies direct and oversee, while security management supplies the expertise,
analysis, and recommendations required for that oversight to be effective. ISACA describes CISM as focused on
governance, risk management, and security-program leadership; its COBIT resources also distinguish governance
responsibilities from management activities. See ISACA CISM and ISACA COBIT resources.

QUESTION NO: 163

When establishing escalation processes for an organization's computer security incident response team, the organization's
procedures should:

A. provide unrestricted communication channels to executive leadership to ensure direct access.
B. require events to be escalated whenever possible to ensure that management is kept informed.
C. recommend the same communication path for events to ensure consistency of communication.

D. specify step-by-step escalation paths to ensure an appropriate chain of command.
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ANSWER: D

Explanation:

“Specify step-by-step escalation paths to ensure an appropriate chain of command” is correct because a security incident
response capability requires documented, actionable procedures that tell responders precisely when, how, and to whom an
incident must be escalated. Escalation criteria should be connected to the incident’s classification and severity, such as its
business impact, scope, legal or regulatory implications, and the need for decisions or authority beyond the response team’s
remit. A defined chain of command ensures that the appropriate business owners, senior management, legal counsel,
communications personnel, and other stakeholders can be engaged promptly and consistently. It also establishes
accountability for decisions, supports coordinated incident handling, and reduces delays during high-pressure events. The
procedure should identify contact methods, alternates, time frames, decision authorities, and circumstances requiring
external notification. This structure is a core governance control: it enables management oversight while allowing the incident
response team to act efficiently within delegated authority. NIST’s incident-handling guidance describes the importance of
documented incident-response policies, plans, roles, communications, and escalation mechanisms; see NIST SP 800-61
Rev. 2. CISA also provides incident-response planning resources at CISA Incident Response.

QUESTION NO: 164

Access control to a sensitive intranet application by mobile users can BEST be implemented through:
A. data encryption.

B. digital signatures.

C. strong passwords.

D. two-factor authentication.

ANSWER: D

Explanation:

Two-factor authentication is the best implementation because it strengthens the authentication decision that precedes
access to the sensitive intranet application. It requires a user to present evidence from two distinct authentication-factor
categories, such as a memorized secret and possession of a registered authenticator. Consequently, compromise of a
password alone is insufficient to obtain access, which provides important protection for mobile users who may encounter
phishing, credential reuse, device loss, or untrusted networks.

For a sensitive application, authentication must establish sufficient confidence that the requesting user is the authorized
individual before the application grants privileges. Two-factor authentication directly supports this objective and can be
integrated with centralized identity and access-management services, conditional access policies, and session controls.
Modern implementations should favor phishing-resistant authenticators where feasible, such as FIDO2/WebAuthn security
keys or platform passkeys, while ensuring that recovery processes do not weaken the overall assurance level.

NIST identifies multifactor authentication as requiring more than one authentication factor and provides guidance on
authenticator assurance, lifecycle management, and resistant authentication methods in NIST SP 800-63B: Digital Identity
Guidelines. Additional practical guidance is available from NIST’s Multi-Factor Authentication guidance.

QUESTION NO: 165

Which of the following characteristics is MOST important when looking at prospective candidates for the role of chief
information security officer (CISO)?

A. Knowledge of information technology platforms, networks and development methodologies
B. Ability to understand and map organizational needs to security technologies
C. Knowledge of the regulatory environment and project management techniques

D. Ability to manage a diverse group of individuals and resources across an organization
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ANSWER: B

Explanation:

Ability to understand and map organizational needs to security technologies is the most important characteristic because the
CISO is a business-focused security leader, responsible for ensuring that the information security program enables and
protects the organization’s objectives. This requires translating business strategy, risk appetite, critical processes, and
stakeholder requirements into an appropriate set of security capabilities, controls, and technology investments. A CISO must
be able to communicate in business terms, prioritize security initiatives according to enterprise risk, and make informed
trade-offs between protection, cost, operational impact, and organizational goals. This capability supports effective security
governance and alignment, ensuring that security is integrated into decision-making rather than operating solely as a
technical function. ISACA describes information security governance as the responsibility for setting direction and ensuring
that security efforts support business objectives and manage risk appropriately. The NIST Cybersecurity Framework similarly
emphasizes that cybersecurity outcomes should be governed in the context of organizational mission, stakeholder
expectations, and risk-management strategy. These leadership and alignment capabilities allow a CISO to establish a
security program that delivers meaningful, sustained value to the enterprise. See ISACA’s enterprise security governance
guidance and the NIST Cybersecurity Framework.

QUESTION NO: 166

Which of the following trends would be of GREATEST concern when reviewing the performance of an organization's
intrusion detection systems (IDS)?

A. Decrease in false negatives
B. Increase in false positives
C. Decrease in false positives

D. Increase in false negatives

ANSWER: D

Explanation:

Increase in false negatives is of greatest concern because it means the IDS is increasingly failing to identify actual malicious
activity. In IDS performance terms, a false negative occurs when an attack or policy-violating event takes place but the
detection capability does not generate an alert. This creates a direct visibility gap: security personnel may have no indication
that an adversary has gained access, is moving laterally, escalating privileges, or extracting information. As a result, the
organization’s incident response process is not initiated promptly, increasing attacker dwell time and the potential business
impact of the compromise.

An IDS is a detective control, and its primary value is providing reliable, timely indication of events requiring investigation. A
deteriorating ability to recognize genuine attacks undermines that purpose and can create misplaced confidence in the
organization’s monitoring coverage. The information security manager should therefore treat an upward false-negative trend
as a priority signal to assess detection logic, telemetry coverage, tuning, threat intelligence alignment, and validation through
testing. NIST defines a false negative as an incorrect negative indication when the condition is actually present; see the
NIST false-negative glossary entry. Additional IDS concepts and operational considerations are available in NIST SP 800-94,
Guide to Intrusion Detection and Prevention Systems.

QUESTION NO: 167

Which of the following is the MOST important requirement for the successful implementation of security governance?
A. Implementing a security balanced scorecard

B. Performing an enterprise-wide risk assessment

C. Mapping to organizational strategies

D. Aligning to an international security framework
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ANSWER: C

Explanation:

Mapping to organizational strategies is the most important requirement because information security governance exists to
provide direction, oversight, and accountability for security in support of enterprise objectives. Security governance succeeds
when leadership can see a clear relationship between security outcomes and strategic priorities, such as achieving business
growth, maintaining customer confidence, meeting legal or contractual obligations, protecting critical services, and managing
risk within the organization’s appetite. This alignment enables senior management and the board to make informed decisions
about priorities, resources, policies, performance measures, and accountability. It also ensures that security is treated as a
business enabler rather than as an isolated technical function. ISACA’s COBIT framework emphasizes alignment between
enterprise goals and governance and management objectives, including the use of goals cascades to translate stakeholder
needs into actionable objectives. Similarly, the NIST Cybersecurity Framework is intended to help organizations manage
cybersecurity risk in a manner that supports mission and business needs. With strategic mapping established, the
organization can appropriately select and apply risk assessments, metrics, and security frameworks to implement and
monitor the governance program. See ISACA COBIT resources and NIST Cybersecurity Framework.

QUESTION NO: 168

Which of the following BEST enables an information security manager to determine the comprehensiveness of an
organization's information security strategy?

A. Business impact analysis
B. Organizational risk appetite
C. Independent security audit

D. Security risk assessment

ANSWER: D

Explanation:

Security risk assessment best enables an information security manager to determine whether an information security
strategy is comprehensive because it establishes the risk-based foundation against which the strategy’s scope and coverage
can be evaluated. A meaningful assessment identifies and analyzes information assets, business processes, threats,
vulnerabilities, existing controls, likelihood, and potential business impact. The manager can then determine whether the
strategy addresses material risks across the organization rather than focusing only on selected technologies, compliance
obligations, or isolated control areas.

Comprehensiveness is not merely the presence of security policies or controls; it is the extent to which the strategy
systematically addresses the organization’s relevant risk scenarios in a way that supports business objectives. Risk
assessment results make omissions visible, such as unaddressed critical assets, emerging threat sources, third-party
dependencies, or insufficient treatment plans. They also support prioritization, ensuring the strategy allocates resources in
proportion to risk and is refreshed as the business and threat environment change.

This is consistent with ISACA’s risk-management emphasis and with NIST guidance, which defines risk assessment as the
process of identifying, estimating, and prioritizing risks to organizational operations and assets. See the ISACA Glossary and
NIST SP 800-30 Rev. 1.

QUESTION NO: 169

In organizations where availability is a primary concern, the MOST critical success factor of the patch management
procedure would be the:

A. testing time window prior to deployment.
B. technical skills of the team responsible.

C. certification of validity for deployment.
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D. automated deployment to all the servers.

ANSWER: A

Explanation:

Testing time window prior to deployment is the most critical success factor when availability is the primary organizational
concern. Patches can remediate important vulnerabilities, but they also modify operating systems, applications, libraries,
configurations, or dependencies. In a highly available environment, an untested change can create an outage, degrade
performance, interrupt integration points, or affect failover behavior. A defined testing window enables the organization to
validate compatibility and operational impact in a representative nonproduction environment before making the change to
production systems.

This testing should confirm that critical business services continue to meet availability requirements, identify prerequisites
and rollback steps, and support a controlled deployment plan. The window also gives change stakeholders time to review
results and schedule implementation at a time that minimizes business disruption. Where systems are especially critical,
testing commonly supports a phased rollout, with monitoring and the ability to halt or reverse deployment if unexpected
effects occur.

NIST’s enterprise patch-management guidance emphasizes testing patches before broad deployment and managing
deployment according to organizational risk and operational needs. CISA likewise identifies testing and controlled
implementation as essential elements of vulnerability-management practices. See NIST SP 800-40 Rev. 4 and CISA
Vulnerability Management.

QUESTION NO: 170

Which of the following would BEST help to ensure an organization's security program is aligned with business objectives?
A. Security policies are reviewed and approved by the chief information officer.

B. The security strategy is reviewed and approved by the organization's executive committee.

C. The organization's board of directors includes a dedicated information security specialist.

D. Project managers receive annual information security awareness training.

ANSWER: B

Explanation:

The security strategy being reviewed and approved by the organization's executive committee best ensures alignment
because this committee provides enterprise-level direction across business priorities, strategic objectives, resource
allocation, and risk appetite. Information security is a business-enabling risk discipline, not merely an IT function; therefore,
its strategy must be evaluated against the outcomes the organization is trying to achieve. Executive review establishes
visible sponsorship, confirms that security goals and investments support organizational priorities, and provides the authority
needed to resolve trade-offs among risk reduction, cost, operational needs, and growth initiatives. Approval also creates
clear accountability for governing the security program and enables leaders to monitor whether the program continues to
support changing business needs. This is consistent with ISACA’s governance perspective, in which enterprise leadership
evaluates, directs, and monitors information and technology-related activities, including the management of security risk. It
also reflects the NIST Cybersecurity Framework’s GOVERN function, which emphasizes that cybersecurity strategy, policy,
and oversight should be established in the context of organizational objectives and risk management. See ISACA COBIT
resources and NIST Cybersecurity Framework.

QUESTION NO: 171

Which of the following would BEST enable an organization to effectively monitor the implementation of standardized
configurations?

A. Implement a separate change tracking system to record changes to configurations.
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B. Perform periodic audits to detect non-compliant configurations.
C. Develop policies requiring use of the established benchmarks.

D. Implement automated scanning against the established benchmarks.

ANSWER: D

Explanation:

Implement automated scanning against the established benchmarks is correct because it provides objective, repeatable, and
timely verification that deployed systems conform to the organization’s approved secure configuration baselines.
Standardized configurations are effective only when the organization can detect configuration drift—whether caused by
unauthorized changes, operational errors, emergency modifications, or inconsistent builds. Automated assessment tools can
compare endpoint, server, cloud, network, and application settings with defined benchmarks at a frequency appropriate to
the risk environment, then generate actionable exceptions and compliance reporting. This gives security management
measurable evidence that configuration standards are being implemented and sustained, rather than merely documented or
intended.

This approach also supports governance by enabling trend analysis, prioritization of remediation, assignment of accountable
owners, and reporting against configuration-compliance metrics. Established benchmarks, such as those published by the
Center for Internet Security, provide a defensible technical baseline that can be tailored to organizational requirements. NIST
similarly identifies automated mechanisms for centrally managing, applying, and verifying configuration settings as an
important component of configuration management. See the CIS Benchmarks and NIST SP 800-53 configuration-
management controls, particularly CM-6 Configuration Settings.

QUESTION NO: 172

Temporarily deactivating some monitoring processes, even if supported by an acceptance of operational risk, may not be
acceptable to the information security manager if:

A. it implies compliance risks.
B. short-term impact cannot be determined.
C. it violates industry security practices.

D. changes in the roles matrix cannot be detected.

ANSWER: A

Explanation:

Temporarily deactivating monitoring processes may not be acceptable when it implies compliance risks. Management'’s
acceptance of operational risk is an internal risk-treatment decision; it does not remove external obligations imposed by laws,
regulations, contractual commitments, or mandatory control frameworks. Monitoring capabilities often support obligations
such as retaining security-relevant logs, identifying and responding to security events, demonstrating control operation, and
producing evidence for audits or incident investigations. If disabling those processes would cause the organization to fail a
required control or be unable to meet a reporting, record-retention, or oversight obligation, the information security manager
should escalate the issue and ensure an appropriate compliant alternative is in place rather than simply relying on risk
acceptance.

This reflects governance practice: risk decisions must remain within the organization’s legal, regulatory, and contractual
boundaries. ISACA’s COBIT guidance emphasizes that governance objectives include ensuring stakeholder needs are
addressed while compliance obligations are managed. Similarly, NIST guidance recognizes that logging and monitoring
provide essential visibility for managing cybersecurity risk and responding to incidents. Relevant references include ISACA
COBIT resources and NIST Privacy Framework.

QUESTION NO: 173
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Change management procedures to ensure that disaster recovery/business continuity plans are kept uptodate can be BEST
achieved through which of the following?

A. Reconciliation of the annual systems inventory to the disaster recovery, business continuity plans
B. Periodic audits of the disaster recovery/business continuity plans
C. Comprehensive walk-through testing

D. Inclusion as a required step in the system life cycle process

ANSWER: D

Explanation:

Inclusion as a required step in the system life cycle process is the best approach because it embeds disaster recovery and
business continuity maintenance into the preventive control point where changes are designed, approved, implemented, and
documented. Any material change to applications, infrastructure, data flows, suppliers, locations, recovery capabilities, or
supporting procedures can affect recovery time objectives, recovery point objectives, dependencies, contact information, and
recovery instructions. Making plan review and update a mandatory lifecycle deliverable ensures that these impacts are
assessed before the changed environment becomes operational.

This approach also establishes clear accountability: change owners and system owners must identify continuity implications,
obtain the appropriate review, and update relevant plans and recovery documentation as part of normal governance.
Evidence of completion can be retained with change records, allowing management to monitor compliance and ensure plan
currency continuously rather than relying on a later discovery process. NIST contingency-planning guidance emphasizes
maintaining plans to reflect system and organizational changes, while COBIT supports integrating resilience and continuity
requirements into managed change practices. See NIST SP 800-34 Rev. 1, Contingency Planning Guide and ISACA COBIT
resources.

QUESTION NO: 174

Which of the following is the MOST important consideration when implementing an intrusion detection system (IDS)?
A. Tuning

B. Patching

C. Encryption

D. Packet filtering

ANSWER: A

Explanation:

Tuning is the most important consideration because an IDS delivers value only when its detection logic is calibrated to the
organization’s actual environment, assets, traffic patterns, and risk priorities. Initial deployment commonly produces alerts
from legitimate business activity, approved administrative tools, expected network flows, or benign behavior that resembles
known attack signatures. Establishing a baseline and then tuning signatures, thresholds, correlation rules, exclusions, and
alert severity helps distinguish meaningful indicators of compromise from normal operations.

This is fundamentally an operational effectiveness issue: excessive false positives consume analyst capacity and create alert
fatigue, increasing the chance that a genuine high-risk event will not receive timely investigation. Conversely, thoughtful
tuning supports actionable monitoring, appropriate escalation, and continual improvement as systems, applications, and
threats change. Tuning should therefore be an ongoing process that uses incident findings, changes in the environment, and
measured alert quality to refine IDS configuration. NIST’s intrusion-detection guidance emphasizes the need to customize
and maintain detection technologies to reduce false positives and make alerts useful to incident handlers. See NIST SP 800-
94, Guide to Intrusion Detection and Prevention Systems and the CISA cyber threats and advisories guidance.
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QUESTION NO: 175

Employees in a large multinational organization frequently travel among various geographic locations. Which type of
authorization policy BEST addresses this practice?

A. Multilevel
B. Identity
C. Role-based

D. Discretionary

ANSWER: B

Explanation:

Identity-based authorization is the best fit because authorization decisions are linked to a uniquely authenticated individual
rather than to the physical office, network segment, or geographic location from which access is requested. A traveling
employee can therefore receive consistent access to approved corporate resources while working from different countries,
provided the organization can reliably authenticate that employee and apply centrally managed authorization decisions. This
model supports the operational needs of a multinational workforce by enabling a consistent identity to be recognized across
locations, systems, and trusted service providers.

In practice, identity-based authorization is commonly supported through an enterprise identity and access management
program, centralized directories, single sign-on, federation, and strong authentication. These capabilities let the organization
establish an authoritative digital identity, validate it at each access request, and associate the appropriate permissions with
that identity regardless of travel. Contextual signals, such as device posture or unusual sign-in location, may also be
evaluated as additional safeguards without changing the fundamental identity-based policy. NIST describes identity and
access management as the process of ensuring that the right individuals access the right resources at the right times and for
the right reasons. See NIST Identity and Access Management and NIST Digital Identity Guidelines.

QUESTION NO: 176

The return on investment of information security can BEST be evaluated through which of the following?
A. Support of business objectives

B. Security metrics

C. Security deliverables

D. Process improvement models

ANSWER: A

Explanation:

Support of business objectives is the best basis for evaluating the return on investment of information security because
information security is an enabler of business value, not an end in itself. Its benefits commonly include reducing risk to an
acceptable level, protecting revenue-generating services and information, preserving customer and stakeholder confidence,
enabling regulatory or contractual compliance, and allowing the organization to pursue strategic initiatives safely. These
outcomes must be assessed in the context of the organization’s stated objectives, risk appetite, and priorities.

Unlike investments with direct and readily measurable revenue, security investments often produce value through loss
avoidance, resilience, and improved decision-making. Therefore, a meaningful evaluation connects security outcomes to
business impact: for example, whether critical services remain available, material risks are treated in accordance with risk
appetite, and strategic business activities can proceed with appropriate protection. This business-focused approach also
enables leadership to make informed prioritization and funding decisions by considering security’s contribution to enterprise
objectives and stakeholder needs. ISACA’s governance guidance emphasizes aligning information and technology activities
with enterprise goals, while NIST’s performance-measurement guidance supports using measures that demonstrate program
results and organizational value. See ISACA COBIT resources and NIST SP 800-55 Rev. 1.
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QUESTION NO: 177

Which of the following is a security manager's FIRST priority after a high-profile system has been compromised?
A. Implement improvements to prevent recurrence.

B. Restore the compromised system.

C. Preserve incident-related data.

D. Identify the malware that compromised the system.

ANSWER: C

Explanation:

Preserve incident-related data is the first priority because a high-profile compromise may require a defensible investigation of
the incident’s scope, impact, affected parties, and attacker activity. The security manager should ensure that relevant
evidence—including system and application logs, security alerts, volatile memory where appropriate, network records,
configurations, and disk images—is collected and protected before normal operational changes can overwrite, alter, or
otherwise compromise it. Evidence preservation should follow documented incident-response and forensic procedures,
including access control, integrity protection, timestamps, and chain-of-custody records when legal, regulatory, disciplinary,
or law-enforcement action may result. This preserved information enables the organization to establish an accurate timeline,
assess exposure, identify the initial access path and persistence mechanisms, and make well-supported management
decisions throughout response and recovery. NIST incident-handling guidance identifies evidence gathering and handling as
essential activities during incident analysis and response, while CISA emphasizes collecting and retaining relevant artifacts
to support investigation and remediation. See NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide and CISA
Cybersecurity Incident Response.

QUESTION NO: 178

Which of the following risks would BEST be assessed using qualitative risk assessment techniques?
A. Theft of purchased software

B. Power outage lasting 24 hours

C. Permanent decline in customer confidence

D. Temporary loss of e-mail due to a virus attack

ANSWER: C

Explanation:

Permanent decline in customer confidence is best assessed using qualitative risk assessment because its consequences
are significant but inherently difficult to quantify reliably in monetary terms. Customer confidence reflects perceptions of trust,
reputation, loyalty, and willingness to continue purchasing or recommending an organization. Although these effects can
eventually influence revenue, market share, and customer-retention measures, the causal relationship is uncertain and may
develop over an extended period. A precise loss estimate would therefore depend on many assumptions and could imply a
level of accuracy that is not supportable.

Qualitative techniques enable management and relevant stakeholders to evaluate this exposure using structured judgment,
such as likelihood and impact ratings, defined risk criteria, scenarios, interviews, and risk heat maps. This approach supports
a consistent decision about risk priority and treatment even when complete financial data is unavailable. It is particularly
valuable for strategic and reputational risks, where the organization must consider stakeholder expectations and business
context rather than only direct, observable costs. NIST describes qualitative assessment approaches as using nonnumeric
scales or descriptive categories to characterize risk. See NIST SP 800-30 Rev. 1, Guide for Conducting Risk Assessments
and ISACA Journal: Integrating Risk Management Into Business Processes.
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QUESTION NO: 179

An information security manager reviewing firewall rules will be MOST concerned if the firewall allows:
A. source routing.

B. broadcast propagation.

C. unregistered ports.

D. nonstandard protocols.

ANSWER: A

Explanation:

Source routing is the greatest concern because it permits the packet originator to specify, fully or partially, the route that an
IP packet should take. This undermines the normal trust model in which network infrastructure determines forwarding paths
according to authorized routing policies. An attacker could use source-routed packets to attempt to reach networks through
an unintended path, evade routing-based restrictions, or support traffic-spoofing and reconnaissance activity. Because
source routing has very limited legitimate operational need in modern enterprise environments, its acceptance at a firewall
represents an unnecessary exposure at a key security boundary. A security manager should ensure that source-routed IP
packets are blocked at perimeter devices and that this requirement is reflected in firewall standards, configuration baselines,
and periodic rule reviews. IPv4 defines the Loose Source and Record Route and Strict Source and Record Route options in
its header specification; network-device hardening guidance commonly recommends disabling processing of these options.
See RFC 791: Internet Protocol and Cisco’s |P_source routing security guidance.

QUESTION NO: 180

Which of the following BEST illustrates residual risk within an organization?
A. Risk management framework

B. Risk register

C. Business impact analysis

D. Heat map

ANSWER: B

Explanation:

Residual risk is the level of risk remaining after an organization has selected and implemented risk responses, such as
security controls, process changes, contractual measures, or risk transfer. A Risk register<br /> best illustrates this
remaining exposure because it is the central record for individual risk scenarios and their assessment details. For each
recorded risk, the register can document the asset or business objective affected, threat and vulnerability context, inherent-
risk rating, existing controls, treatment actions, control effectiveness, residual-risk rating, assigned risk owner, and
management’s acceptance or escalation decision. This enables decision makers to see not merely that controls exist, but the
specific exposure that remains after those controls operate.

Maintaining this traceability is essential to risk governance. It supports informed risk acceptance by the appropriate
accountable party, prioritization of further treatment where remaining exposure exceeds risk appetite, and ongoing
monitoring when changes in the business, threat environment, or control environment affect the rating. ISACA’s glossary
identifies risk concepts used in governance and risk management, while NIST’s risk-assessment guidance describes
documenting threats, vulnerabilities, controls, likelihood, and impact to support risk decisions. See the ISACA Glossary and
NIST SP 800-30 Rev. 1.

QUESTION NO: 181
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Which of the following is the BEST approach for encouraging business units to assume their roles and responsibilities in an
information security program?

A. Perform a risk assessment.
B. Conduct an awareness program.
C. Conduct a security audit.

D. Develop controls and countermeasures.

ANSWER: B

Explanation:

Conduct an awareness program is the best approach because it directly enables business units to understand, accept, and
consistently perform their information security responsibilities. An effective program communicates the organization’s
security objectives, relevant policies, expected behaviors, reporting paths, and the practical implications of security decisions
within each business function. Role-based awareness is especially important: personnel who approve access, manage
suppliers, handle sensitive information, or own business processes need guidance that is relevant to the decisions they
make and the risks they can influence.

Awareness also supports management’s goal of embedding security into normal business operations rather than treating it
as an isolated technical activity. Repeated communications, targeted training, leadership messaging, and measurable
reinforcement help establish shared accountability and a security-conscious culture. This makes business ownership more
likely because employees can connect their assigned responsibilities with organizational risk and daily work practices. NIST
identifies awareness and training as essential to ensuring that personnel understand their security-related roles and
responsibilities; see NIST SP 800-50, Building an Information Technology Security Awareness and Training Program.
Further practical awareness resources are available from CISA Cybersecurity Awareness Programs.

QUESTION NO: 182

In a multinational organization, local security regulations should be implemented over global security policy because:
A. deploying awareness of local regulations is more practical than of global policy.

B. global security policies include unnecessary controls for local businesses.

C. business objectives are defined by local business unit managers.

D. requirements of local regulations take precedence.

ANSWER: D

Explanation:

Requirements of local regulations take precedence because an organization operating in a jurisdiction must comply with the
laws, regulatory obligations, and legally enforceable security requirements applicable there. A global security policy is an
enterprise governance instrument that establishes a consistent direction and minimum control baseline across the
organization; however, it cannot exempt a local entity from statutory obligations. Where a local requirement imposes a
stricter, different, or specifically mandated control, the organization must incorporate that requirement into its local
implementation. This protects the organization’s legal authority to operate and supports effective compliance risk
management.

In practice, information security governance should use the global policy as a common foundation and perform local legal
and regulatory assessments to identify required additions or adaptations. Local procedures, standards, and controls can then
address jurisdiction-specific requirements while remaining aligned to the enterprise security program. This approach
maintains global consistency without disregarding mandatory local obligations. ISO/IEC 27001 emphasizes identifying
applicable legal, regulatory, and contractual requirements as part of an information security management system. ISACA
likewise identifies legal, regulatory, and contractual requirements as key compliance considerations in security governance.
See ISO/IEC 27001 and ISACA guidance on information security governance.
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QUESTION NO: 183

Which of the following should be determined FIRST when preparing a risk communication plan?
A. Target audience

B. Communication channel

C. Reporting content

D. Reporting frequency

ANSWER: A

Explanation:

Target audience

should be determined first because risk communication is effective only when it is designed around the information needs,
authority, and decisions of its intended stakeholders. Senior executives and board members generally need concise,
business-oriented information about material risk exposure, risk appetite, trends, and decisions requiring oversight. Risk
owners and operational managers may instead need more detailed information that enables treatment decisions,
accountability, and follow-up actions. Identifying the audience first establishes the purpose of the communication and the
expected outcome—such as awareness, governance oversight, risk acceptance, prioritization, or resource allocation.

Once the relevant stakeholders and their responsibilities are understood, the organization can appropriately tailor the risk
information’s level of detail, business context, terminology, and escalation criteria. It can then select a suitable delivery
method and reporting cadence that support timely, informed decision-making. This audience-driven approach aligns risk
reporting with enterprise governance and ensures that risk information is meaningful to the people who must act on it. ISACA
emphasizes communicating risk in business terms appropriate for board-level oversight, while NIST’s risk-management
guidance stresses communicating risk information to relevant organizational stakeholders. See ISACA’s guidance on
communicating cybersecurity risk to the board and NIST SP 800-37 Rev. 2.

QUESTION NO: 184

Utilizing external resources for highly technical information security tasks allows an information security manager to:
A. distribute technology risk.

B. leverage limited resources.

C. outsource responsibility.

D. transfer business risk.

ANSWER: B

Explanation:

Utilizing external resources for highly technical information security tasks allows an information security manager to leverage
limited resources. External specialists can supply scarce, deep technical knowledge, specialized tools, and additional
capacity when the organization does not maintain those capabilities internally or does not need them on a full-time basis.
This enables the security function to address complex needs—such as specialized assessments, incident response, forensic
analysis, or security architecture reviews—while focusing internal personnel and budget on the organization’s highest-priority
activities.

From a CISM management perspective, the value is not merely obtaining outside help; it is using available resources
effectively to support business objectives and the information security program. The manager should establish appropriate
governance over the engagement, including defined requirements, service expectations, access controls, performance
measures, and ongoing supplier oversight. ISACA notes that third-party relationships require active risk management
throughout their lifecycle, while NIST emphasizes managing risks associated with external suppliers and service providers.
These practices help the organization obtain the benefit of specialized expertise while retaining effective management
control. See ISACA’s guidance on managing third-party information security risk and NIST SP 800-161 Rev. 1.
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QUESTION NO: 185

Which of the following should an information security manager do FIRST when a legacy application is not compliant with a
regulatory requirement, but the business unit does not have the budget for remediation?

A. Notify legal and internal audit of the noncompliant legacy application.
B. Develop a business case for funding remediation efforts.
C. Assess the consequences of noncompliance against the cost of remediation.

D. Advise senior management to accept the risk of noncompliance.

ANSWER: C

Explanation:

Assess the consequences of noncompliance against the cost of remediation. is the appropriate first action because the
information security manager needs a fact-based understanding of the risk before recommending, escalating, or pursuing a
treatment decision. This assessment should identify the applicable regulatory obligation, the nature and duration of the
compliance gap, the probability and business impact of enforcement or an adverse event, and potential consequences such
as penalties, legal exposure, customer harm, contractual effects, and operational disruption. It should also establish the
expected remediation cost and timeframe, including feasible compensating controls that may reduce exposure while a
permanent solution is funded or implemented.

Documenting this comparison enables risk-informed governance. Management can then determine whether remediation
must be prioritized, whether additional funding is justified through a business case, or whether the residual risk requires
formal acceptance by the authorized risk owner. Regulatory noncompliance can create material enterprise risk, but the
security manager’s immediate responsibility is to provide decision-makers with a clear, defensible assessment rather than
preselecting a response. This aligns with CISM’s emphasis on identifying, analyzing, evaluating, and communicating
information risk to support business decisions. See ISACA’s CISM Exam Content Outline and NIST SP 800-30 Rev. 1,
Guide for Conducting Risk Assessments.

QUESTION NO: 186

In the absence of technical controls, what would be the BEST way to reduce unauthorized text messaging on company-
supplied mobile devices?

A. Conduct a business impact analysis (BIA) and provide the report to management.
B. Update the corporate mobile usage policy to prohibit texting.
C. Stop providing mobile devices until the organization is able to implement controls.

D. Include the topic of prohibited texting in security awareness training.

ANSWER: D

Explanation:

Include the topic of prohibited texting in security awareness training is the best choice because, when technical enforcement
is unavailable, the organization must rely on people-focused administrative measures to influence behavior. Targeted
awareness training communicates the organization’s expectations for use of company-supplied devices, identifies which
messaging activities are prohibited, and explains the business consequences of noncompliance, such as exposure of
confidential information, privacy issues, regulatory obligations, and records-retention concerns. It also provides an
opportunity to make personnel aware of approved communication channels and escalation paths when there is uncertainty
about an appropriate use case. Effective awareness is not merely a one-time announcement; it should be incorporated into
ongoing security education, supported by clear organizational rules, and reinforced as relevant risks or mobile-device
practices change. This approach directly addresses the human behavior creating the risk and can be implemented promptly
without waiting for mobile device management, application restrictions, or other technical controls. NIST describes
awareness and training as an important part of an organization’s security program in NIST SP 800-50. ISACA also identifies
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security awareness and training as a key mechanism for promoting secure behaviors in its security awareness program
gquidance.

QUESTION NO: 187

In a cloud technology environment, which of the following would pose the GREATEST challenge to the investigation of
security incidents?

A. Access to the hardware
B. Data encryption
C. Non-standard event logs

D. Compressed customer data

ANSWER: A

Explanation:

Access to the hardware

is correct because cloud customers generally do not own, operate, or physically control the infrastructure on which their
workloads run. This limits an incident investigator’s ability to acquire traditional forensic artifacts directly, such as physical
disks, volatile memory, hypervisor-level records, network-device data, or device-specific evidence. The cloud provider also
has obligations to preserve the security, availability, privacy, and evidentiary separation of other tenants sharing the
environment. Consequently, evidence collection must usually rely on the provider’s documented logging, snapshot, export,
legal, and incident-support capabilities rather than direct acquisition by the customer’s investigation team.

From a CISM governance perspective, this makes contractual requirements, shared-responsibility definitions, retention
settings, and provider incident-response procedures essential. Before an incident occurs, management should ensure that
cloud service agreements identify available forensic support, relevant evidence sources, log-retention periods, time
synchronization, escalation paths, and processes for preserving evidence and maintaining an appropriate chain of custody.
NIST notes that incident handling requires collecting and preserving relevant evidence, while cloud computing’s resource-
pooling and provider-managed infrastructure can constrain a customer’s visibility and control. See NIST SP 800-61 Rev. 2,
Computer Security Incident Handling Guide and NIST SP 800-144, Guidelines on Security and Privacy in Public Cloud

Computing.

QUESTION NO: 188

The head of a department affected by a recent security incident expressed concern about not being aware of the actions
taken to resolve the incident. Which of the following is the BEST way to address this issue?

A. Ensure better identification of incidents in the incident response plan.
B. Discuss the definition of roles in the incident response plan.
C. Require management approval of the incident response plan.

D. Disseminate the incident response plan throughout the organization.

ANSWER: B

Explanation:

Discuss the definition of roles in the incident response plan is the best response because the stated concern is a
stakeholder-communication and accountability gap during incident handling. An effective incident response plan establishes
who has authority to make decisions, who performs response activities, which business representatives must be engaged,
and the notification, escalation, and status-reporting requirements for affected stakeholders. Reviewing role definitions with
relevant stakeholders enables the organization to make the department head’s information needs explicit—for example,
identifying the affected business owner as a required recipient of incident updates, defining the responsible incident
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coordinator, and specifying reporting frequency and escalation thresholds. This turns an informal expectation into an
actionable, repeatable control that can be exercised and measured in future incidents. Clear roles also help ensure that
technical containment and recovery activity remains aligned with business priorities, impact tolerance, and communication
obligations. NIST’s incident-response guidance emphasizes defined roles, responsibilities, communications, and
coordination as core preparation activities. ISACA similarly identifies governance, stakeholder engagement, and clearly
assigned accountability as essential elements of effective information security management. See NIST SP 800-61 Rev. 2,
Computer Security Incident Handling Guide and ISACA: Incident Response Planning and Management.
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