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Topic Break Down

Topic No. of Questions

Topic 1, SAP Security Fundamentals 4

Topic 2, SAP System Security 65

Topic 3, SAP HANA Security 25

Topic 4, SAP Fiori Security 16

Topic 5, Identity and Access Management 15

Topic 6, Security Operations 19

Topic 7, Cloud Security 10

Topic 8, Mix Questions 2

Total 156
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QUESTION NO: 1

Which of the following programs can be used to enable ALE Audit using the ALEAUD message type in the Customer 
Distribution Model and Partner Profiles?

Note: There are 2 correct answers to this question

A. RBDSTATE

B. RBDMIDOC

C. RBDAUD01

D. RBDAPP01

ANSWER: A C 

Explanation:

RBDSTATE and RBDAUD01 support the configuration and operation of ALE auditing based on the ALEAUD message type. 
ALE Audit provides a cross-system control mechanism for monitoring the processing status of IDocs that are exchanged 
through ALE. It lets a sending system receive audit feedback from the receiving system, so that the sending side can 
determine whether a transferred IDoc was successfully processed or ended in an error status.

RBDSTATE is used in the context of maintaining the audit-related settings for the customer distribution model. Those model 
settings identify the relevant sender/receiver relationships and message flows for which audit processing is active. 
RBDAUD01 is used for the partner-profile-related ALE Audit setup and processing of ALEAUD status information. Together, 
these programs establish the necessary model and partner communication settings so that ALEAUD audit IDocs can be 
exchanged and evaluated for the configured logical-system relationship.

This distinction is important because ALE Audit depends on both the distribution model definition and the corresponding 
partner-profile parameters; configuring only one side does not provide a complete audit setup. SAP’s ALE documentation 
describes the distribution model and partner-profile configuration concepts used for IDoc-based communication: SAP 
NetWeaver documentation and SAP ABAP Platform documentation.

QUESTION NO: 2

What are the characteristics of HTTP security session management? Note: There are 3 correct answers to this question

A. Refers to the session context through the session identifier

B. Checks the logon credentials again for every request

C. Starts security sessions with a short user-based expiration time

D. Deletes security sessions at logoff

E. Creates security sessions at logon

ANSWER: A D E 

Explanation:

HTTP security session management in SAP AS ABAP maintains an authenticated user context across multiple HTTP 
requests, which are otherwise independent and stateless. It therefore creates security sessions at logon, after 
authentication has succeeded. The server issues a session identifier—normally transported in an HTTP cookie—and this 
identifier refers to the session context through the session identifier. The context enables the server to recognize the 
authenticated user and apply the established security state to subsequent requests without requiring a complete interactive 
logon for each request.

A security session also has a defined lifecycle. When the user explicitly ends the application session, the system deletes 
security sessions at logoff, removing the associated server-side security context. SAP’s HTTP security-session framework 
additionally enforces expiration through configured timeout handling, so sessions cannot remain valid indefinitely if a user 
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becomes inactive. This lifecycle management is important for protecting authenticated browser access and reducing the 
exposure of abandoned sessions. SAP documentation describes the HTTP security-session mechanism and its related 
configuration parameters in the SAP Help Portal search results for HTTP security session management and the SAP Help 
Portal search results for the security-session timeout parameter.

QUESTION NO: 3

Where can you store Security Audit Log Events? Note: There are 2 correct answers to this question.

A. In the kernel trace

B. In the database table RSAU_BUF_DATA

C. Ip the file system of the application servers

D. In the Linux system log

ANSWER: B C 

Explanation:

Security Audit Log events can be persisted in the database table RSAU_BUF_DATA and in audit-log files on the file systems 
of the application servers. The Security Audit Log configuration, maintained with transaction SM19, supports selecting 
database storage, file storage, or both, depending on operational and retention requirements. Database storage makes audit 
records available centrally through the ABAP system and enables convenient evaluation using the Security Audit Log display 
tools. The RSAU_BUF_DATA table is the database persistence used for the buffered audit-log data. File-based storage 
writes the audit trail to the application-server file system, which can be appropriate for separating audit data from database 
storage or integrating it with operating-system-level archival and monitoring processes. When multiple application servers 
are used, file storage is local to the relevant application-server hosts, so administrators must account for the configured file 
locations and retention process across the landscape. SAP documents the Security Audit Log as an ABAP-platform security 
function and describes its configuration and evaluation through the relevant administration tools. See the SAP Help search 
for Security Audit Log and SM19 and the SAP Community overview of the Security Audit Log.

QUESTION NO: 4

Which SAP HANA password policy parameter determines whether a user must change an initial password at first logon?

A. force_first_password_change

B. maximum_invalid_connect_attempts

C. last_used_passwords

D. minimum_password_length

ANSWER: A 

Explanation:

force_first_password_change determines whether SAP HANA requires a user to replace the initial password at the first 
successful logon. Enforcing an initial password change prevents an administrator-defined or temporarily communicated 
password from remaining valid after the user begins using the account.

This setting is part of the SAP HANA password policy and is distinct from parameters that control password lifetime, 
complexity, or the number of failed logon attempts. For named dialog users, requiring the initial password change is an 
important control when accounts are created or reset by an administrator. See the SAP Help Portal search for 
force_first_password_change.
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QUESTION NO: 5

You have implemented CUA in your organization and you only want to compare the company address data between the 
central system and child systems to perform the synchronization activities. Which transact on do you use for comparing the 
company address between these systems?

A. SCUG

B. SCUM

C. SUCOMP

D. SCUC

ANSWER: D 

Explanation:

SCUC is the dedicated Central User Administration transaction for comparing company address data held in the central 
system with the corresponding data in child systems. In a CUA landscape, company addresses are relevant shared 
organizational data because they can be assigned to users and referenced in user master records. Before synchronizing this 
information, an administrator can use SCUC to identify differences between the central company-address definitions and 
those in connected child systems. The comparison provides the basis for selecting and carrying out the required 
synchronization activities so that the participating systems use consistent company address information. This task is 
separate from the regular comparison of user master records and from the configuration of field-distribution behavior; it 
specifically addresses company-address comparison within CUA. SAP documents Central User Administration as the 
framework for centrally maintaining and distributing relevant user-related data across a system landscape. See the SAP Help 
Portal documentation search for Central User Administration and SAP’s SAP Security resources for the broader 
administrative and security context.

QUESTION NO: 6

What can you maintain in transaction SU24 to reduce the overall maintenance in PFCG? Note: There are 3 correct answers 
to this question.

A. The default values so they are appropriate for the transactions used in the roles

B. The authorization objects that are not linked to transact on codes correctly

C. The default values in the tables USOBX and USOBT

D. The default authority check settings for the role maintenance tool

E. The authorization objects that have unacceptable default values

ANSWER: A D E 

Explanation:

Transaction SU24 maintains authorization default data for transactions and other executable objects. This proposal data is 
consumed when a transaction is added to a role in PFCG, allowing the role administrator to start from suitable authorization-
object proposals rather than manually building every authorization requirement. Therefore, maintaining default values so 
they are appropriate for the transactions used in the roles directly reduces subsequent field-value maintenance in PFCG. 
SU24 also maintains the check indicator settings that determine whether an authorization object is checked, checked and 
proposed, or not checked/proposed for an application transaction; these are the default authorization-check settings used by 
role maintenance. Finally, authorization objects with unsuitable proposed values can be adjusted in SU24 so that future role 
proposals contain values appropriate to the organization’s design. These customer-specific proposal and check-indicator 
adjustments are recorded separately from SAP-delivered defaults and are intended to make generated role authorization 
data more accurate and maintainable. SAP documents the relationship between SU24 proposal data, authorization objects, 
and role maintenance in SAP NetWeaver documentation and in the ABAP Platform Security Guide.
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QUESTION NO: 7

Which SAP HANA system privilege is required to change SAP HANA configuration parameters in configuration files?

A. INIFILE ADMIN

B. DATABASE ADMIN

C. ROLE ADMIN

D. MONITOR ADMIN

ANSWER: A 

Explanation:

INIFILE ADMIN is the SAP HANA system privilege that authorizes the administration of configuration parameters stored in 
configuration files. This includes changing parameters through supported administration tools and SQL statements, subject 
to the applicable system, database, host, or service scope.

Configuration changes can have significant security and operational effects. For example, they can influence auditing, 
network communication, resource behavior, and authentication-related settings. Therefore, INIFILE ADMIN should be 
assigned only to trusted technical administrators and parameter changes should be controlled, documented, and reviewed. 
See the SAP Help Portal search for SAP HANA INIFILE ADMIN.

QUESTION NO: 8

You want to allow your trainee colleagues to use the SAP GUI to connect directly to your SAP S/4HANA (on-premise) demo 
system form a public internet connection

Which of the following SAP solutions is suited for this purpose?

A. SAP Web Dispatcher

B. SAP Cloud Connector

C. SAP NetWeaver Gateway

D. SAP Prouter

ANSWER: D 

Explanation:

SAP Prouter is the appropriate solution because it is designed as an application-level proxy for routing network connections 
to SAP systems. It can accept a SAP GUI/DIAG connection from a user on an external network and forward it through a 
defined route to the internal SAP S/4HANA system, without requiring that the application server itself be directly reachable 
from the public internet. SAProuter route strings can be configured in SAP GUI connection settings, and its route-permission 
table allows administrators to explicitly control which source hosts may connect to which target hosts and services. This 
supports a controlled setup for trainees accessing a demo system remotely. A secure implementation places SAProuter in a 
perimeter network, restricts routes to only the required SAP application-server ports, and uses encrypted SAP GUI 
communication where supported. SAP documents SAProuter as the standard component for routing connections between 
SAP systems and external networks; see SAP Support: SAProuter. SAP’s security guidance also emphasizes network 
segmentation and limiting exposed services for SAP landscapes: SAP Help Portal: Network Security.

QUESTION NO: 9

Which PSE contains the key pair used by an AS ABAP system to issue SAP Logon Tickets?

A. SSL Server PSE
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B. System PSE

C. SNC PSE

D. SSF application PSE

ANSWER: B 

Explanation:

The System PSE contains the key pair used by the AS ABAP system to sign SAP Logon Tickets. A system that receives a 
ticket validates the signature by using the issuing system's public-key certificate, which must be available in its trust 
configuration. This trust relationship allows browser-based single sign-on without transmitting a user password to each 
participating system.

The System PSE is distinct from the SSL Server PSE, which is used for TLS server communication, and from SNC-related 
PSEs used for Secure Network Communication scenarios. See the SAP Help documentation on SAP NetWeaver AS ABAP 
security.

QUESTION NO: 10

A security consultant has activated a trace via ST01 and is analyzing the authorization error with Return Code 12. What does 
the Return Code 12 signify?

A. "Objects not contained in User Buffer"

B. "No authorizations and does NOT have authorization object in their buffer"

C. "No authorizations but does have authorization object in their buffer"

D. "Too many parameters for authorization checks"

ANSWER: A 

Explanation:

"Objects not contained in User Buffer" is correct. In an authorization check, return code 12 indicates that the authorization 
object being checked is not present in the user’s authorization buffer. The user buffer is populated from the authorizations in 
the user’s assigned roles and profiles when the user logs on, or when the buffer is refreshed. Because the object itself is 
absent, SAP cannot find any maintained authorization instances for that object in the current buffer and the check fails with 
this return code.

This distinction is useful during ST01 analysis because it directs the consultant toward verifying whether the relevant 
authorization object is included in an authorization assigned to the user, whether the required role/profile assignment is 
active, and whether the user buffer has been refreshed after an authorization change. SAP documents authorization checks 
through the ABAP AUTHORITY-CHECK statement and its return-code handling in the ABAP Keyword Documentation for 
AUTHORITY-CHECK. SAP’s security guidance on analyzing authorization issues is also available in the SAP NetWeaver 
authorization troubleshooting documentation.

QUESTION NO: 11

For which purpose do you use instance Secure Storage File System (SSFS) in an SAP HANA system? Note: There are 2 
correct answers to this question.

A. To protect the password of the root key backup

B. To store root keys for data volume encryption

C. To store the secure single sign-on configuration

D. To protect the X.509 public key infrastructure certificates
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ANSWER: B C 

Explanation:

The instance Secure Storage File System (SSFS) is a protected, file-based storage mechanism used by an SAP HANA 
instance for security-sensitive material that must remain available across restarts while not being held in ordinary 
configuration files. One key purpose is to store root keys for data volume encryption. SAP HANA uses these root keys as 
part of its encryption-key hierarchy to protect persisted data, enabling encrypted data volumes to be accessed securely when 
the database starts. Root-key management is therefore an essential use case for the instance SSFS.

The instance SSFS is also used to store the secure single sign-on configuration. Keeping this configuration in protected 
secure storage helps preserve the confidentiality and integrity of the sensitive information needed for the configured single-
sign-on behavior. SAP separates such protected security material from regular instance parameters and operational files, 
reducing the risk of accidental disclosure or alteration. SAP’s security guidance describes both the encryption-key 
architecture and the use of secure storage for protected security configuration. See the SAP HANA Platform documentation 
and the SAP HANA Security Guide.

QUESTION NO: 12

How do SAProuter route permission table rules help secure SAProuter communication? Note: There are 2 correct answers 
to this question.

A. They permit or deny routes based on source, destination, and service

B. They must be reread by SAProuter after changes are made

C. They replace the need for firewall rules between network zones

D. They automatically encrypt all routed connections

ANSWER: A B 

Explanation:

The route permission table controls whether SAProuter permits or denies a connection based on attributes such as the 
source host, destination host, and service. This enables the SAProuter administrator to limit communication to defined routes 
instead of allowing arbitrary systems to use the router as a transit point.

After the route permission table is changed, SAProuter must reread the table before the revised rules become effective. This 
can be initiated with the SAProuter administration functions, such as a reload operation. A secure design uses restrictive 
rules, avoids broad wildcard entries unless strictly required, and applies network firewall controls in addition to SAProuter 
routing rules. See SAP documentation for SAProuter.

QUESTION NO: 13

You have Reason Codes already defined. Which is the correct sequence of steps to configure a Firefighter ID in Emergency 
Access Management?

 

A. Maintain a Firefighter ID for Controllers and Firefighters
Maintain an Owner for a Firefighter ID
Maintain Access Control Owner

B. Maintain an Owner for a Firefighter ID
Maintain a Firefighter ID for Controllers and Firefighters
Maintain Access Control Owner

C. Maintain an Owner for a Firefighter ID
Maintain a Firefighter ID for Controllers and Firefighters
Maintain Access Control Owner
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D. Maintain an Owner for a Firefighter ID
Maintain a Firefighter ID for Controllers and Firefighters
Maintain Access Control Owner

ANSWER: C 

Explanation:

The correct sequence is “Maintain an Owner for a Firefighter ID
Maintain a Firefighter ID for Controllers and Firefighters
Maintain Access Control Owner”. Once reason codes are available, Emergency Access Management configuration needs 
the Firefighter ID’s accountable ownership to be maintained as part of establishing the emergency-access governance 
model. The Firefighter ID is then maintained together with the related firefighter users and controllers, so that emergency 
access can be assigned and its activity can be reviewed. Controllers are central to the Firefighter process because they 
receive and assess the activity logs generated for emergency sessions. Finally, maintaining the Access Control Owner 
completes the ownership administration required by SAP Access Control for the configured emergency-access objects. This 
sequence supports a controlled setup in which accountability, user/controller assignment, and access-control ownership are 
maintained in the appropriate configuration flow. SAP describes Emergency Access Management as the Access Control 
capability used to provide monitored, temporary privileged access and to govern the associated Firefighter IDs and review 
process. See the SAP Access Control documentation and SAP’s Security and Access Control resources.

QUESTION NO: 14

You want to use Configuration Validation functionality in SAP Solution Manager to check the consistency of settings across 
your SAP environment. What serves as the reference basis for Configuration Validation? Note: There are 2 correct answers 
to this question.

A. A list of recommended settings attached to a specific SAP Note

B. A target system in your system landscape

C. A virtual set of manually maintained configuration items

D. A result list of configuration items from SAP Early Watch Alert (EWA)

ANSWER: B C 

Explanation:

Configuration Validation compares the configuration data collected from managed systems against a defined reference. A 
target system in your system landscape can serve as that reference: its selected configuration-item values represent the 
expected, approved state, and Solution Manager evaluates other systems against those values. This is particularly useful 
when one system is known to be correctly configured and should provide the baseline for comparable systems.

A virtual set of manually maintained configuration items can also be the reference basis. This approach lets administrators 
define an intended configuration independently of any particular managed system. It is appropriate where the required 
baseline consists of values drawn from standards, design requirements, or a manually approved configuration policy. In both 
cases, Configuration Validation reports deviations between the reference values and the values retrieved from the systems 
being checked, enabling centrally governed consistency checks across a landscape. SAP describes Configuration Validation 
as part of its Solution Manager configuration and monitoring capabilities; see the SAP Solution Manager overview and the 
SAP Solution Manager documentation.

QUESTION NO: 15

Based on your company guidelines you have set the password expiration to 60 days. Unfortunately, there is an RFC user on 
your SAP system which must not have a password change for 180 days. Which option would you recommend to accomplish 
such a request?

A. Change profile parameter login/password_expiration_time to 180
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B. Create a security policy via SECPOL and assign it to the RFC users

C. Create additional authorizations for RFC users and assign it to them

D. Create enhancement spot I user-exit

ANSWER: B 

Explanation:

Create a security policy via SECPOL and assign it to the RFC users is correct because SAP security policies allow 
password-related settings to be defined for a selected group of users without changing the system-wide default password 
policy. The global profile parameter login/password_expiration_time establishes the default password lifetime for 
users that are not governed by a security policy. A policy maintained in transaction SECPOL can define a password lifetime 
of 180 days and can then be assigned in the user master record for the relevant technical RFC user. This preserves the 
company-wide 60-day expiry requirement for ordinary users while applying the documented exception only to the account 
that needs it. This approach is preferable for technical communication users because it provides a controlled, auditable, 
user-specific configuration rather than weakening the baseline setting for the entire ABAP system. Security policies are 
designed to centralize differentiated logon and password requirements, including password lifetime controls. SAP 
documentation on security policies is available in the SAP NetWeaver AS ABAP Security Guide; see also SAP’s security 
policy documentation.
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