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QUESTION NO: 1 - (SIMULATION)

TASK 2

As a Cloud Administrator you have two tasks to complete:

1. Onboard new interns into vRealize Automation and assign the correct access. The Interns are split into two Active
Directory groups, interns-group-a and interns-group-b. The interns-group-a group requires access to Cloud Assembly and
the interns-group-b group requires access to Service Broker. The interns should be allocated the most restrictive access
available.

2 Assist in resolving issues reported by the following users who do not have the correct access permissions in vRealize
Automation. Each user should have the minimum permissions required to fulfill their role:

* A User with logon id appdevuset2@corp.local is only responsible for creating new and deploying from cloud templates in
Cloud Assembly.

The following additional information is provided to help complete both tasks:

« IDM URL: or use bookmark

* IDM System Domain Username: admin

¢ IDM Admin Password: VMware1!

* AD Organization Unit ON: OU=Interns.DC=corp.DC=local

* vRealize Automation URL: vr-automalion.corp.local

* Cloud Administrator Username: vca pad mm @corp. local

 Cloud Administrator Password: VMware1!

ANSWER: See the explanation for the answer

Explanation:

Assign the following least-privilege service roles:

interns-group-a — Cloud Assembly User
interns-group-b — Service Broker User
appdevuser2@corp.local — Cloud Assembly User

Procedure

1.

Sign in to VMware Identity Manager as admin with password VMwarel!.

2. Ensure the AD directory synchronization includes the intern OU, OU=Interns, DC=corp, DC=1ocal (the question

text contains a typographical lowercase “” in 1nterns). Select/import and synchronize interns-group-a and
interns-group-b.

Sign in to vRealize Automation as the supplied Cloud Administrator.

Open Identity & Access Management and assign the service roles to the synchronized groups:

For interns-group-a, add Cloud Assembly User.

For interns-group-b, add Service Broker User.

Find appdevuser2@corp.local and assign only Cloud Assembly User. Remove any excessive Cloud
Assembly, Service Broker, or administrator roles if they are already assigned.

Reasoning: A Cloud Assembly User can create and deploy cloud templates without receiving Cloud Assembly
administrative privileges. A Service Broker User can consume/deploy Service Broker catalog content without Service Broker
administration rights. Viewer roles are more restrictive but do not provide the required creation or deployment capability.
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