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Topic Break Down
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Topic 1, Shells, Scripting and Data Management 20

Topic 2, User Interfaces and Desktops 10

Topic 3, Administrative Tasks 24

Topic 4, Essential System Services 20

Topic 5, Networking Fundamentals 28

Topic 6, Security 18

Total 120
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QUESTION NO: 1

FILL BLANK

The presence of what file will temporarily prevent all users except root from logging into the system? (Specify the full name 
of the file, including path.)

A. /etc/nologin

ANSWER: A 

Explanation:

The correct file is /etc/nologin. When this file exists, login programs that implement the standard nologin convention 
deny login access to ordinary user accounts while continuing to permit the root account to log in. Administrators commonly 
create it before maintenance, upgrades, or emergency work so that existing administrative access remains available but new 
non-root sessions cannot be started. The file can also contain a message; supported login programs display that text to 
users whose login is refused. Removing /etc/nologin restores normal login behavior. This is a temporary access-control 
mechanism rather than a permanent account change, because it does not modify user account records, passwords, or shell 
settings. The nologin(5) manual page documents that /etc/nologin prevents non-root users from logging in and that 
its contents are shown to denied users. The Linux-PAM pam_nologin module similarly describes checking this file and 
allowing root to log in. See nologin(5) manual page and pam_nologin(8) manual page.

QUESTION NO: 2

Which of the following are tasks handled by a display manager like XDM or KDM? (Choose two.)

A. Start and prepare the desktop environment for the user.

B. Configure additional devices like new monitors or projectors when they are attached.

C. Handle the login of a user.

D. Lock the screen when the user was inactive for a configurable amount of time.

E. Create an X11 configuration file for the current graphic devices and monitors.

ANSWER: A C 

Explanation:

A display manager provides the graphical entry point to an X11 desktop system. Its central function is to present a graphical 
login interface, authenticate the user, and establish that user’s graphical session. Therefore, Handle the login of a user. is a 
core display-manager responsibility. XDM is specifically designed to manage X displays and invoke a login process for 
users; after successful authentication, it starts the configured session program.

Start and prepare the desktop environment for the user. is also correct because the display manager launches the user’s X 
session after login. This is commonly done through session configuration or startup scripts, which can start a chosen desktop 
environment, window manager, and related session components. KDM historically provided comparable functionality for 
KDE-oriented environments, including user authentication and session selection/startup. The exact desktop session may be 
selected by the user or configured by the administrator, but the display manager is responsible for initiating it as part of the 
login workflow.

See the XDM manual page for its role in managing X displays and starting sessions, and the freedesktop.org display-
manager documentation for the graphical-login and session-management model.

QUESTION NO: 3
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Which of the following commands connects to the remote host example.com which has OpenSSH listening on TCP port 
2222? (Choose two.)

A. ssh --port 2222 example.com

B. ssh -p 2222 example.com

C. ssh -o Port=2222 example.com

D. ssh -o GatewayPort=2222 example.com

E. ssh example.com:2222

ANSWER: B C 

Explanation:

ssh -p 2222 example.com is correct because OpenSSH’s -p command-line option explicitly sets the destination port 
used for the SSH connection. With this invocation, the client resolves example.com normally and then establishes its SSH 
session to TCP port 2222 instead of the default SSH port, 22.

ssh -o Port=2222 example.com is also correct because -o accepts an SSH client configuration option in the same 
Keyword=Value form used by ssh_config. Port is the relevant configuration keyword and specifies the port number to 
connect to on the remote host. This form is particularly useful when a command needs to override or supply any client 
configuration setting directly, without editing a configuration file.

Both commands therefore select the same target host and TCP port, differing only in how that port setting is expressed. The 
OpenSSH manual documents -p port as the destination-port option and documents Port as the configuration keyword 
controlling the remote SSH server port. See the OpenSSH ssh manual and the ssh_config Port documentation.

QUESTION NO: 4

Which of the following statements is valid in the file /etc/nsswitch.conf?

A. multi on

B. 192.168.168.4 dns-server

C. hosts: files dns

D. include /etc/nsswitch.d/

ANSWER: C 

Explanation:

The valid statement is hosts: files dns. The /etc/nsswitch.conf file configures the Name Service Switch (NSS), 
which determines the sources and order used by libc to obtain system information such as user accounts, groups, service 
names, and host-name mappings. Each entry has a database name, followed by a colon and an ordered list of NSS 
services. Here, hosts is the database being configured, while files and dns are lookup sources. This configuration 
directs the system to resolve host names by first consulting local static files, principally /etc/hosts, and then querying 
DNS if the name is not found locally. This local-first order is common because it permits administrator-defined hostname 
overrides and supports essential local mappings even when DNS is unavailable. NSS also supports action criteria such as 
[NOTFOUND=return], but these are optional; a simple ordered source list such as hosts: files dns is complete and 
valid syntax. The Linux manual page documents the general database: service ... format and the host lookup 
services available to NSS. See the nsswitch.conf(5) manual page and the hosts(5) manual page.

QUESTION NO: 5
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Which of the following keywords can be used in the file /etc/resolv.conf? (Choose two.)

A. substitute

B. nameserver

C. search

D. lookup

E. method

ANSWER: B C 

Explanation:

The correct keywords are nameserver and search. The resolver configuration file, /etc/resolv.conf, is read by the 
system’s DNS stub resolver to determine how hostnames are translated into IP addresses. A nameserver entry specifies 
the IP address of a DNS server that the resolver should query. Multiple nameserver lines may be present, allowing the 
resolver to try another configured server if an earlier one does not respond. The search keyword defines a domain search 
list. When a user or application requests an unqualified hostname, such as printer, the resolver can append domains from 
this list—for example, trying printer.example.com—to locate the host. These directives are standard parts of the 
resolver configuration syntax and are directly documented in the resolv.conf manual page. In practical Linux 
administration, they are commonly supplied automatically by NetworkManager, systemd-resolved, DHCP clients, or other 
network-management tools, so manual changes may be replaced when network configuration is renewed. See the 
resolv.conf(5) manual page and the GNU C Library resolver configuration documentation.

QUESTION NO: 6

FILL BLANK

After adding a new email alias to the configuration, which command must be run in order to ensure the MTA knows about it? 
(Specify the command without any path but including all required parameters.)

A. newaliases -or- sendmail -bi

ANSWER: A 

Explanation:

newaliases -or- sendmail -bi is correct because mail aliases are normally maintained in a human-readable aliases 
file, commonly /etc/aliases, but the mail transfer agent uses a generated aliases database for efficient address lookups 
during local delivery. After an administrator adds or changes an alias, the database must be rebuilt before the new mapping 
is available to the MTA. The newaliases command performs that rebuild, creating or updating the database associated 
with the aliases file. For Sendmail-compatible MTAs, sendmail -bi is the equivalent interface: the -bi operation initializes 
(rebuilds) the aliases database. Therefore either command ensures that an alias such as a role address forwarding to one or 
more local recipients is recognized for subsequent message deliveries. This operation updates alias lookup data only; it does 
not require restarting the MTA, because the MTA can use the rebuilt database for later deliveries. The Sendmail 
documentation describes -bi as initializing the alias database, and the newaliases manual page identifies it as the 
command used to rebuild that database. See Sendmail command documentation and the newaliases manual page.

QUESTION NO: 7

Which of the following is true about IPv6?

A. With IPv6, the TCP port numbers of most services have changed.

B. IPv6 no longer supports broadcast addresses.
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C. IPv4 addresses can be used without any change with IPv6.

D. IPv6 no longer supports multicast addresses.

E. For IPv6, UDP and TCP have been replaced by the Rapid Transmission Protocol RTP.

ANSWER: B 

Explanation:

IPv6 no longer supports broadcast addresses. Instead of broadcast, IPv6 uses multicast addresses to deliver traffic to a 
defined group of interfaces and uses anycast addresses when a packet should reach one member of a group, typically the 
nearest according to routing. This design avoids the need to send packets to every host on a local network segment, which 
was a characteristic of IPv4 broadcasting. For example, IPv6 Neighbor Discovery uses solicited-node multicast addresses 
for address resolution rather than the IPv4 ARP broadcast mechanism. IPv6 therefore retains and makes extensive use of 
multicast, including link-local multicast groups such as the all-nodes group, but it has no broadcast address type and no IPv6 
equivalent of the IPv4 limited broadcast address. This is a fundamental IPv6 protocol behavior and is relevant when 
configuring services, firewall rules, and network-discovery mechanisms on IPv6-enabled Linux systems. The Internet 
Engineering Task Force IPv6 base specification explicitly states that IPv6 does not support broadcast addresses and 
identifies multicast as the mechanism used in their place. See RFC 8200, IPv6 Addressing and the IPv6 Addressing 
Architecture.

QUESTION NO: 8

Which of the following fields can be found in the /etc/group file? (Choose three.)

A. The list of users that belong to the group.

B. The home directory of the group.

C. The name of the group.

D. The description of the group.

E. The password of the group.

ANSWER: A C E 

Explanation:

The /etc/group file stores local group account records. Each record is conventionally one colon-separated line with four 
fields: the group name, an optional encrypted group-password field, the numeric group ID (GID), and a comma-separated list 
of supplementary group members. Therefore, The name of the group., The password of the group., and The list of users that 
belong to the group. correspond directly to fields in this file. The member-list field identifies users for whom the group is 
configured as a supplementary group. A user’s primary group is ordinarily determined by that user’s primary GID in 
/etc/passwd, so it does not necessarily need to appear in the member list. The password field is still structurally present in 
the traditional file format, although modern systems commonly place protected group-password information in 
/etc/gshadow and use a placeholder such as x in /etc/group. These fields are defined by the group-file format 
documented in the system manual and are relevant when administering local users and groups. See the group(5) manual 
page and the gshadow(5) manual page.

QUESTION NO: 9

Which of the following details is NOT provided in any output from the netstat utility?

A. broadcast services

B. interface statistics
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C. masquerading connections

D. network connections

E. routing tables

ANSWER: A 

Explanation:

broadcast services is correct because netstat is a reporting utility for the host networking stack, not a service-
discovery utility. Its available report modes cover sockets and active network connections, listening sockets, routing 
information, network-interface counters, protocol statistics, and—in versions of net-tools that support it—masqueraded/NAT 
connections. These reports describe local kernel-maintained networking state and statistics.

A broadcast service is instead a service advertised or discovered through broadcast or multicast mechanisms on a network. 
Identifying such services requires examining traffic, querying a relevant discovery protocol, or using a protocol-specific tool; it 
is not a report category produced by netstat. Even when a socket is bound to a wildcard address or a broadcast-capable 
interface exists, that does not make netstat provide an inventory of broadcast services. The documented netstat modes 
and output categories do not include a broadcast-services view. See the netstat(8) manual page for its supported reporting 
modes and the net-tools source project for the implementation context.

QUESTION NO: 10

Which of the following are commonly used Mail Transfer Agent (MTA) applications? (Choose three.)

A. Postfix

B. Procmail

C. Sendmail

D. Exim

E. SMTPd

ANSWER: A C D 

Explanation:

Postfix, Sendmail, and Exim are commonly deployed Mail Transfer Agents. An MTA accepts email submitted by local clients 
or other mail servers, determines the next delivery hop, and transfers messages using SMTP. It can also receive SMTP 
connections and queue mail when an immediate delivery attempt is not possible. These programs are full mail-server 
implementations and are widely used on Linux and Unix-like systems for routing mail between domains and hosts.

Postfix is designed as a complete mail system with separate processes for duties such as SMTP reception, queue 
management, and delivery; its official documentation describes it as a mail transfer agent. Sendmail is a long-established 
MTA whose configuration and operation support SMTP mail transport and routing. Exim likewise provides SMTP transport, 
address routing, message queueing, and delivery functions. Therefore, each of these names identifies an actual MTA 
application rather than merely a mail-processing component or a generic daemon description. See the Postfix documentation 
and the Exim project site for their descriptions and documentation.

QUESTION NO: 11

What is true regarding the command userdel --force --remove bob? (Choose two.)

A. The user bob is removed from the system's user database.
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B. The user bob's home directory is removed.

C. The locate database is updated to drop files owned by bob.

D. All files owned by bob are remove from all mounted filesystems.

E. In case bob was the last member of a group, that group is deleted.

ANSWER: A B 

Explanation:

The user bob is removed from the system's user database. The userdel command deletes the named user account’s 
entries from the local account databases, including the relevant passwd, shadow, and group membership records as 
applicable. The --force option (also written -f) permits deletion even in circumstances that would otherwise prevent it, 
such as when the user is currently logged in. It does not change the fundamental action of deleting the account.

The user bob's home directory is removed. The --remove option (also written -r) instructs userdel to remove the user’s 
home directory and mail spool along with the account. Administrators should recognize that this removal applies to the 
account home directory managed by the local system; it is not a general-purpose search-and-delete operation for every file 
associated with the user across mounted filesystems.

These behaviors are defined by the userdel utility documentation. The force and remove flags may be combined exactly as 
in userdel --force --remove bob, allowing account deletion while also removing the user’s local home directory and 
mail spool. See the userdel(8) manual page and the LPI Exam 102 objectives.

QUESTION NO: 12

Which of the following is a valid IPv6 address?

A. 2001:db8:3241::1

B. 2001::db8:4581::1

C. 2001:db8:0g41::1

D. 2001%db8%9990%%1

E. 2001.db8.819f..1

ANSWER: A 

Explanation:

2001:db8:3241::1 is a valid IPv6 address written using the standard colon-separated hexadecimal notation. An IPv6 
address represents 128 bits, conventionally arranged as eight 16-bit groups (hextets). Each explicitly written group may 
contain one to four hexadecimal digits; therefore, 2001, db8, 3241, and 1 are all valid groups. Hexadecimal digits include 
the numerals 0 through 9 and the letters a through f, with letter case not affecting validity.

The double-colon compression marker, ::, is also correctly used here. It stands for one or more consecutive all-zero hextets 
and may occur only once in a single IPv6 address, because its position otherwise could not be expanded unambiguously. In 
this case, expanding 2001:db8:3241::1 produces 2001:0db8:3241:0000:0000:0000:0000:0001, which contains 
exactly eight 16-bit groups and therefore the required 128 bits. The 2001:db8::/32 prefix is specifically reserved by IETF 
for documentation and examples, making this a realistic syntactically valid example without assigning it for ordinary Internet 
routing. See RFC 4291, IPv6 text representation and RFC 3849, IPv6 documentation prefix.
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