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Topic Break Down

Topic No. of Questions

Topic 1, Access Control Overview 3

Topic 2, Access Risk Analysis 22

Topic 3, Business Role Management 9

Topic 4, Access Request Management 23

Topic 5, Emergency Access Management 13

Topic 6, User Access Review 4

Topic 7, Access Control Configuration 25

Total 99
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QUESTION NO: 1

Where can you use a custom field in SAP Access Control? Note: There are 2 correct answers to this question.

A. Simplified Access Request

B. End User Personalization

C. Control Definition

D. Agent Rule

ANSWER: B D 

Explanation:

Custom fields in SAP Access Control provide customer-specific attributes that can be made available in processes requiring 
information beyond the standard delivered fields. End User Personalization is a supported use because custom fields can 
be exposed for users to maintain relevant personal or organizational information. This allows an organization to capture data 
needed for its access-governance processes while retaining a tailored end-user experience.

Agent Rule is also a supported use because agent-determination logic can use custom-field values as criteria when 
identifying the appropriate approver, owner, or other workflow agent. This makes workflow routing adaptable to organization-
specific attributes and policies. For example, a customer-defined attribute maintained through personalization can provide a 
value that is evaluated by an agent rule to determine who should receive a request or workflow item. SAP Access Control 
documentation and related implementation guidance describe configuration concepts for custom attributes and 
workflow/agent-rule processing; see the SAP Help Portal search for Access Control custom fields and SAP’s SAP GRC 
learning journey.

QUESTION NO: 2

Which Access Risk Analysis risk type is used to identify access to a sensitive authorization object and field value 
combination?

A. Segregation of Duties

B. Critical Action

C. Critical Permission

D. Mitigating Control

ANSWER: C 

Explanation:

Critical Permission is correct. A critical permission risk identifies sensitive access by evaluating an authorization object 
together with the relevant authorization-field values. This is used when the sensitive access cannot be identified only by a 
transaction or action, but depends on the authorization values assigned through a role, profile, or user authorization.

Critical action risks evaluate sensitive executable actions, whereas segregation-of-duties risks evaluate combinations of 
functions. See the SAP Access Control documentation for Access Risk Analysis configuration information.

QUESTION NO: 3

You want to analyze the actions that users have actually performed in a connected system rather than the access assigned 
to them. Which synchronization job should you execute?

A. Repository Object Sync

B. Authorization Sync
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C. Action Usage Sync

D. Role Usage Sync

ANSWER: C 

Explanation:

Action Usage Sync is correct. This synchronization collects information about actions executed by users in the connected 
target system. SAP Access Control can use the synchronized usage data for usage-based analysis, monitoring, and 
reporting of actual activity.

Repository Object Sync collects repository objects such as users, roles, and profiles, while Authorization Sync retrieves 
authorization metadata. Neither job retrieves the actual action-execution information required for action usage analysis. See 
the SAP Access Control documentation for synchronization and Access Risk Analysis administration guidance.

QUESTION NO: 4

When mapping Action 004 Provisioning, what must you ensure?

A. All connectors in the landscape using provisioning must be mapped as Default to Action 004 Provisioning as Default

B. All connectors in the landscape using provisioning must be mapped to Action 004 Provisioning with one connector 
marked as Default.

C. All connectors classified as Production that are mapped to the PROV Integration Scenario must be mapped to Action 004 
Provisioning.

D. All connectors in the landscape must be mapped to Action 004 Provisioning

ANSWER: B 

Explanation:

All connectors in the landscape using provisioning must be mapped to Action 004 Provisioning with one connector marked 
as Default. In SAP Access Control, connector/action mapping determines which target systems are available when a 
provisioning request reaches the provisioning step. Every connector intended to receive provisioning requests must therefore 
be associated with the provisioning action. One mapped connector must also be designated as the default so that SAP 
Access Control has an unambiguous fallback target where the request does not explicitly identify a connector. This 
configuration supports consistent routing of provisioning activity and prevents an incomplete action mapping from leaving a 
valid target system unavailable during request processing. The default designation is a routing setting for the action 
mapping; it does not remove the need to map each relevant provisioning connector individually. This setup is maintained as 
part of the connector and integration configuration required for Access Request Management and provisioning scenarios. 
See SAP’s SAP Access Control documentation and the SAP Learning content for SAP Governance, Risk, and Compliance.

QUESTION NO: 5

What is the purpose of an exclusion rule in Access Risk Analysis?

A. Exclude selected objects from risk analysis

B. Remove conflicting access from a user

C. Assign a mitigating control automatically

D. Approve a risk-definition change

ANSWER: A 

Explanation:
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Exclude selected objects from risk analysis is correct. Exclusion rules allow an organization to exclude defined users, 
roles, profiles, or other applicable objects from an analysis scope when they should not be evaluated for a specific risk-
analysis execution.

Exclusion rules do not change the underlying risk definition or remove access from a target system. They affect the scope of 
the analysis and should be maintained carefully so that valid risk results are not unintentionally omitted. See the SAP Access 
Control documentation for Access Risk Analysis administration.

QUESTION NO: 6

Which of the following are required to enable Centralized Emergency Access Management (EAM)? Note: There are 2 correct 
answers to this question.

A. Set the Enable Decentralized Firefighting parameter for Emergency Access Management to YES

B. Set the Enable Decentralized Firefighting parameter for Emergency Access Management to NO

C. Set the Application Type parameter for Emergency Access Management to value ID in SAP Access Control

D. You are configuring the role of connectors in a landscape.

E. Set the Application Type parameter for Emergency Access Management to value Role in the target system GRC plug-in.

ANSWER: B C 

Explanation:

Centralized Emergency Access Management requires SAP Access Control to manage the emergency-access process 
centrally rather than delegate Firefighter administration to connected systems. Setting the Enable Decentralized Firefighting 
parameter for Emergency Access Management to NO establishes that centralized operating model. SAP Access Control 
then retains the central responsibility for the relevant Firefighter-ID administration and the associated emergency-access 
workflow, including assignment, approval, log reporting, and review activities.

The Emergency Access Management Application Type must also be set to ID in SAP Access Control. This identifies the 
emergency-access account model as Firefighter IDs, which is the required model for centralized EAM configuration. 
Together, these settings ensure that the system processes emergency access through centrally maintained Firefighter IDs 
and the SAP Access Control EAM framework. SAP’s Emergency Access Management documentation describes the central 
management of Firefighter IDs and the configuration concepts that support EAM operation. See the SAP Access Control 
documentation and SAP Press’s overview of Emergency Access Management with SAP GRC.

QUESTION NO: 7

What can you use a custom end-user personalization configuration for? Note: There are 3 correct answers to this question.

A. To restrict a user's ability to approve their own requests

B. To assign it to an access request template

C. To determine roles that can be assigned on a request

D. To assign it to the standard access request

E. To determine fields shown in a workflow item

ANSWER: B C E 

Explanation:

A custom end-user personalization configuration in SAP Access Control is used to tailor the access-request experience for a 
defined set of users or request scenarios. “To assign it to an access request template” is correct because personalization 
configurations can be associated with templates, enabling the template-driven request process to use the required form 
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behavior and user-interface settings. “To determine roles that can be assigned on a request” is also correct: the configuration 
can control the role-selection experience and the roles made available to requesters, supporting a focused and governed 
role-assignment process. “To determine fields shown in a workflow item” is correct because end-user personalization 
controls the visibility and presentation of request-related fields to users processing workflow work items. This lets 
organizations present the information needed for a particular workflow task while keeping the user experience relevant and 
manageable. These settings support SAP Access Control’s goal of making access requests consistent with an organization’s 
configured request processes, templates, and workflow requirements. See the SAP Access Control documentation and the 
SAP Support Portal for product documentation and configuration guidance.

QUESTION NO: 8

Business Role Management provides which of the following capabilities? Note: There are 3 correct answers to this question.

A. Facilitate role creation at the function level

B. Enforce real time risk analysis during role certification

C. Align role definitions with business processes

D. Standardize methodology for role assignment

E. Enable role level emergency access

ANSWER: A C D 

Explanation:

SAP Access Control Business Role Management supports a business-oriented approach to designing, maintaining, and 
assigning access. “Facilitate role creation at the function level” is correct because business roles can be constructed from 
business functions and the underlying technical roles, allowing role design to reflect the access a person needs to perform a 
defined job activity. “Align role definitions with business processes” is also correct: business roles provide a higher-level 
business representation of access and can be organized in a way that connects role content to organizational responsibilities 
and process needs. “Standardize methodology for role assignment” is correct because the business-role model establishes 
reusable, governed role definitions and a consistent basis for assigning access through access-request workflows. This 
promotes a controlled role lifecycle, from design and approval through assignment and maintenance, rather than relying on 
ad hoc technical-role selection. SAP describes business roles as roles that represent business tasks and that can contain 
one or more technical roles; this structure is central to role modeling and access governance. See SAP’s overview of 
business roles and the SAP Access Control documentation for the broader Access Control role-management framework.

QUESTION NO: 9

You want to perform an online risk analysis for a specific user without scheduling a batch job. Which Access Risk Analysis 
option should you use?

A. User Level Risk Analysis

B. Role Level Risk Analysis

C. Batch Risk Analysis

D. Role Usage Sync

ANSWER: A 

Explanation:

User Level Risk Analysis is correct. This analysis option evaluates the roles, profiles, and authorization assignments for a 
selected user against the configured ruleset and returns the applicable segregation-of-duties, critical-action, and critical-
permission results.
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Role Level Risk Analysis evaluates a role definition, while batch risk analysis is used to process larger populations in the 
background. User Level Risk Analysis is appropriate when an administrator needs an immediate result for an individual user. 
See the SAP Access Control documentation for Access Risk Analysis information.
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