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QUESTION NO: 1

A company has a single AWS account that runs hundreds of Amazon EC2 instances in a single AWS Region. New EC2
instances are launched and terminated each hour in the account. The account also includes existing EC2 instances that
have been running for longer than a week.

The company's security policy requires all running EC2 instances to use an EC2 instance profile. If an EC2 instance does
not have an instance profile attached, the EC2 instance must use a default instance profile that has no IAM permissions
assigned.

A DevOps engineer reviews the account and discovers EC2 instances that are running without an instance profile. During
the review, the DevOps engineer also observes that new EC2 instances are being launched without an instance profile.

Which solution will ensure that an instance profile is attached to all existing and future EC2 instances in the Region?

A. Configure an Amazon EventBridge rule that reacts to EC2 Runinstances API calls. Configure the rule to invoke an AWS
Lambda function to attach the default instance profile to the EC2 instances.

B. Configure the ec2-instance-profile-attached AWS Config managed rule with a trigger type of configuration changes.
Configure an automatic remediation action that invokes an AWS Systems Manager Automation runbook to attach the default
instance profile to the EC2 instances.

C. Configure an Amazon EventBridge rule that reacts to EC2 Startinstances API calls. Configure the rule to invoke an AWS
Systems Manager Automation runbook to attach the default instance profile to the EC2 instances.

D. Configure the iam-role-managed-policy-check AWS Config managed rule with a trigger type of configuration changes.

Configure an automatic remediation action that invokes an AWS Lambda function to attach the default instance profile to the
EC2 instances.

ANSWER: B

QUESTION NO: 2

A DevOps engineer needs to back up sensitive Amazon S3 objects that are stored within an S3 bucket with a private bucket
policy using S3 cross-Region replication functionality. The objects need to be copied to a target bucket in a different AWS
Region and account.

Which combination of actions should be performed to enable this replication? (Choose three.)

A. Create a replication IAM role in the source account

B. Create a replication | AM role in the target account.

C. Add statements to the source bucket policy allowing the replication IAM role to replicate objects.

D. Add statements to the target bucket policy allowing the replication 1AM role to replicate objects.

E. Create a replication rule in the source bucket to enable the replication.

F. Create a replication rule in the target bucket to enable the replication.
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ANSWER: ADE

QUESTION NO: 3

A company hosts its staging website using an Amazon EC2 instance backed with Amazon EBS storage. The company
wants to recover quickly with minimal data losses in the event of network connectivity issues or power failures on the EC2
instance.

Which solution will meet these requirements?

A. Add the instance to an EC2 Auto Scaling group with the minimum, maximum, and desired capacity set to 1.

B. Add the instance to an EC2 Auto Scaling group with a lifecycle hook to detach the EBS volume when the EC2 instance
shuts down or terminates.

C. Create an Amazon CloudWatch alarm for the StatusCheckFailed System metric and select the EC2 action to recover the
instance.

D. Create an Amazon CloudWatch alarm for the StatusCheckFailed Instance metric and select the EC2 action to reboot the
instance.

ANSWER: A

QUESTION NO: 4

A company is hosting a web application in an AWS Region. For disaster recovery purposes, a second region is being used
as a standby. Disaster recovery requirements state that session data must be replicated between regions in near-real time
and 1% of requests should route to the secondary region to continuously verify system functionality. Additionally, if there is a
disruption in service in the main region, traffic should be automatically routed to the secondary region, and the secondary
region must be able to scale up to handle all traffic.

How should a DevOps engineer meet these requirements?

A. In both regions, deploy the application on AWS Elastic Beanstalk and use Amazon DynamoDB global tables for session
data. Use an Amazon Route 53 weighted routing policy with health checks to distribute the traffic across the regions.

B. In both regions, launch the application in Auto Scaling groups and use DynamoDB for session data. Use a Route 53
failover routing policy with health checks to distribute the traffic across the regions.

C. In both regions, deploy the application in AWS Lambda, exposed by Amazon AP| Gateway, and use Amazon RDS for
PostgreSQL with cross-region replication for session data. Deploy the web application with client-side logic to call the API
Gateway directly.

D. In both regions, launch the application in Auto Scaling groups and use DynamoDB global tables for session data. Enable

an Amazon CloudFront weighted distribution across regions. Point the Amazon Route 53 DNS record at the CloudFront
distribution.

ANSWER: A
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QUESTION NO: 5

A company is implementing an Amazon Elastic Container Service (Amazon ECS) cluster to run its workload. The company
architecture will run multiple ECS services on the cluster. The architecture includes an Application Load Balancer on the
front end and uses multiple target groups to route traffic.

A DevOps engineer must collect application and access logs. The DevOps engineer then needs to send the logs to an
Amazon S3 bucket for near-real-time analysis.

Which combination of steps must the DevOps engineer take to meet these requirements? (Choose three.)

A. Download the Amazon CloudWatch Logs container instance from AWS. Configure this instance as a task. Update the
application service definitions to include the logging task.

B. Install the Amazon CloudWatch Logs agent on the ECS instances. Change the logging driver in the ECS task definition to
awslogs.

C. Use Amazon EventBridge to schedule an AWS Lambda function that will run every 60 seconds and will run the Amazon
CloudWatch Logs create-export-task command. Then point the output to the logging S3 bucket.

D. Activate access logging on the ALB. Then point the ALB directly to the logging S3 bucket.

E. Activate access logging on the target groups that the ECS services use. Then send the logs directly to the logging S3
bucket.

F. Create an Amazon Kinesis Data Firehose delivery stream that has a destination of the logging S3 bucket. Then create an

Amazon CloudWatch Logs subscription filter for Kinesis Data Firehose.

ANSWER: BD E

QUESTION NO: 6

A company requires that its internally facing web application be highly available. The architecture is made up of one Amazon
EC2 web server instance and one NAT instance that provides outbound internet access for updates and accessing public
data.

Which combination of architecture adjustments should the company implement to achieve high availability? (Choose two.)
A. Add the NAT instance to an EC2 Auto Scaling group that spans multiple Availability Zones. Update the route tables.

B. Create additional EC2 instances spanning multiple Availability Zones. Add an Application Load Balancer to split the load
between them.

C. Configure an Application Load Balancer in front of the EC2 instance. Configure Amazon CloudWatch alarms to recover
the EC2 instance upon host failure.

D. Replace the NAT instance with a NAT gateway in each Availability Zone. Update the route tables.

E. Replace the NAT instance with a NAT gateway that spans multiple Availability Zones. Update the route tables.

ANSWER: B D
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QUESTION NO: 7

A company must encrypt all AMIs that the company shares across accounts. A DevOps engineer has access to a source
account where an unencrypted custom AMI has been built. The DevOps engineer also has access to a target account where
an Amazon EC2 Auto Scaling group will launch EC2 instances from the AMI. The DevOps engineer must share the AMI with
the target account.

The company has created an AWS Key Management Service (AWS KMS) key in the source account.

Which additional steps should the DevOps engineer perform to meet the requirements? (Choose three.)

A. In the source account, copy the unencrypted AMI to an encrypted AMI. Specify the KMS key in the copy action.

B. In the source account, copy the unencrypted AMI to an encrypted AMI. Specify the default Amazon Elastic Block Store
(Amazon EBS) encryption key in the copy action.

C. In the source account, create a KMS grant that delegates permissions to the Auto Scaling group service-linked role in the
target account.

D. In the source account, modify the key policy to give the target account permissions to create a grant. In the target
account, create a KMS grant that delegates permissions to the Auto Scaling group service-linked role.

E. In the source account, share the unencrypted AMI with the target account.

F. In the source account, share the encrypted AMI with the target account.

ANSWER: ACD

QUESTION NO: 8

An ecommerce company has chosen AWS to host its new platform. The company's DevOps team has started building an
AWS Control Tower landing zone. The DevOps team has set the identity store within AWS IAM Identity Center (AWS Single
Sign-On) to external identity provider (IdP) and has configured SAML 2.0.

The DevOps team wants a robust permission model that applies the principle of least privilege. The model must allow the
team to build and manage only the team's own resources.

Which combination of steps will meet these requirements? (Choose three.)
A. Create IAM policies that include the required permissions. Include the aws:PrincipalTag condition key.

B. Create permission sets. Attach an inline policy that includes the required permissions and uses the aws:PrincipalTag
condition key to scope the permissions.

C. Create a group in the IdP. Place users in the group. Assign the group to accounts and the permission sets in IAM Identity
Center.

D. Create a group in the IdP. Place users in the group. Assign the group to OUs and IAM policies.
E. Enable attributes for access control in IAM Identity Center. Apply tags to users. Map the tags as key-value pairs.

F. Enable attributes for access control in IAM Identity Center. Map attributes from the IdP as key-value pairs.

ANSWER: ABC
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QUESTION NO: 9

A company's application development team uses Linux-based Amazon EC2 instances as bastion hosts. Inbound SSH
access to the bastion hosts is restricted to specific IP addresses, as defined in the associated security groups. The
company's security team wants to receive a notification if the security group rules are modified to allow SSH access from any
IP address.

What should a DevOps engineer do to meet this requirement?

A. Create an Amazon EventBridge rule with a source of aws.cloudtrail and the event name AuthorizeSecurityGrouplngress.
Define an Amazon Simple Notification Service (Amazon SNS) topic as the target.

B. Enable Amazon GuardDuty and check the findings for security groups in AWS Security Hub. Configure an Amazon
EventBridge rule with a custom pattern that matches GuardDuty events with an output of NON_COMPLIANT. Define an
Amazon Simple Notification Service (Amazon SNS) topic as the target.

C. Create an AWS Config rule by using the restricted-ssh managed rule to check whether security groups disallow
unrestricted incoming SSH traffic. Configure automatic remediation to publish a message to an Amazon Simple Notification
Service (Amazon SNS) topic.

D. Enable Amazon Inspector. Include the Common Vulnerabilities and Exposures-1.1 rules package to check the security

groups that are associated with the bastion hosts. Configure Amazon Inspector to publish a message to an Amazon Simple
Notification Service (Amazon SNS) topic.

ANSWER: C

QUESTION NO: 10

A company has migrated its container-based applications to Amazon EKS and want to establish automated email
notifications. The notifications sent to each email address are for specific activities related to EKS components. The solution
will include Amazon SNS topics and an AWS Lambda function to evaluate incoming log events and publish messages to the
correct SNS topic.

Which logging solution will support these requirements?

A. Enable Amazon CloudWatch Logs to log the EKS components. Create a CloudWatch subscription filter for each
component with Lambda as the subscription feed destination.

B. Enable Amazon CloudWatch Logs to log the EKS components. Create CloudWatch Logs Insights queries linked to
Amazon EventBridge events that invoke Lambda.

C. Enable Amazon S3 logging for the EKS components. Configure an Amazon CloudWatch subscription filter for each
component with Lambda as the subscription feed destination.

D. Enable Amazon S3 logging for the EKS components. Configure S3 PUT Object event notifications with AWS Lambda as
the destination.

ANSWER: C
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