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QUESTION NO: 1

Which feature in Microsoft Defender for Endpoint provides full visibility of endpoints across the network? 

A. Firewall management 

B. Intrusion Detection System (IDS) 

C. Network traffic analysis (NTA) 

D. Endpoint Detection and Response (EDR) 

ANSWER: D 

Explanation:

Endpoint Detection and Response (EDR) in Microsoft Defender for Endpoint provides complete visibility of endpoints, 
including real-time detection of advanced attacks and easy access to insights for investigation and remediation. 

QUESTION NO: 2

What is Microsoft Defender for Endpoint? 

A. Cloud platform 

B. Endpoint protection platform 

C. Anti-virus software 

D. Firewall software 

ANSWER: B 

Explanation:

Microsoft Defender for Endpoint is a holistic endpoint security solution for preventing, detecting, investigating, and 
responding to advanced threats on endpoints. 

QUESTION NO: 3

What is the purpose of the Azure Purview Scanner? 

A. To scan data sources for metadata and other information 

B. To monitor data usage and access patterns 
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C. To validate data against compliance requirements 

D. To classify data based on sensitivity level 

ANSWER: A 

Explanation:

The Azure Purview Scanner is used to scan data sources and extract metadata and other information about the data. 

QUESTION NO: 4

What is the difference between Azure AD P1 and Azure AD P2? 

A. Azure AD P1 and Azure AD P2 provide the same identity and access management capabilities. 

B. Azure AD P1 provides more basic identity and access management capabilities than Azure AD P2. 

C. Azure AD P1 provides more advanced identity and access management capabilities than Azure AD P2. 

D. Azure AD P1 provides identity and access management for internal users while Azure AD P2 provides identity and access 
management for external users. 

ANSWER: B 

Explanation:

Azure AD P1 provides more basic identity and access management capabilities than Azure AD P2. 

QUESTION NO: 5

What is Azure AD Connect? 

A. A program for enforcing multi-factor authentication policies 

B. A service for managing Azure AD user accounts 

C. A utility for joining on-premises Active Directory domains with Azure AD

D. A tool for migrating applications and data to Azure 

ANSWER: C 

Explanation:

Azure AD Connect is a utility that provides seamless synchronization between your on-premises Active Directory domains 
and your Azure AD tenant. 
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QUESTION NO: 6

Which PowerShell command can be used to connect to a Microsoft 365 tenant? 

A. Connect-MsolService 

B. Connect-AzureAD 

C. Connect-ExchangeOnline 

D. Connect-MicrosoftTeams 

ANSWER: A 

Explanation:

Connect-MsolService PowerShell command can be used to connect to a Microsoft 365 tenant. 

QUESTION NO: 7

Which of the following are examples of advanced security features provided by Microsoft Defender for Endpoint? 

A. Device control 

B. All of the above 

C. Fileless malware protection 

D. Network protection 

ANSWER: B 

Explanation:

Microsoft Defender for Endpoint provides a range of advanced security features, including fileless malware protection, 
network protection, and device control. 

QUESTION NO: 8

Which PowerShell command can be used to enable or disable a user's access to Microsoft 365 services? 

A. Set-MsolUser 

B. Set-MsolUserLicense 

C. Set-MsolGroup 

D. Set-MsolRoleMember 
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ANSWER: A 

Explanation:

The Set-MsolUser cmdlet can be used to enable or disable a user's access to Microsoft 365 services. 

QUESTION NO: 9

Which type of Microsoft Teams app allows users to create and manage tasks in a tab? 

A. Personal app 

B. Task module 

C. Tab app 

D. Compose Extension 

ANSWER: B 

Explanation:

Task modules allow users to create and manage tasks in a tab. 

QUESTION NO: 10

What is a license in Microsoft 365? 

A. A type of subscription for Microsoft products 

B. An add-on feature for Microsoft 365 services 

C. A folder for storing files in Microsoft 365 

D. A virtual machine allocated to a specific user 

ANSWER: A 

Explanation:

A license in Microsoft 365 is a type of subscription that gives users access to Microsoft products and services. 

QUESTION NO: 11

Which capability of Microsoft Purview provides a unified way to discover and understand enterprise data? 

A. Data lineage 
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B. Cataloging 

C. Sensitive data discovery 

D. Data profiling 

ANSWER: B 

Explanation:

Cataloging is a capability of Microsoft Purview that provides a unified way to discover and understand enterprise data. 

QUESTION NO: 12

What is the minimum number of Azure subscriptions required to use Microsoft Purview? 

A. Three 

B. Four 

C. One 

D. Two 

ANSWER: C 

Explanation:

A single Azure subscription is required to use Microsoft Purview. 

QUESTION NO: 13

What is Conditional Access in Azure AD? 

A. A way to grant access to specific resources to specific users 

B. A feature that allows users to authenticate with their phone 

C. A feature that automatically locks accounts after failed sign-in attempts 

D. A feature that enforces access policies based on conditions such as network location or device state 

ANSWER: D 

Explanation:

Conditional Access allows administrators to enforce access policies based on conditions such as network location or device 
state. 
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QUESTION NO: 14

What is the difference between Azure AD and Active Directory Domain Services (AD DS)? 

A. Azure AD and AD DS are two different names for the same product. 

B. Azure AD is a cloud-based directory service, while AD DS is a Windows Server-based directory service. 

C. Azure AD is only available in the cloud, while AD DS can be deployed on-premises. 

D. Azure AD is only for user authentication, while AD DS is for user authentication and resource management. 

ANSWER: B 

Explanation:

The key difference between Azure AD and Active Directory Domain Services (AD DS) is that Azure AD is a cloud-based 
directory service, while AD DS is a Windows Server-based directory service. 

QUESTION NO: 15

What is the purpose of Azure AD Privileged Identity Management? 

A. To prevent unauthorized access to your Azure AD resources 

B. To manage access to Azure virtual machines 

C. To monitor changes to your Azure resources 

D. To manage access to administrative roles in Azure 

ANSWER: D 

Explanation:

Azure AD Privileged Identity Management is used to manage access to administrative roles in Azure. 

https://dumpsboss.co/

