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Topic Break Down

Topic No. of Questions

Topic 1, SAN Solution Design 54

Topic 2, SAN Solution Implementation 45

Topic 3, SAN Solution Verification 27

Total 126
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QUESTION NO: 1

What are three functions of iSCSI security and access-control configuration in Data ONTAP 7-Mode? (Choose three.)

A. CHAP can authenticate an iSCSI initiator during session establishment.

B. An igroup can control which initiators may access a mapped LUN.

C. An iSCSI access list can control the target interfaces available to an initiator.

D. An iSCSI access list defines the host MPIO load-balancing policy.

E. CHAP creates FC zoning memberships for the initiator.

ANSWER: A B C 

Explanation:

CHAP authenticates an iSCSI initiator and target during session establishment. An igroup contains initiator IQNs and 
controls which initiators are authorized to access mapped LUNs. An iSCSI access list controls the target network interfaces 
or portals that a specified initiator can use and can limit the portals advertised during discovery.

These mechanisms provide different layers of iSCSI control. They do not configure host MPIO path-selection policy, which is 
managed by the host operating system and its multipathing software. NetApp SAN administration concepts are documented 
in the NetApp SAN administration documentation.

QUESTION NO: 2

Which three protocols can be used for communications between a host running SnapDrive for Windows and the NetApp 
Storage Controllers? (Choose three.)

A. http:

B. https:

C. ftp:

D. RPC

E. ssh

ANSWER: A B D 

Explanation:

SnapDrive for Windows supports HTTP, HTTPS, and RPC as the controller communication protocols. These protocols are 
used by the SnapDrive service on the Windows host when it sends management requests to a Data ONTAP storage 
controller, such as requests needed to create, connect, disconnect, or manage LUN-related storage resources. The protocol 
is selected in SnapDrive configuration for each storage-system connection, allowing an environment to use the transport 
method appropriate to its controller configuration and security requirements.

HTTPS provides the HTTP-based management channel with TLS protection and is normally the preferred choice where 
encrypted management communication is required. HTTP remains a supported unencrypted HTTP-based transport for 
applicable legacy or controlled deployments. RPC is also a supported SnapDrive for Windows communication mechanism, 
particularly for Data ONTAP 7-Mode environments and configurations that use the controller’s RPC services. These are 
controller-management communication protocols; they are distinct from the SAN data paths used by Windows hosts to 
access LUNs. NetApp’s 7-Mode transition documentation includes SnapDrive for Windows host considerations, and 
NetApp’s documentation portal provides the current and archived product documentation context: NetApp SAN host 
transition documentation and NetApp Documentation.

QUESTION NO: 3
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Which command will display which Brocade switches are connected into a fabric?

A. fabricshow

B. switchshow

C. show fabric

D. configshow

ANSWER: A 

Explanation:

The fabricshow command is correct because it displays the Fibre Channel fabric membership as seen by the local 
Brocade switch. Its output identifies the switches participating in the fabric, including their domain IDs, worldwide names, and 
related switch information. This makes it the appropriate command when an administrator needs a fabric-wide view of which 
Brocade switches have successfully joined and are connected within the same fabric. The command is particularly useful 
during SAN implementation and troubleshooting to confirm that all expected switches are present and that the fabric has 
formed correctly. Brocade Fabric OS command documentation describes fabricShow as displaying information about 
switches in the fabric; command capitalization may vary by Fabric OS version and CLI conventions. For the Brocade Fabric 
OS command reference, see Broadcom Fabric OS Command Reference. NetApp SAN configuration guidance also relies on 
validating the operational state and connectivity of the complete Fibre Channel fabric before attaching or configuring storage 
resources; see NetApp SAN Host Configuration documentation.

QUESTION NO: 4

What are two possible impacts to consider when changing the cfmode to single_image?. (Choose two.)

A. There more paths to LUNs.

B. Target port WWPNs will change on at least one controller.

C. You must use hard zoning (zoning by ports).

D. There are fewer paths to LUNs.

E. hosts running Solaris since it does not support single_image cfmode

ANSWER: B D 

Explanation:

Changing a 7-Mode HA pair to single_image cfmode can change the Fibre Channel target identity presented to the SAN. 
Therefore, Target port WWPNs will change on at least one controller. This must be planned carefully because SAN zoning, 
host HBA target definitions, and multipathing configuration may refer to the affected target WWPNs. After the cfmode 
change, the fabric and hosts must discover and use the applicable target identities, and the administrator should validate that 
all required LUN paths are restored.

There are fewer paths to LUNs. is also an expected planning impact. In single-image mode, the HA configuration presents a 
single FC target image for LUN access rather than exposing the broader set of controller target images used by other 
cfmode configurations. As a result, hosts can have fewer distinct active target paths to the LUNs. Before making the change, 
confirm that the remaining paths satisfy the host operating system's supported multipathing requirements and that the 
resulting configuration maintains the required availability level. NetApp SAN guidance emphasizes validating host pathing 
and SAN connectivity whenever target-port presentation changes. See NetApp’s SAN configuration documentation and the 
SAN administration documentation.

QUESTION NO: 5
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When setting up a VLAN for administrative security purposes, which four ports are the only important ports to include in the 
VLAN? (Choose four.)

A. Storage Controllers Management Ethernet ports

B. FC Switches Ethernet port

C. Hosts iSCSI HBA Ethernet port

D. Ethernet Switches Management port

E. Storage Controller iSCSI Ethernet Target ports

F. Hosts NIC Ethernet port

ANSWER: A B D F 

Explanation:

An administrative-security VLAN is intended to isolate the interfaces used to administer and monitor the SAN environment 
from ordinary user and storage-data traffic. Storage Controllers Management Ethernet ports belong in this VLAN because 
administrators use them to access and manage the NetApp storage systems. FC Switches Ethernet port refers to the 
switch’s Ethernet management interface, which provides the management path for configuration, monitoring, and 
troubleshooting of the Fibre Channel fabric. Ethernet Switches Management port is similarly required so that the switching 
infrastructure can be securely administered without exposing its management plane to general network access. Hosts NIC 
Ethernet port represents the host-side administrative network connection, allowing authorized administrators to manage 
host operating systems and SAN-related host configuration through the isolated management network. Together, these ports 
establish a dedicated management plane spanning hosts, storage controllers, and both FC and Ethernet switching 
components. NetApp networking guidance distinguishes management connectivity from data-serving connectivity and 
recommends using appropriate network separation and security controls for management interfaces. See NetApp ONTAP 
network management documentation and NetApp documentation on protecting LIF access with firewall policies.

QUESTION NO: 6

Click the Exhibit button.
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In the diagram shown, a portset is created on controller 1 with the command: controller1>portset create -f

ntapportset conroller1:0b. This portset is bound to the igroup with all the intiators in it. How many paths can the host 1 see to 
a LUN on controller 1?

A. six paths

B. four paths

C. three paths

D. one path

ANSWER: C 

Explanation:

three paths is correct. A Data ONTAP 7-Mode portset restricts access for the igroup to the target ports explicitly included in 
that portset. Here, the ntapportset portset contains only controller 1 port 0b, so paths through any other controller 1 
target ports are not presented to the host for LUNs mapped through this igroup.

The exhibit shows that Host 1 has three initiator connections that can each reach controller 1 port 0b. Because all of those 
initiators belong to the igroup bound to the portset, each initiator-to-0b connection is a separate host-visible SAN path. Thus, 
restricting the portset to one target port does not reduce the result to one path when multiple Host 1 initiators can access that 
same target port; it results in three paths.

Portsets are used to control which FC target ports an initiator group may use, supporting deliberate SAN path and LUN-
access design. NetApp’s SAN documentation describes the relationship between initiator groups, LUN mappings, and SAN 
paths: NetApp ONTAP SAN host configuration overview. See also NetApp’s archived Data ONTAP SAN Administration 
Guide for 7-Mode.

QUESTION NO: 7
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For access to a VMFS datastore created on a NetApp LUN on an ESX 4.0 system for an ALUA configuration, the path 
selection policy should be set to:

A. MRU (Most Recently Used)

B. Fixed

C. RR (Round Robin)

D. ALUA

ANSWER: C 

Explanation:

RR (Round Robin) is the appropriate path selection policy for an ESX 4.0 host accessing NetApp LUNs through an ALUA 
configuration. ALUA communicates path-state and target-port optimization information to the ESX host, allowing the host to 
identify optimized paths to the storage controller that owns and actively serves the LUN. With the Round Robin policy, ESX 
uses the available active/optimized paths for I/O and can select an appropriate remaining path when a path failure occurs. 
This provides load distribution across the optimized paths while retaining ALUA-aware path behavior.

For NetApp SAN deployments, Round Robin is the established multipathing policy for ALUA-enabled LUN access in the 
applicable VMware ESX releases. The setting is applied at the device/LUN level through VMware Native Multipathing and 
works with the NetApp storage array’s reported ALUA path states. VMware documents the role of its Round Robin path-
selection plug-in in its multipathing guidance, while NetApp’s VMware host-configuration guidance identifies the expected 
multipathing configuration for ONTAP SAN LUNs. See VMware Path Selection Policies and NetApp VMware ESXi host 
configuration for ONTAP SAN.

QUESTION NO: 8

A host and a dual-controller NetApp storage system are connected to two independent FC fabrics. Which three cabling 
practices support a fault-tolerant design? (Choose three.)

A. Connect one host HBA port to each fabric.

B. Provide storage target-port connectivity to each fabric.

C. Keep the two fabrics independent of each other.

D. Connect the two fabrics with an ISL for redundancy.

E. Connect all host HBA ports to the same fabric.

ANSWER: A B C 

Explanation:

Each host with redundant HBAs should have one HBA port connected to each independent fabric. Similarly, storage target-
port connectivity should be distributed so that both fabrics have paths to the HA pair. This arrangement allows host 
multipathing software to use an alternate path if a cable, HBA, switch, target port, or an entire fabric fails.

The two fabrics must remain independent. Connecting the fabrics with an ISL would merge them into one fabric and could 
reintroduce a common fabric failure domain. NetApp SAN design guidance recommends redundant host-to-storage paths 
and independent fabrics for highly available FC SAN deployments. See the NetApp multipathing overview and the NetApp 
FC SAN configuration documentation.

QUESTION NO: 9

Which of these attributes can affect LUN I/) alignment?

A. The same LUN is present in two igroups with differing ALUA states.
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B. The starting offset of the first file system block on the host.

C. The LUN is a boot LUN.

D. The LUN is part of a logical volume.

ANSWER: B 

Explanation:

The starting offset of the first file system block on the host is the attribute that can affect LUN I/O alignment. Alignment 
depends on how the host’s partition and file-system blocks map to the LUN’s underlying storage layout. If the first host file-
system block begins at an unsuitable offset, a host I/O can span boundaries in the storage system’s block layout. This can 
cause one host write to require additional back-end reads or writes, increasing I/O operations and potentially reducing 
performance.

For SAN LUNs, the host partition offset must therefore be selected so that the host file system, host logical-volume 
structures where applicable, and the storage-system layout are aligned. Proper alignment lets typical host I/O requests map 
efficiently to the LUN and its backing WAFL blocks. NetApp’s 7-Mode documentation specifically identifies host-side 
alignment, including the partition offset and file-system block placement, as a consideration when configuring LUNs for 
optimal performance. See the NetApp SAN Administration Guide for Data ONTAP 7-Mode and the NetApp host utilities and 
storage configuration guidance.

QUESTION NO: 10

For which two purposes would the use of VLAN's be beneficial? (Choose two.)

A. to isolate iSCSI traffic from LAN/WAN traffic

B. to separate LAN from WAN traffic

C. to isolate management traffic from other IP traffic

D. to isolate UDP from TCP traffic in the IP network

E. to isolate SSH traffic from other IP traffic

ANSWER: A C 

Explanation:

VLANs are beneficial to isolate iSCSI traffic from LAN/WAN traffic and to isolate management traffic from other IP 
traffic. A VLAN creates a logically separate Layer 2 broadcast domain on shared switching infrastructure. This allows 
storage traffic to use a dedicated network segment even when the same physical switch infrastructure also carries ordinary 
client or server traffic. For iSCSI, separation helps maintain predictable storage connectivity, reduces exposure to unrelated 
broadcast or multicast activity, and supports SAN design practices that keep data-path traffic distinct from general-purpose 
network traffic. NetApp SAN guidance emphasizes appropriately designed Ethernet networks for iSCSI, including separation 
and availability considerations for storage paths.

A separate management VLAN similarly keeps administrative access to storage controllers and related infrastructure on a 
distinct logical segment. This supports operational control by limiting the management network’s broadcast scope and 
allowing network policies, access controls, and monitoring to be applied specifically to administrative traffic. VLANs are 
therefore a useful segmentation mechanism for both the storage data path and the management plane, while retaining the 
flexibility of shared Ethernet switching hardware. See NetApp’s SAN configuration guidance and Cisco’s overview of VLAN 
logical network segmentation.

QUESTION NO: 11

A LUN is contained in a volume owned by controller A in a Data ONTAP 7-Mode HA pair. Controller A experiences a 
takeover event.
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Which controller serves the LUN during the takeover?

A. controller A, because LUN ownership cannot change

B. controller B, after it takes over controller A

C. both controllers simultaneously, regardless of cfmode

D. the FC switch that owns the active zone configuration

ANSWER: B 

Explanation:

Controller B serves the LUN during takeover. In a Data ONTAP HA pair, the surviving partner takes ownership of the failed 
controller's aggregates and volumes and continues serving the data they contain. Because the LUN resides in a volume 
owned by controller A before the failure, controller B serves that LUN after it takes over controller A.

For SAN access to remain available, the host must have correctly configured multipathing and paths to the partner controller 
or to the target image presented by the HA configuration. NetApp HA documentation describes takeover as the process by 
which one controller assumes responsibility for its partner's storage and data-serving functions. See the NetApp high-
availability documentation.

QUESTION NO: 12

Which host-based tool will enable you to stripe a LUN across multiple NetApp controllers?

A. multipathing software

B. host-based file system

C. host-based volume manager

D. HBA driver

ANSWER: C 

Explanation:

host-based volume manager is correct because it operates above the individual LUN devices presented to the host and 
can combine LUNs from separate NetApp controllers into one logical volume. The volume manager can then apply a striped 
layout, distributing successive data extents across the member LUNs. To the application or file system, this appears as a 
single larger logical device, while I/O can be serviced through the paths and controllers backing the individual LUNs. This 
design is used when capacity or performance requirements call for a host-level aggregate that spans storage systems or 
controller pairs rather than remaining within one storage controller.

NetApp SAN hosts consume LUNs as block devices; host operating-system storage-management layers are responsible for 
constructing higher-level logical volumes and file systems from those devices. NetApp’s SAN host documentation describes 
host-side configuration and multipath access to ONTAP LUNs: NetApp ONTAP SAN Host Configuration overview. For the 
underlying host-storage concept, Red Hat documents that Logical Volume Manager can create logical volumes from multiple 
physical volumes and supports striped logical volumes: Red Hat Logical Volume Manager Administration.
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