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Topic Break Down

Topic No. of Questions
Topic 1, IT Architectures, Technologies, Standards | 1

Topic 2, VMware by Broadcom Solution 5

Topic 3, Install, Configure, Setup 15

Topic 4, Troubleshooting and Repairing 1

Topic 5, Administrative and Operational Tasks 1
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QUESTION NO: 1

An administrator is implementing IDS/IPS inspection for both east-west workload traffic and routed north-south traffic.
Which two firewall policy types can use IDS/IPS policy? (Choose two.)

A. Distributed Firewall policy

B. Gateway Firewall policy

C. NAT rule

D. Segment

E. Transport zone

ANSWER: AB

Explanation:
IDS/IPS can be applied through both Distributed Firewall policy and Gateway Firewall policy. Distributed Firewall policy

provides inspection close to workloads for east-west traffic, while Gateway Firewall policy can inspect applicable routed
traffic at Tier-0 or Tier-1 gateways. NAT rules, segments, and transport zones do not independently host IDS/IPS policy.

QUESTION NO: 2

An administrator creates a Distributed Firewall rule in the Application category to allow a required management connection.
A broader rule in the Infrastructure category drops the same traffic.

Which rule is evaluated first?

A. The rule in the Application category

B. The rule in the Infrastructure category

C. The rule with the most specific source group

D. The rule with the lowest sequence number across all categories

ANSWER: B

Explanation:

The rule in the Infrastructure category is evaluated first. Distributed Firewall categories are evaluated in a fixed order:
Emergency, Infrastructure, Environment, and Application. Rule ordering within a category does not override the precedence
of an earlier category. The administrator must account for the category order when designing exceptions to broader policy
rules.

- Page 3 of 3


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F8575

