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Topic Break Down

Topic No. of Questions

Topic 1, Email Protection 78

Topic 2, Targeted Attack Protection 9

Topic 3, Threat Response Auto-Pull 7

Topic 4, Mix Questions 3

Total 97
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QUESTION NO: 1

Which of the following are true regarding Spam Detection?

Pick the 3 correct responses below.

A. If you enable the lowpriority rule, you should disable the bulk rule.

B. Policy routes are used to decide which spam policy is applied to a message.

C. Multiple policies can apply to a single inbound message.

D. Only one Spam Detection rule will fire for a unique message going to a single recipient.

E. Separate policies should be created for inbound and outbound messages.

F. Spam Detection prevents internal users sending confidential data outbound.

ANSWER: B D E 

Explanation:

“Policy routes are used to decide which spam policy is applied to a message.” is correct because policy routes provide the 
policy-selection layer for Spam Detection. They evaluate message and recipient context to select the applicable spam policy 
before that policy’s rules and actions are processed. This allows administrators to apply different spam-handling behavior to 
distinct mail flows, domains, groups, or recipients.

“Only one Spam Detection rule will fire for a unique message going to a single recipient.” is correct in the Spam Detection 
policy-rule evaluation model. For an individual recipient’s copy of a message, rules are processed in their configured 
evaluation order and the matching rule determines the result for that recipient. This produces a single applicable Spam 
Detection outcome for that message-recipient evaluation.

“Separate policies should be created for inbound and outbound messages.” is also correct. Inbound and outbound email 
have different trust boundaries, threat considerations, and operational objectives. Maintaining separate policies lets 
administrators tune detection criteria and actions appropriately for mail entering the organization versus mail being sent from 
internal users. Proofpoint’s administrator documentation describes Spam Detection policy configuration and policy routing in 
its Threat Protection guidance: Proofpoint Threat Protection Administrator Guide and Proofpoint Email Protection.

QUESTION NO: 2

A marketing platform has begun sending mail using promotions.example.com. Messages from the platform fail SPF, 
although messages sent from the organization’s normal mail servers still pass. Which two actions are appropriate when 
investigating this issue?

Pick the 2 correct responses below.

A. Confirm the envelope-sender domain and the connecting SMTP IP address used by the platform.

B. Add the approved marketing platform to the SPF record for promotions.example.com.

C. Change the recipient domain’s MX records to point to the marketing platform.

D. Add the platform’s address to the end user’s safe sender list.

E. Replace the message subject with the organization’s approved marketing subject line.

ANSWER: A B 

Explanation:

SPF evaluates the connecting SMTP IP address against the SPF policy published for the envelope-sender domain. The 
administrator should first confirm the envelope sender and the actual connecting IP address shown in the message trace or 
logs. If the marketing platform is an approved sender, its authorized sending mechanism or IP range must then be included 
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in the SPF record for promotions.example.com. Changing the visible From address or adding a DKIM key alone does 
not authorize the platform’s SMTP source for SPF.

QUESTION NO: 3

A malicious actor is forging the organization's addresses as SMTP envelope senders, causing a large volume of nondelivery 
reports to be sent back to the organization. Which Proofpoint capability is intended to mitigate this backscatter activity?

A. Recipient Verification

B. SMTP Rate Control

C. Outbound Throttle

D. Bounce Management

ANSWER: D 

Explanation:

Bounce Management is designed to mitigate false bounce notifications by using Bounce Address Tag Validation (BATV). 
When outbound mail is processed, BATV adds a cryptographically derived, time-sensitive tag to the envelope sender. A 
returned delivery-status notification can then be validated before it is treated as a legitimate bounce. This helps distinguish 
genuine responses to the organization's outbound mail from backscatter generated after an attacker spoofs its addresses.

QUESTION NO: 4

Which feature on the Protection Server would you use to prevent Email Warning Tags being inserted into a trusted sender’s 
emails?

A. Policy Routes

B. SMTP Rate Control

C. DMARC

D. Quarantine

ANSWER: A 

Explanation:

Policy Routes is the appropriate Protection Server feature because it can identify mail that matches defined sender, 
recipient, and message-routing conditions, then apply a selected policy path to that mail. For a trusted sender, an 
administrator can create a route that matches the sender’s address or domain and sends those messages through a policy 
configuration in which Email Warning Tag insertion is not enabled. This provides a controlled exception for the known sender 
without globally changing the warning-tag behavior applied to other inbound mail.

This approach is particularly useful when warning tags are normally applied as part of threat-related message handling but a 
trusted partner, service, or internal relay generates messages that should retain their original presentation. The route is 
evaluated during message processing, allowing the Protection Server to apply the intended handling consistently to future 
messages from that sender. The trusted-sender exception remains explicit, auditable, and narrowly scoped through the 
route’s matching criteria and associated policy settings. Proofpoint describes its email-security platform and policy-driven 
protections at Proofpoint Email Security and Protection. Additional Proofpoint product documentation resources are available 
through the Proofpoint Help Center.

QUESTION NO: 5
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Review the filter log exhibit.

What is happening to this inbound email?

A. The connection dropped before the message could be sent.

B. The email was sent after being filtered with no issues.

C. The email was rejected due to its excessive size.

D. The email was rejected due to excessive processing time.

ANSWER: C 

Explanation:

The email was rejected due to its excessive size. The relevant filter-log event is the message-size violation reported during 
the inbound SMTP transaction. A size violation means the receiving Proofpoint system determined that the message 
exceeded the maximum permitted message size configured for the service or policy. Rather than accepting the full message 
for normal downstream filtering and delivery, the system returns an SMTP rejection associated with that limit. This is an 
SMTP-time mail-flow enforcement action: the sender is informed that the message was not accepted and must reduce the 
message size, remove content or attachments, or use another approved delivery method before retrying.

Message-size enforcement is an important operational safeguard because unusually large messages can consume 
substantial connection, storage, scanning, and queue-processing resources. Proofpoint Email Protection applies policy 
controls while processing inbound email to protect users and infrastructure; size limits are one such control. The log wording 
identifies the reason for the rejection directly, so the outcome is a rejected inbound message rather than a successfully 
delivered message. See Proofpoint’s Email Protection overview and the SMTP protocol’s description of message-size 
declaration and limits in RFC 5321, section 4.5.3.1.7.

QUESTION NO: 6

If one of your corporate email accounts is sending excessive outbound emails, the Outbound Throttle feature can help. 
Which of the following is true regarding Outbound Throttle?

A. After a threshold is reached, the messages are quarantined and automatically delivered at a later, less busy time.

B. It automatically warns corporate users who are sending too many emails so they can reduce the load.

C. The protection server automatically calculates server load and allows excessive emails to be delivered unfiltered.

D. After a threshold is reached, a warning email can be sent to the administrator with details of the sender’s account.

ANSWER: D 

Explanation:

After a threshold is reached, a warning email can be sent to the administrator with details of the sender’s account. This is the 
appropriate use of Outbound Throttle: it provides an administrator-facing control for identifying outbound sending patterns 
that exceed the organization’s configured limit. A sudden or unusually high volume of email from one internal sender can 
indicate a compromised mailbox, malware using valid credentials, an unauthorized bulk-mailing activity, or a configuration 
issue. When the threshold event occurs, notifying the administrator with sender details gives the security or messaging team 
the information needed to investigate the account promptly and take an appropriate response, such as reviewing message 
activity, resetting credentials, restricting the sender, or checking for malicious sign-in activity. The threshold-based alert 
supports operational monitoring without relying on the sender to recognize potentially abnormal behavior. This capability 
complements Proofpoint’s broader email-security protections by helping administrators detect and respond to suspicious 
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outbound activity from legitimate corporate accounts. Proofpoint describes its email-security platform and its role in 
protecting organizations against email-borne threats at Proofpoint Email Protection. Additional Proofpoint product 
documentation and administrator resources are available through the Proofpoint Help Center.

QUESTION NO: 7

Select from the following options, which are configurable in quarantine folder settings.

Pick the 3 correct responses below.

A. Folder disposition settings

B. Folder injection alerts

C. The spam safe and block lists for that folder

D. The rules that reference the quarantine folder

E. Services whether to include the folder contents in End User Digests

F. How many messages can be viewed in the folder

ANSWER: A B E 

Explanation:

Folder disposition settings, Folder injection alerts, and Services whether to include the folder contents in End User 
Digests are configurable quarantine-folder settings. Disposition settings define the handling behavior associated with 
messages in that folder, allowing the administrator to apply the intended administrative treatment to quarantined email. 
Injection alerts control notification behavior when messages are placed into the folder, giving administrators visibility into 
message activity that may need attention. End User Digest inclusion is also a folder-level service setting: it determines 
whether messages held in that quarantine folder are presented to recipients in their digest, where they may review and take 
permitted actions on their own quarantined mail.

These settings collectively control the operational workflow of a quarantine folder: what happens to its messages, whether 
administrators receive alerts when it receives mail, and whether users are shown its contents through digest notifications. 
This matches Proofpoint’s model of quarantine administration, in which folders are used to separate message categories and 
apply handling and notification controls appropriate to each category. Proofpoint describes its email-security and quarantine 
capabilities at Proofpoint Email Protection; its official administrator-help portal is available at Proofpoint Help.

QUESTION NO: 8

You are reviewing the MTA logs for a message that has been deferred. Which Delivery Status Notification (DSN) code 
indicates that the receiving server was temporarily unable to process the message?

A. 4.x.x

B. 2.x.x

C. 3.x.x

D. 5.x.x

ANSWER: A 

Explanation:

4.x.x is the correct DSN status-code class for a temporary failure. In the enhanced mail-system status-code standard, the 
first digit identifies the overall delivery result: a value of 4 denotes a persistent transient failure. This means the receiving 
system could not accept or process the message at that time, while the underlying condition may be resolved later. 
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Accordingly, the sending MTA normally retains the message in its queue and attempts delivery again according to its retry 
schedule, which is the operational meaning of a deferred message in MTA logs.

For Proofpoint Threat Protection administration, recognizing this status class helps distinguish delayed mail from mail that 
has reached a final delivery outcome. The detailed second and third components can provide additional context about the 
temporary condition, such as a mailbox, routing, or network-related issue, but the leading 4 is what establishes that the 
failure is temporary and retryable. Administrators can use this finding when reviewing message traces and delivery logs to 
determine whether to monitor retries, investigate receiving-server availability, or review transport conditions. The enhanced 
status-code definitions are specified in RFC 3463; SMTP reply-code behavior is also defined in RFC 5321.

QUESTION NO: 9

An organization wants more restrictive spam handling for a protected inbound recipient group while retaining separate 
controls for mail sent by internal users. Which three statements describe the appropriate Spam Detection design?

Pick the 3 correct responses below.

A. Use policy routes to select the spam policy applied to matching messages.

B. Use Outbound Throttle to select the inbound spam policy for protected recipients.

C. Create separate spam policies for inbound and outbound message flows.

D. Configure multiple Spam Detection rules to fire for each individual recipient copy.

E. Expect one Spam Detection rule to determine the result for a message sent to a single recipient.

F. Use Spam Detection as the primary control for preventing confidential data from being sent externally.

ANSWER: A C E 

Explanation:

Policy routes select the spam policy that applies to a message based on the configured routing and matching conditions. 
Separate inbound and outbound policies should be maintained because the mail flows have different trust boundaries and 
operational requirements. For a given message-recipient evaluation, a single matching Spam Detection rule determines the 
outcome. A policy route is not an outbound-throttling mechanism, and Spam Detection is not intended to prevent confidential 
information from leaving the organization.
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