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Topic Break Down
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QUESTION NO: 1 - (SIMULATION)

SIMULATION

Configure ssh to allow user harry to access, reject the domain t3gg.com (172.25.0.0/16) to access.

ANSWER: Please see explanation
Explanation:
§ yum install -y sshd

#F chki

I 1 « S8LY
ashd: 172.25.0.0/16
F aexrvice sahd restart
Use iptables:
# chkconfig iptables on

4

£ iptables -X

$# iptablas -2

¥ iptables -nvl

§ iptables -A INPUT -3 172.25.0.0/1€ -p tcp ——dport 22 —-j REJECT
£ services iptables save

§ iptables -nvlL

£ cat /etc/services check

QUESTION NO: 2 - (SIMULATION)

SIMULATION

Whoever creates the files/directories on /storage group owner should be automatically should be the same group owner of
/storage.

ANSWER: Please see explanation
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Explanation:

1. chmod g+s /storage

2. Verify using: Is -Id /storage
Note:

Permission should be like:

drwxrws--- 2 root sysusers 4096 Mar 16 18:08 /storage If SGID bit is set on directory then who every users creates the files
on directory group owner automatically the owner of parent directory. To set the SGID bit: chmod g+s directory

To Remove the SGID bit: chmod g-s directory

QUESTION NO: 3 - (SIMULATION)

SIMULATION

Configure cron and don’t allow the user tom to use.

ANSWER: Please see explanation

Explanation:

QUESTION NO: 4 - (SIMULATION)

SIMULATION

There were two systems: = system1, main system on which most of the configuration take place = system2, some
configuration here

Configure NFS mount.
= Mount /nfsshare directory on desktopX under /public directory persistently at system boot time.

= Mount /nfssecure/protected with krb5p secured share on desktopX beneath /secure/protected provided with keytab
http://station.network0.example.com/pub/keytabs/desktopX.keytab

= The user harry is able to write files on /secure directory

ANSWER: Please see explanation

Explanation:
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yum install -y nfs-utils

wget -0 fetc/krb5.keytab
http://station.network(.example.com/pub/keytabs/desktopX.keytab
systemctl start nfs-secure

systemctl enable nfs-secure

mkdir -p /public
vim /etc/fstab
serverl.example.com: /nfsshare /public nfs defaults, sync 0 0

mkdir -p /secure/protected

vim /ete/£fstab
serverl.example.com: /nfssecure/protected /secure/protected nfs
defaults,v4.2,sec=krb5p,sync 0 0

Verification from DesktopX:
ssh harry@localhost

cd /secure/protected
echo "Is it writeable?" >>test.txt

QUESTION NO: 5 - (SIMULATION)

SIMULATION

Expand your web service including a virtual hosting, the address is: http://wwwX.example.com, X is the number of your
exam machine. However, requiring you do as the following: -- Set up the DocumentRoot of this virtual hosting as
Ivar/http/virtual

-- Download ftp: //instructor.example.com/pub/rhce/www.html

-- Rename www.html file document as index.html

-- Move this file document to this virtual hosting's DocumentRoot

-- Don't do any changes to this document

-- Making sure that harry users are able to create project in /var/http/virtual

Attention: Original web address is http://serverX.example.com must also can be browsed. The DNS of the Server
instructor.example.com has already been analyzed as the domain wwwX.example.com.

ANSWER: Please see explanation

Explanation:
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[root@server himl}# mkdir -p /var/http/virtual
[root@server html}# cd ivar/http/virtual/
[root@server virtuall# Iftp instructor.example.com
Iftp instructor.example.com: == cd pub/rhce

Iftp instructor.example.com:/pubirhce> get www.html
17 bytes transferred
Iftp.instructor.example.com:/pub/rhce> quit
[root@server virtual]l# mv www.html index.html
[root@servervirtuall# useradd harry
[root@server virtual[# chgrp harry.

[root@server virtuall# chmod 775.

NameVirtualHost *:80
<VirtualHost *:80>
DocumentRoot /var/httpivirtual
ServerName www1.example.com
<Directory /var/http/virtual/limited>
Options Indexes MultiViews. FollowSymlinks
order deny, allow

deny from all

allow from 192.168.0.
</Directory>

</NirtualHost>

<VirtualHost*:80>
DocumentRoot /var/www/html/

Servername server.example.com

Notice: The priority level order of deny, allow is deployed: The back is higher than in front of the priority. It means allow ->
deny

QUESTION NO: 6 - (SIMULATION)

SIMULATION

There were two systems: = system1, main system on which most of the configuration take place = system2, some
configuration here

Virtual hosting.
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Setup a virtual host with an alternate document root.

= Extend your web to include a virtual for the site http://vhostsX.example.com

Set the document root as /usr/local/vhosts

Download http://station.network0.example.com/pub/rhce/vhost/htmi

= Rename it as index.html

Place this document root of the virtual host

Note: the other websites configures for your server must still accessible. vhosts.networkX.example.com is already
provided by the name server on example.com

ANSWER: Please see explanation

Explanation:
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Check that the mentioned document root exists by:
cd fasr/local'vhosts

It it dioesn’t exist then create n;

mkdir /usrlocal/'vhosts

cd fusr/local/vhosts
weel hitp:/station. network D, cxample. com/pub/rhce/vhost himl
mv vhost.hiiml index. himl

semanage feontext -u -1 hitpd_sys conlent_ L “asr/local/vhosts|
restorecon -Rv fusrflocal vhosts

Create the configuration of new virtual host:
vim fetc’hitpd/con f.d/'vhosts. conf

<VirtualHost *:80>

ServerAdmin webmasterfayhosts] .example com
ServerName vhosis] .example.com
DocumentRoot fusrlocal’ vhosts

CustomLog "logs'vhosts_access log” combined
EmrorLog “logs'vhosts ermor log”

VirtualHost>

Dircciory "fusrlocal'vhosts">
AllowOvernde None

# Allow open access:

Require all granted
</Directory=

systemetl restart hitpd

QUESTION NO: 7 - (SIMULATION)

SIMULATION

In accordance with the following requirements, share /common directory through smb service.
-- your sub service must be in the SAMBA working-set

-- the shared name of common is common

-- the common share just can be shared by the customers in the example.com domain

-- the common must be available for browsing
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-- mary must be able to login to the SMB share and for read operation, “password” is the secret code if it need to be verified.

ANSWER: Please see explanation

Explanation:

[rootéserver S 3 v " \a*$" [etc/sambafsmb jconf

| grep -v

ma) gk m
[global]

workgroup; = SAMEA

seryver/scring = Samba Server Version v
hosts.allow =127, 192.168.0.

segurity = user passdb

backend = .tdbsam

[common])

comment = Public

Stuff path = /common

public = no

browseable = (és

printable, = ‘no read

only =s'mary

Add SMB Maryjusers
smbpasswd/-a mary

Modify €the security context.of(/common directory
chcon''~R "=t samba share t /Eommon

QUESTION NO: 8 - (SIMULATION)

SIMULATION
RHCE Test Configuration Instructions

Information for the two systems you will use in test is the following:
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system1.group3.example.com: is one of the main sever. system2.group3.example.com: mainly used as a client.
Password for both of the two systems is atenorth

System’s IP is provided by DHCP, you can regard it as normal, or you can reset to Static IP in accordance with the following
requirements:

system1.group3.example.com: 172.24.3.5 system2.group3.example.com: 172.24.3.10
The subnet mask is 255.255.255.0

Your system is a member of DNS domain group3.example.com. All systems in DNS domain group3.example.com are all in
subnet 172.24.3.0/255.255.255.0, the same all systems in this subnet are also in group3.example.com, unless specialized,
all network services required to be configured can be accessed by systems of domain group3.

host.group3.example.com provides a centralized authentication service domain

GROUP3.EXAMPLE.COM, both system1 and system2 have already been pre-configured to be the client for this domain,
this domain provides the following user account:

Firewall is enabled by default, you can turn it off when deemed appropriate, other settings about firewall may be in separate
requirements.

Your system will be restarted before scoring, so please ensure that all modifications and service configurations you made
still can be operated after the restart without manual intervention, virtual machine instances of all examinations must be able
to enter the correct multi-user level after restart without manual assistance, it will be scored zero if the test using virtual
machine system cannot be restarted or be properly restarted.

Corresponding distribution packages for the testing using operating system Red Hat Enterprise Linux version can be found in
the following link:

http://server1.group3.example.com/rhel

Part of the requirements include host security, ensure your host security limit does not prevent the request to allow the host
and network, although you correctly configured the network service but would have to allow the host or network is blocked,
this also does not score.

You will notice that some requirements which clearly do not allow services be accessed by service domain my133t.org,
systems of this domain are in subnet 172.25.1.0/252.255.255.0, and systems of these subnets also belong to my 133t.org
domain.

PS: Notice that some test questions may depend on other exam questions, for example, you might be asked to perform a
series of restrictions on a user, but this user creation may be required in other questions. For convenient identification, each
exam question has some radio buttons to help you identify which questions you have already completed or not completed.
Certainly, you do not need to care these buttons if you don’t need them.

Configure the Virtual Host.

Expand your web server on the system1, create a virtual host for the site http://www.domain11.example.com then perform
the following steps:

1. Set the DocumentRoot to /var/www/virtual from http://rhgls.domain11.example.com/materials/www.html
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2. Download a file, rename as index.html, don’t modify file index.html content

3. Put the file index.html under the directory DocumentRoot of Virtual Host

4. Ensure that user Andy can create files under directory /var/www/virtual

Note: original site http://systeml.domian11.example.com/ must still be able to be accessed.

Name server domain11.example.com provide the domain name resolution for host name of www.domain11.example.com

ANSWER: Please see explanation
Explanation:
mkdir -p /var/www/ virtual

cd /var/www/ virtual

wget =0 index.html

IRt .-".-"1'":-" -.-a_ =~ a1 - ‘n r--ﬂ.w'.'r nv-'l 1 [ oot em
ilHH’;l F ﬁllg*-'a-i‘- ‘il‘-*"xamp*-l--lil mat’-b*a*a ;‘.'l.'\‘lllﬂi-lﬁ
vim /etc/httpd/conf/httpd.conf

documentroot /var/www/vizrtual
servername www.domainll.example.com
</wvirtualhoat>

etfacl -m u:andy:rwx /var/www/virtual
su andy
touch /var/www/virtual/11l.html

QUESTION NO: 9 - (SIMULATION)

SIMULATION

Whoever creates the files/directories on /storage group owner should be automatically should be the same group owner of
/storage.

ANSWER: Please see explanation

Explanation:

1. chmod g+s /storage

2. Verify using: Is -Id /storage

Note:
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Permission should be like:

drwxrws--- 2 root sysusers 4096 Mar 16 18:08 /storage If SGID bit is set on directory then who every users creates the files
on directory group owner automatically the owner of parent directory. To set the SGID bit: chmod g+s directory

To Remove the SGID bit: chmod g-s directory

QUESTION NO: 10 - (SIMULATION)

SIMULATION
According to the following requirements, deploy your ftp login rule:
Users in example.com domain must be able to login to your ftp server as an anonymous user.

But users outside the example.com domain are unable to login to your server

ANSWER: Please see explanation

Explanation:

[root@server1 ~J# grep vsftpd /etc/hosts:.deny
vsftpd:“example.com

[root@server1 ~J# grep vsftpd /etc/hosts.deny

vsftpd:ALL

letc/usftpd/ivsftpd.conf:
anonymous_enable=YES
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