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Topic Break Down

Topic No. of Questions

Topic 1, Routing 23

Topic 2, OSPF 13

Topic 3, BGP 13

Topic 4, Route Maps and Policy Routes 4

Topic 5, IPsec VPN 24

Topic 6, Multicast 1

Topic 7, High Availability 7

Topic 8, Mix Questions 66

Total 151
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QUESTION NO: 1

Refer to the exhibit.

Which route will traffic take to get to the 100.65.0.0/24 network considering the routes are all configured with the same 
distance?

A. The BGP route

B. The policy route

C. The static route

D. The OS PF route

ANSWER: B 

Explanation:

The policy route is correct because FortiGate evaluates policy-based routing before performing the normal routing-table 
lookup. When a packet matches the policy route criteria shown in the configuration—such as its incoming interface, source 
address, destination address, protocol, or service—FortiGate uses the policy route’s configured egress interface and next-
hop gateway for that packet. Administrative distance is a route-selection attribute used by the normal routing table when 
FortiGate compares routes learned from different sources; it does not override a matching policy route. Therefore, even 
where the BGP, static, and OSPF entries for 100.65.0.0/24 have identical administrative distances, traffic matching the policy 
route is forwarded according to that policy route. This behavior enables administrators to steer selected traffic independently 
of the best route that would otherwise be selected from the routing information base. For FortiGate policy-route configuration 
and processing, see the FortiGate Administration Guide: Policy routes. Fortinet also documents routing behavior in the 
FortiGate 7.6 Administration Guide.

QUESTION NO: 2

Refer to the exhibit.
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Which two observations can you make about the web filter traffic captured using the flow tool? (Choose two.)

A. The session is offloaded to the NPU.

B. The firewall policy is configured with proxy-based inspection mode.

C. The web filter profile is configured with proxy-based inspection mode.

D. The HTTPS port is mapped to 443 in the SSL/SSH Inspection Profile

ANSWER: B C 

Explanation:

The observations that the firewall policy is configured with proxy-based inspection mode and that the web filter profile is 
configured with proxy-based inspection mode are supported by the flow-debug message indicating that traffic is being sent to 
the application layer. In FortiOS, this message shows that the kernel has redirected the session to an application-layer 
process for proxy processing rather than handling the traffic only in the normal flow-inspection path. Proxy inspection 
enables full application-layer handling of web traffic and is required for proxy-only web-filter capabilities.

Web filtering has flow and proxy feature sets. A proxy feature-set web filter profile is intended for use with a policy operating 
in proxy inspection mode. Therefore, the application-layer redirection shown in the capture establishes the compatible proxy-
based relationship between the policy inspection mode and the web filter profile processing mode. Fortinet documents 
inspection modes and the behavior of security profiles in the FortiGate 7.6 Administration Guide. The available web-filter 
profile settings, including its feature set, are documented in the FortiOS 7.6 CLI Reference.

QUESTION NO: 3

Refer to the exhibits.
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The system administrator settings configured on the root FortiGate and the Security Fabric settings configured on a 
downstream FortiGate are shown.

When prompted to sign in with Security Fabric to the downstream FortiGate, a user enters the single sign-on (SSO) provider 
credentials.

What happens next for the user?

A. The user is redirected to the root FortiGate.

B. The user accesses the downstream FortiGate with super_admin_readonly privileges.

C. The user accesses the root FortiGate with AdminSSO privileges.

D. The user receives an authentication failure message.

ANSWER: B 

Explanation:

The user accesses the downstream FortiGate with super_admin_readonly privileges. In a Security Fabric SSO configuration, 
the root FortiGate provides the identity-provider function for downstream devices. The downstream FortiGate is the service 
provider: it sends the administrator to the configured SSO provider for authentication and, after successful authentication, 
receives the identity information required to establish the local administrative session.
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The authorization level on the downstream FortiGate is determined by its Security Fabric SSO configuration, specifically the 
configured default administrator profile. The exhibited downstream setting specifies super_admin_readonly as the 
default admin profile. Therefore, once the SSO-provider credentials are successfully validated, the resulting session is 
created on the downstream FortiGate and is assigned the read-only super-administrator profile. The user can view 
configuration and monitoring information as permitted by that profile, while administrative changes remain restricted.

This behavior separates centralized authentication at the Fabric root from local authorization and session access on the 
FortiGate being managed. Fortinet documents Security Fabric administrator SSO and administrator profiles in the FortiGate 
7.6 Administration Guide and its administrator authentication documentation.

QUESTION NO: 4

Refer to the exhibit.

The packet capture output of a ClientHello message is shown.

You are updating a firewall policy that includes SSL certificate inspection. You are capturing packets from traffic passing 
through this firewall policy.

Which two statements about the packet capture are correct? (Choose two.)

A. You can effectively apply an antivirus security profile to this traffic.

B. You can effectively apply a web filtering profile to this traffic.

C. The subject alternative name (SAN) is necessary to apply security profiles.

D. The client supports only TLS versions 1.2 and 1.3.

ANSWER: B D 

Explanation:

You can effectively apply a web filtering profile to this traffic. is correct because SSL certificate inspection does not 
decrypt the TLS application payload, but it does inspect the TLS handshake. In particular, FortiGate can read the Server 
Name Indication (SNI) hostname carried in the ClientHello message. The displayed hostname, www.sharepoint.com, gives 
FortiGate the destination domain information needed to match web-filtering categories and policy rules. This allows 
hostname-based web filtering to operate without performing full SSL inspection. Fortinet documents that certificate 
inspection provides visibility into certificate and handshake information while retaining encrypted payload confidentiality.

The client supports only TLS versions 1.2 and 1.3. is also correct. TLS 1.3 ClientHello messages use a legacy version 
value of TLS 1.2 for interoperability with older TLS implementations. The authoritative indication of the client’s offered 
protocol versions is therefore the supported_versions extension. In the capture, that extension advertises TLS 1.3 and TLS 
1.2, establishing that these are the versions offered by this client. This behavior is defined by the TLS 1.3 standard and is 
relevant when interpreting FortiGate packet captures and TLS inspection diagnostics.

References: FortiGate Administration Guide: SSL/TLS inspection; RFC 8446, TLS 1.3 ClientHello legacy_version and 
supported_versions.

QUESTION NO: 5

Refer to the exhibit.
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Partial output of the fssod daemon real-time debug command is shown. Which two conclusions can you draw from the 
output? (Choose two answers)

A. FSSO cannot verify if the user is still logged in.

B. Fortinet Single Sign-On (FSSO) is using DC Agent mode to detect logon events.

C. FortiGate is frequently polling the workstation in case the user has logged out.

D. FSSO is using agentless polling mode to detect logon events.

E. FortiGate polled this event through TCP port 8000.

ANSWER: C D 

Explanation:

The debug command shown targets the FortiGate fssod daemon, which is the process used by FortiGate for FSSO 
agentless polling. In this mode, FortiGate itself obtains user-to-IP address information by polling Windows workstations and 
domain controllers, rather than receiving logon events from a separately deployed FSSO Collector Agent using DC Agent 
mode. Therefore, the output supports the conclusion that FSSO is using agentless polling mode to detect logon events.

Agentless polling also includes workstation checks that keep FSSO logon sessions accurate. FortiGate periodically polls a 
learned workstation to determine whether the associated user session is still active. This enables FortiGate to identify users 
who have logged out and to update its authentication/session information accordingly. The debug activity consequently 
supports the conclusion that FortiGate is frequently polling the workstation in case the user has logged out.

Fortinet documents FSSO configuration, including agentless polling behavior and related diagnostic processes, in the 
FortiGate 7.6 Administration Guide. Additional Fortinet technical guidance on FSSO deployment and troubleshooting is 
available through the Fortinet Community Knowledge Base.

QUESTION NO: 6

Exhibit.

Refer to the exhibit, which shows the output of diagnose automation test.

What can you observe from the output? (Choose two.)

A. The automation stitch test is not being logged.

B. The automation stitch test failed but the HA failover was successful.

C. An HA failover occurred.

D. The test was unsuccessful.

ANSWER: A D 

Explanation:

The output indicates that the automation-stitch test is not being logged and that the test was unsuccessful. The diagnose 
automation test command provides a controlled way to validate an automation stitch and report the outcome of the test 
execution. In this case, the diagnostic result explicitly identifies the absence of logging for the test, so no automation-test log 
entry is generated from this run. This is important when validating event-driven automation because log visibility is normally 
used to confirm trigger processing and action execution during troubleshooting.
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The reported unsuccessful result is also a direct observation from the diagnostic output. A failed test status means the 
attempted stitch validation did not complete successfully under the test conditions. The command output should be treated 
as the authoritative status for that test invocation, while the stitch configuration, trigger conditions, action configuration, and 
logging settings can then be reviewed to determine the operational cause. Fortinet documents automation stitches as the 
mechanism that links triggers to one or more actions, and its CLI reference documents diagnostic commands used to 
validate FortiGate behavior. See the FortiGate 7.6 Administration Guide and the FortiGate 7.6 CLI Reference.

QUESTION NO: 7

Which statement about IKEv2 is true?

A. Both IKEv1 and IKEv2 share the feature of asymmetric authentication.

B. IKEv1 and IKEv2 have enough of the header format in common that both versions can run over the same UDP port.

C. IKEv1 and IKEv2 use the same TCP port but run on different UDP ports.

D. IKEv1 and IKEv2 share the concept of phase1 and phase2.

ANSWER: B 

Explanation:

IKEv1 and IKEv2 have enough of the header format in common that both versions can run over the same UDP port. This is 
correct because both protocols use UDP port 500 for standard IKE negotiation and can also use UDP port 4500 when NAT 
traversal is required. The common structure of the IKE header enables a receiving peer to identify the IKE version from the 
header and process the packet using the appropriate protocol logic. Consequently, supporting IKEv2 does not require 
assigning a separate UDP listener solely because IKEv1 traffic might also be present. This is useful during migrations, when 
devices or peers using different IKE versions may need to communicate through the same network infrastructure. Although 
the two IKE versions have substantially different negotiation procedures and are not interoperable within a single VPN 
negotiation, their packet identification design allows them to share the well-known IKE UDP service ports safely. RFC 7296 
defines the IKEv2 header, including its version field and use of UDP port 500, and Fortinet documents IKEv1 and IKEv2 
configuration and behavior in the FortiGate IPsec VPN documentation. See RFC 7296: Internet Key Exchange Protocol 
Version 2 and FortiGate 7.6 documentation.

QUESTION NO: 8

Refer to the exhibit.

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsboss.co%2Fid%2F9456
https://docs.fortinet.com/document/fortigate/7.6.0/administration-guide
https://docs.fortinet.com/document/fortigate/7.6.0/cli-reference
https://www.rfc-editor.org/rfc/rfc7296.html
https://www.rfc-editor.org/rfc/rfc7296.html
https://docs.fortinet.com/product/fortigate/7.6.0


dumpsboss.co | Demo Exam - Page 9 of 13

An IPsec VPN tunnel is dropping, as shown by the debug output.

Analyzing the debug output, what could be causing the tunnel to go down?

A. Phase 2 drops but Phase 1 is up.

B. Dead Peer Detection is not receiving its acknowledge packet.

C. The tunnel drops during rekey negotiation.

D. The tunnel drops after the timer expires.

ANSWER: B 

Explanation:

Dead Peer Detection is not receiving its acknowledge packet. This is the likely cause when the IPsec debug shows DPD 
probe activity followed by missed acknowledgements and deletion or teardown of the IPsec security associations. Dead Peer 
Detection is a liveness mechanism: FortiGate sends an IKE DPD query to verify that its VPN peer remains reachable and 
expects an acknowledgement in return. If the peer does not respond within the configured retry and timeout behavior, 
FortiGate treats the peer as unavailable and brings down the associated tunnel state. This can occur when the remote peer 
is unreachable, a path or firewall is dropping IKE/DPD traffic, or the remote device is no longer processing the IPsec session. 
The tunnel is therefore being removed as a consequence of failed peer-liveness detection, rather than simply because a 
normal timer event occurred. FortiGate IPsec settings support configurable DPD behavior, including on-idle and on-demand 
operation, to control how peer reachability is checked. See the Fortinet IPsec VPN documentation on IPsec VPN 
configuration and the FortiOS CLI reference for IPsec phase 1 settings.

QUESTION NO: 9

Three FortiGate devices use iBGP in the same autonomous system. Two branch FortiGates peer only with a regional hub 
FortiGate and do not have an iBGP session with each other.

The hub receives a route from Branch-1, but Branch-2 does not receive that route.

Which configuration change on the hub FortiGate allows it to advertise the route learned from Branch-1 to Branch-2?

A. Configure each branch neighbor as a route-reflector client on the hub FortiGate.

B. Configure next-hop-self for the branch neighbors on the hub FortiGate.

C. Configure eBGP multihop for the branch neighbors on the hub FortiGate.

D. Redistribute BGP routes into the connected routing process on the hub FortiGate.

ANSWER: A 

Explanation:

The hub FortiGate must configure both branch BGP neighbors as route-reflector-client neighbors. By default, an 
iBGP speaker does not advertise routes learned from one iBGP peer to another iBGP peer. A route reflector removes the 
requirement for a full iBGP mesh by reflecting routes between its configured clients.

Configuring next-hop-self can be useful to make the hub reachable as the BGP next hop, but it does not override the 
iBGP advertisement rule. eBGP multihop and route redistribution do not address the iBGP split-horizon behavior.

QUESTION NO: 10

Refer to the exhibit, which shows the port1 interface configuration on FortiGate and partial session information for ICMP 
traffic.
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What happens to the session information if a routing change occurs that affects this session?

A. Only the interface and gateway information for dev=7 will be removed.

B. The session information will not change unless the current route has been removed from the routing table.

C. The session will be flagged as dirty but no route lookups will be performed.

D. Sessions involving port7 or port19 will not have their routing information flushed.

ANSWER: B 

Explanation:

The session information will not change unless the current route has been removed from the routing table. This 
behavior results from enabling the interface-level preserve-session-route setting shown for the session ingress 
interface. FortiGate normally maintains route-cache information in a session, including the selected egress device and next-
hop gateway. When routing information changes, this setting preserves the established session’s selected route so that an 
existing flow can continue using its original forwarding path rather than being immediately redirected because a more 
preferred route has appeared.

Preserving the route is conditional on the cached route remaining usable. If the route currently associated with the session is 
removed from the routing table, FortiGate cannot continue forwarding through that route. The session route information must 
then be reevaluated so FortiGate can determine whether an available replacement route can carry subsequent packets. This 
is particularly useful for maintaining traffic continuity during routing convergence or when route preference changes, while 
still allowing forwarding to adapt when the actual route disappears. Fortinet documents this interface behavior in the 
FortiGate 7.6 CLI reference for system interfaces and its FortiGate 7.6 documentation portal.

QUESTION NO: 11

Which three conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three answers)

A. OSPF link costs match.

B. OSPF interface priority settings are unique.

C. OSPF interface network types match.

D. Authentication settings match.

E. OSPF router IDs are unique.

ANSWER: C D E 

Explanation:

OSPF interface network types match, authentication settings match, and OSPF router IDs are unique because each is 
fundamental to establishing and maintaining a valid neighbor relationship between FortiGate OSPF peers. Both interfaces 
must use compatible network types so that they apply the same neighbor-discovery and adjacency behavior on the shared 
segment. For example, broadcast, point-to-point, and non-broadcast networks have different operational expectations for 
hello handling and designated-router behavior. Authentication settings must also agree whenever OSPF authentication is 
configured: peers must successfully validate received OSPF packets before progressing through the adjacency state 
machine. Finally, every OSPF router in an area must have a distinct router ID. The router ID is the protocol-level identifier 
used in OSPF neighbor relationships and link-state advertisements; uniqueness prevents ambiguity in the OSPF domain. 
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These requirements are consistent with OSPF neighbor processing defined in RFC 2328, including the Hello-packet 
parameters used to determine neighbor compatibility, and with FortiGate OSPF configuration guidance in the FortiGate 7.6 
Administration Guide.

QUESTION NO: 12

Refer to the exhibit, which a network topology and a partial routing table.

FortiGate has already been configured with a firewall policy that allows all ICMP traffic to flow from port1 to port3.

Which changes must the administrator perform to ensure the server at 10.4.0.1/24 receives the echo reply from the laptop at 
10.1.0.1/24?

A. Enable asymmetric routing under config system settings.

B. Change the configuration from strict RPF check mode to feasible RPF check mode.

C. A firewall policy that allows all ICMP traffic from port3 to port1.

D. Modify the default gateway on the laptop from 10.1.0.2 to 10.2.0.2.

ANSWER: C 

Explanation:

A firewall policy that allows all ICMP traffic from port3 to port1. is required because the ICMP echo request initiated by 
the server enters FortiGate through port3 and must leave through port1 to reach the laptop. FortiGate evaluates firewall 
policies in the direction of the session-initiating traffic. Therefore, the traffic flow must match a policy whose incoming 
interface is port3, outgoing interface is port1, source includes the server network, destination includes the laptop network, 
and service permits ICMP.

After FortiGate accepts and forwards that echo request, it creates a stateful session entry. The laptop's echo reply is then 
recognized as return traffic for that established session and is allowed back toward the server without requiring an additional 
independent policy for the reply. The existing policy from port1 to port3 applies only to sessions initiated in the opposite 
direction; it does not authorize the server-originated ICMP request that must traverse from port3 to port1. FortiGate policy 
processing and session-based return-traffic handling are described in the FortiGate 7.6 Administration Guide and the firewall 
policy documentation.

QUESTION NO: 13

An administrator is deploying an ADVPN hub-and-spoke topology. The requirement is to allow spokes to receive shortcut 
information and establish direct spoke-to-spoke IPsec shortcuts when appropriate.

Which two IPsec settings are required? (Choose two.)

A. Enable auto-discovery receiver on the hub tunnel.

B. Enable auto-discovery sender on each spoke tunnel.

C. Enable auto-discovery sender on the hub tunnel only.

D. Enable auto-discovery receiver on each spoke tunnel only.

E. Disable tunnel net-device on all spoke tunnels.

ANSWER: A B 

Explanation:

The hub must be configured as an ADVPN auto-discovery receiver. This allows the hub to receive and process auto-
discovery information from dial-up spokes and assist with shortcut establishment.
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Each spoke must be configured as an auto-discovery sender. The spoke provides the required auto-discovery information 
through its hub tunnel and can use the information supplied by the hub to establish a shortcut to another spoke.

Enabling auto-discovery sender on the hub or auto-discovery receiver on a spoke does not provide the required hub-and-
spoke ADVPN roles.

QUESTION NO: 14

What can cause an IKEv2 tunnel to go down after it was initially brought up successfully?

A. Mismatched traffic selectors (phase 2 / “quick-mode selectors”) were detected during the CREATE_CHILD_SA exchange.

B. A mismatched proposal was detected during the IKE_AUTH exchange.

C. A mismatched pre-shared key was detected during the IKE_AUTH exchange.

D. A mismatched Diffie-Hellman group was detected during the IKE_SA_INIT exchange.

ANSWER: A 

Explanation:

Mismatched traffic selectors detected during the CREATE_CHILD_SA exchange can cause an already established IKEv2 
VPN to lose its IPsec data-plane security association. IKEv2 separates the IKE SA, which protects control-plane negotiation, 
from Child SAs, which carry protected user traffic. A CREATE_CHILD_SA exchange is used to create additional Child SAs 
and to replace them during rekey. During that exchange, each peer proposes traffic selectors that define the local and 
remote protected subnets, addresses, protocols, and ports. The responder must be able to narrow the proposed selectors to 
an acceptable policy. If the configured proxy IDs or traffic-selector policies do not overlap appropriately, the Child SA cannot 
be established or replaced. When this occurs during rekey, the original Child SA may expire without a successful 
replacement, so the tunnel that had been passing traffic can subsequently appear down. This behavior follows the IKEv2 
traffic-selector and Child-SA negotiation rules defined in RFC 7296. FortiGate IPsec configuration likewise requires matching 
phase 2 selectors/proxy IDs between VPN peers; see the Fortinet FortiOS 7.6 documentation.

QUESTION NO: 15

Exhibit.

Refer to the exhibit, which shows the output of get system ha status.

NGFW-1 and NGFW-2 have been up for a week.
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Which two statements about the output are true? (Choose two.)

A. If a configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.

B. If port 7 becomes disconnected on the secondary, each FortiGate device will elect itself as primary.

C. If FGVM...649 is rebooted, FGVM...650 will become the primary and retain that role, even after FGVM...649 rejoins the 
cluster.

D. If no action is taken, the primary FortiGate will leave the cluster because of the current sync status.

ANSWER: B C 

Explanation:

“If port 7 becomes disconnected on the secondary, each FortiGate device will elect itself as primary” is correct because the 
displayed HA configuration identifies port 7 as a critical monitored connection. A monitored-interface failure can cause the 
affected unit to be removed from normal cluster operation. When this results in a loss of communication between the 
members, each device can form its own partition and assume the primary role for that partition. This is a split-brain condition, 
which is why redundant heartbeat connectivity and appropriate link monitoring are important HA design considerations.

“If FGVM...649 is rebooted, FGVM...650 will become the primary and retain that role, even after FGVM...649 rejoins the 
cluster” is also correct. The HA settings shown have primary-role override disabled. Therefore, after the current primary fails 
or reboots, the remaining member becomes primary. When the former primary returns, it rejoins as the secondary and does 
not reclaim the primary role solely because of its configured priority. A subsequent failure or a manual role change is 
required to change the active primary role. Fortinet documents this non-preemptive behavior in its HA primary unit selection 
guidance and describes monitored-interface behavior in the link failure detection documentation.
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